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Abstract 

 

The introduction of blockchain technology has brought about a fundamental change in the 

domain of electronic transactions, providing unparalleled standards of integrity, openness, and 

consistency. However, a significant research gap has existed about the absence of a versatile 

and all-encompassing tool for assessing the performance of various blockchain protocols, 

particularly their Consensus Algorithms (CAs). To address this challenge, this thesis introduces 

a Blockchain Benchmarking Framework (BBF) that evaluates the efficacy of blockchain 

protocols in terms of scalability, decentralization, and security. 

The thesis starts with the identification of the research problem, followed by the definition 

of the study's aim and objectives. A systematic literature review (SLR) is undertaken to 

investigate the progression of blockchain technology, its primary classifications, the function of 

CAs, and established benchmarking approaches. The assessment emphasizes the absence of a 

comprehensive, flexible, and robust benchmarking tool, which served as the inspiration for the 

design and implementation of the proposed BBF. The proposed BBF is then described, including 

its essential components and design reasoning. Its purpose is to give an impartial and all-

encompassing evaluation of blockchain performance, by considering a variety of crucial aspects.  

The researcher justifies the experimental research strategy and provides a comprehensive 

analysis of the data gathering and analysis procedures. The utilization of the BBF in relation to 

the use cases yields significant observations, while also drawing attention to the constraints and 

possible enhancements of the BBF itself. The Revised Blockchain Benchmarking Framework 

(RBBF) is developed in response to the use case results. It targets the shortcomings of the 

originally proposed framework and provides a more resilient and adaptable instrument for 

evaluating blockchain protocols. 

In the concluding chapter of the thesis, the research findings are synthesized, the theoretical 

and practical consequences of the study are discussed, and prospective avenues for future 

research are identified.  

Keywords: Blockchain, Consensus Algorithms, XRPL, Ethereum, Byzantine Faults, Double 

Spend Attack, Node Failure 
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Chapter 1: Introduction 

If you tell the truth, you don’t have to 

remember anything. 

-------------------------------------------- 

 Mark Twain (1835 – 1910) 

 

Summary 

In October 2008, a person or a group of people named Satoshi Nakamoto introduced Bitcoin 

(Nakamoto, 2008), an innovative decentralized and trusted network that has revolutionized the 

way we do business and disrupted the markets. In 2009 the Bitcoin blockchain was officially 

launched while in 2010, the first retail transaction took place, exchanging 10.000 mined Bitcoins 

for two pizzas. Since then, Bitcoin and blockchain technology have evolved as there has been a 

pressing need to improve the initial proposal.   As a result, the research and community 

ecosystem have focused on scalability, interoperability, throughput, and latency among others 

to advance blockchain technology and extend its adoption to real world applications. To better 

explore this area, the founder of Ethereum (Buterin, 2014), coined the term “Blockchain 

Trilemma” to discuss the difficulties that developers confront in establishing a blockchain that 

is scalable, decentralized, and secure without sacrificing on any aspect. To achieve all three 

elements -Figure 1.1-, blockchains are frequently required to make trade-offs: 

• Decentralized: Constructing a blockchain system that is not controlled by a single entity. 

• Scalability: Referring to a blockchain system's capacity to manage an increasing number 

of transactions. 

• Security: Referring to the blockchain system's capacity to perform as planned and defend 

itself against assaults, errors, and other unforeseen concerns. 
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Figure 1.1: The Blockchain Trilemma 

Because of this trilemma, throughout the years, an explosion of blockchain propositions 

appeared that led to a universe of heterogeneous blockchain protocols, each one of them having 

its own claims about decentralization, scalability and security. Also, each one of them has its 

own way to manage their faults and Byzantine attacks (Liang et al., 2020) based on its 

Consensus Algorithm (CA) (Ferdous et al., 2020). As blockchain technology is deployed and 

applied to new use cases, the number of available chains is expected to rise in the same way that 

there are so many computer networks in the globe.  

As discussed in the literature, there are several claims on different blockchain propositions, 

however there is a lack of a way of measuring or assessing those claims. Usually, ad hoc tools 

and experimental settings are used to assess those new propositions (Su et al., 2022). As a result, 

reproducibility and comparability of these contributions to the current level of the blockchain 
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technology are difficult (Farooq et al., 2022). Furthermore, there is a lack of documentation, and 

a methodology for spinning up such networks (setting up the necessary systems and processes 

for these networks to function effectively) while being able to experiment in a control like 

environment closed to a real-world case. Finally, it is even more difficult to deploy and scale 

such networks or structure any experiments in a methodological way (Themistocleous et al., 

2020). 

This thesis explores blockchain adoption by investigating how the performance of a 

blockchain protocol is influenced by its corresponding CA under various settings and scenarios. 

This chapter introduces to the topic of this PhD and it begins by reporting the background to the 

research problem while also it identifies the current status of the blockchain adoption to the real-

world applications.  Section 1.1 briefly introduces the problem area and highlights the 

importance of the CAs within a blockchain protocol, whereas Section 1.2 reports the aim and 

the objectives of the thesis. Section 1.3 provides an overview of the research methodology 

adopted in this research, and Section 1.4 presents the outline of the thesis.  

1.1 Background to the research problem: performance of blockchains 

Distributed Ledger Technology (DLT) is regarded as an append-only database that is 

consistently shared and synchronized, registering transactions in various places simultaneously 

(Maull et al., 2017). Unlike traditional databases, distributed ledgers do not require a central 

authority to certify the validity of data. In DLTs, each node-participant processes and verifies 

transactions, which are then anchored to the ledger. Additionally, a DLT may be used to 

document static data (Panwar and Bhatnagar, 2020). Historically, ledgers existed long before 

the digital age, with information recorded on paper, rocks or other tangible means. As time 

passed, it became evident that storing data on physical copies in a single location posed 

significant challenges, especially considering potential disasters such as earthquakes, fires, or 

floods (S.Mullender, 1993). To counter these challenges, the digitization of data emerged as a 

solution, with the creation of digital databases that could be stored and backed up in multiple 

locations (Kozlovski, 2018). However, these centralized digital databases carried their own set 
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of risks. They were vulnerable to cyber-attacks and data breaches, and the centralization of data 

also meant a single point of failure. 

The need for a more secure and resilient system for managing and storing data led to the 

emergence of Distributed Ledger Technology, providing a decentralized approach to data 

management. Blockchain technology, a type of DLT (Natarajan et al. 2017), involves multiple 

independent computers or nodes to keep synchronized copies of the same ledger. Instead of 

keeping data in a centralized database, data are distributed into the blockchain protocol where 

all participants should have the same version. Data in the blockchain consists of a set of 

transactions appended in a new block, thus expanding the chain. Since several nodes participate 

in a blockchain, a transparent method of coordinating the nodes/validators is necessary. 

Therefore, these systems employ agreement algorithms, commonly known as CAs or consensus 

mechanisms. The concept of CAs was first introduced in the literature related to distributed 

systems (Ongaro and Ousterhout, 2014; Xiao et al., 2019; Ghaznavi et al., 2020). In 1989, 

Lamport proposed the Paxos consensus protocol  and CA (Lamport, 2001) in the area of fault-

tolerant distributed systems.  

With the rise of blockchain protocols, CAs have become essential, not just an option, for 

ensuring agreement on the data and information exchanged within the network (Baliga, 2017a). 

Although CAs for blockchain systems have been extensively studied (Zhao, Yang and Luo, 

2019; Li et al., 2020; Xiao et al., 2020a), the heterogeneity of their integral components has 

meant that these studies have not yet provided a sufficient level of confidence in the engineering 

of a one-fits-all solution (Heb and Hauck, 2023).  

Such algorithms in blockchain protocols can be classified into two categories: a. Proof-based 

CAs and b. Voting-based CAs according to Nguyen and Kim (2018)). Proof-based CAs were 

first introduced by Nakamoto. In the latter, Proof-of-Work (PoW) CA is used while the 

participants attempt to solve a cryptographical puzzle (Tromp, 2014). In the voting based CAs, 

the participants of the network share the details of the authentication of a new block or 

transaction before taking a final decision (Li et al., 2020). Such algorithms have been introduced 

in several blockchain protocols such as the Ripple (XRPL) (XRP | Ripple, 2012). The XRPL 

Community introduced their own version of a Practical Byzantine Fault Tolerance (PBFT) 
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algorithm called Ripple Protocol Consensus Algorithm (RPCA). Both categories though, are 

often encounter several challenges such as security, scalability, and energy efficiency (Khosravi 

and Kavian, 2016; Chaudhry and Yousaf, 2019). 

Despite extensive research on the topic of CAs in blockchain systems, there still remains an 

open research challenge due to the heterogeneity (i.e., diversity) of the integral parts of these 

systems. The studies mentioned in this section have not been able to provide a solution that can 

be universally applied to all blockchain systems due to this heterogeneity. Therefore, this thesis 

investigates issues caused by this heterogeneity. Various research works have been performed 

discussing the blockchain’s issues and challenges related to the consensus mechanisms, such as 

those of Lin and Liao (2017a); Yeow et al (2018); and Liu et al (2019). Despite extensive 

research, there remains a gap in knowledge regarding the engineering of  CAs (Baliga, 2017b; 

Chand and Liu, 2020) and in the development of frameworks capable of evaluating their 

performance across various settings and scenarios (Dinh et al., 2018; Salman, Jain and Gupta, 

2019; Xiao et al., 2020a). 

1.2 Research Aim and Objectives 

1.2.1 Research Aim 

Blockchain is a disruptive technology that transforms many industries such as healthcare, 

academia, supply chain, real estate management etc. (Casino et al. 2019). Initially, a lot of 

emphasis was given on this technology, mostly because of its link to Bitcoin and other digital 

currencies. At a later stage, since its characteristics allow its adoption to several domains, 

blockchain became a reality and it is nowadays already integrated in several industries  (Leka 

et al. 2019). In addition, while blockchain technology creates a system designed to avoid a single 

point of failure, it raises certain questions due to its decentralized nature. Questions related to 

the decision-making process or the management of the participants inevitably arise. In contrast, 

in a centralized organization, decisions are typically made by a single person or a defined group 

of people. In the case of blockchain, where multiple nodes are spread worldwide, all participants 
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should comply to the rules set by the CA. In cases where nodes are not aligned with the rules, 

they will never get rewarded, or they could even get punished by losing their stake. 

Consensus Algorithms are a vital part of a blockchain system while they play a crucial role 

in ensuring the protection and reliability of the latter. Being successful on choosing an 

appropriate CA for a specific application or use case, can lead towards a significant increase in 

the performance of the network. For example, Hao et al., (2018) performed an analysis of the 

latency and throughput of Ethereum and Hyper Ledger Fabric and observed that the CA causes 

performance bottlenecks. They have also realized that Functional Byzantine Fault Tolerance 

(FBFT) CA significantly outperforms (PoW) in terms of latency and throughput under different 

workloads. Sukhwani et al., (2017), examines whether a consensus mechanism utilizing PBFT 

may be a performance bottleneck for networks with large number of participants.  

The authors developed a model demonstrating that when the time taken for communication is 

significantly longer than the time required to read a message – by a factor of ten or more – the 

average time needed to reach consensus does not substantially alter as the number of network 

participants ("N") decreases. Moreover, Vukolić, (2016) discusses how the cryptocurrency 

platforms step away of their original purposes, since blockchain protocols are nowadays used 

also for the so-called Distributed Applications (dApps). They equate PoW-based blockchains 

with those built on Byzantine Fault Tolerant (BFT) state machine replication, reflecting on their 

scalability limitations. 

From the above discussion, it appears that CAs play a crucial role in the performance of a 

blockchain protocol. Several studies have been conducted to identify performance issues that 

these algorithms may introduce in a blockchain protocol. Even though, to the best of the 

researcher’s knowledge, there is a lack of a systematic analysis of the available CAs and 

comprehensive work that identifies their key characteristics. Clearly, this is an important gap 

that requires further investigation. CAs are a critical component of blockchain systems, and their 

performance under different scenarios and deployment settings is important to understand in 

order to select an appropriate algorithm for a given use case. Without a comprehensive analysis, 

it may be difficult to make informed decisions about which CA  to use in a particular context. 

This could potentially lead to suboptimal performance of the blockchain system, such as slower 
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transaction processing times, higher resource consumption, lower security, or even system 

failure in extreme cases. Therefore, a systematic analysis and comprehensive work on 

identifying the key characteristics of CAs would be a valuable contribution to the field of 

blockchain research and development. 

Hence, the aim of this thesis is to:  

Investigate the performance of the blockchain consensus algorithms regarding 

decentralization, security, and scalability. In doing so, proposing a conceptual model to 

assess the performance of blockchains. 

1.2.2 Research Objectives 

In order to focus on the aim of this thesis, it is important to accomplish a range of different 

objectives which are analyzed as follows: 

Objective 1:  To conduct a systematic literature regarding the performance of blockchain 

CAs. 

Objective 2:  To design and implement a conceptual model for measuring the performance 

of the CAs. 

Objective 3:  To test and evaluate the proposed conceptual model. 

Objective 4:  To extrapolate conclusions and provide novel contributions regarding the 

performance of blockchain CAs.  

 

1.3 Introduction to Research Philosophy and Approaches to Theory 

Development 

1.3.1 Research Philosophy 

Scientific research philosophy is a technique that, when applied, helps scientists produce 

information and ideas within their research domain. The literature discusses four main trends of 
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research philosophy: the positivist research philosophy, interpretivist research philosophy, 

pragmatist research philosophy, and realistic research philosophy (Tamminen and Poucher, 

2020). In the context of this thesis, the positivist research philosophy is chosen. This choice is 

grounded on the belief that knowledge arises from observable and measurable phenomena. 

Positivism focuses on objective and empirical evidence, making it apt for the study of 

blockchain technology and CAs, which are tangible and quantifiable. Chapter 4 of this thesis 

delves deeper into the reasoning behind the selection of this research philosophy. Given the 

ever-evolving nature of blockchain technology and CAs, it is crucial for the researcher to utilize 

methods and techniques that offer objective and empirical insights, aligning with the beliefs of 

positivism. 

1.3.2 Approach to Theory Development 

With the adoption of a positivist research philosophy, the primary approach to theory 

development in this study is deductive. Deductive reasoning begins with a hypothesis or theory 

and tests it through empirical research. This approach is commonly employed in quantitative 

research, especially when the research problem is well-defined, and there are established 

theories on the subject. The primary objective of this thesis is to investigate the performance of 

blockchain CAs and propose a conceptual model for measuring their performance. To that end, 

the deductive approach is primarily used to test the hypotheses formulated based on the 

proposed Blockchain Benchmarking Framework (BBF) – See Section 3.4. 

The goal of this thesis is not just to propose new theoretical frameworks but also to evaluate 

and validate established theories in the field. As such, the proposed conceptual model and the 

BBF are rigorously evaluated against current theories to determine their validity and 

effectiveness. In essence, the approach to theory development in this research predominantly 

hinges on deductive reasoning, aligning with the objectives and methods of the study. The 

intention is to further the field of blockchain technology, offering key insights beneficial to both 

researchers and industry practitioners. 
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1.3.3 Research Methodology 

Quantitative research methodology is well-suited to the field of blockchain technology and 

CAs because it provides a structured approach to collecting and analyzing data that allows for 

precise and objective measurement of performance. In the field of blockchain technology, there 

is a need for empirical research to validate and compare the performance of different CAs. This 

requires the collection of quantitative data, such as transaction throughput, confirmation time, 

and security metrics. Quantitative research methodology allows for the collection and analysis 

of such data using statistical tools and techniques that can provide meaningful insights into the 

performance of blockchain protocols. 

Furthermore, quantitative research methodology allows for the replication of experiments, 

ensuring the validity and reliability of the findings. This is particularly important in the field of 

blockchain technology, where the performance of CAs can have significant implications for the 

security and efficiency of blockchain protocols. In conclusion, while qualitative research 

methodology may be useful for exploring new perspectives and understanding the context of 

blockchain technology and CAs, quantitative research methodology is better suited for 

measuring and comparing the performance of blockchain protocols and CAs. 

1.4 Thesis Outline 

The structure of this thesis is based upon the methodology described by Phillips, (2000) 

which includes the following:  

• Background Theory: This part of the thesis helps the researcher understand and define the 

research problem, and also presents the state of the art around the field of study. It serves to 

establish the foundation for the research being undertaken. 

• Focal Theory: The focal theory section details the researcher's goals and justifications for 

the research. This includes a thorough description of what the researcher aims to achieve 

and why the research is being conducted.  

• Data Theory: The third component, the data theory, justifies the relevance and validity of 

the material used in the thesis. 
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• Novel Contribution: The final part of the methodology, novel contribution, discusses the 

potential impact and importance of the thesis for the development principles.  

There are seven chapters in this thesis, each of which presents facts and an understanding of 

the key ideas explored. Figure 1.2 provides an illustration of the thesis outline, and the following 

paragraphs provide an overview of each chapter's content. The next paragraphs detail the 

substance of each and the structure of the current edition of this thesis. 

Chapter 1: Introduction 

The research problem under investigation is introduced in the first chapter. It gives a history 

of blockchain technology and CAs. In addition, it highlights the need for a deeper 

comprehension of how the CAs impact the functioning of a blockchain protocol. The research 

aim and objectives of this thesis are also discussed, while an introduction to the research 

methodology and the approaches to theory development are concluding this chapter. 

Chapter 2: Literature Review – Background Theory 

Chapter 2 systematically reviews the literature on blockchain consensus algorithms, fulfilling 

Objective 1 as outlined in Section 1.2.2. Starting with an introduction in Section 2.1, it details 

the systematic review process across planning, conducting, and reporting phases (Sections 2.2.1 

to 2.2.3), covering aspects like research questions, methodology, literature review, exclusion 

criteria, study quality, and data analysis. Section 2.3 presents selected articles on blockchain 

protocol performance and consensus algorithm design. Observations from the literature, 

including similarities and differences, are discussed in Section 2.4. The chapter also addresses 

open research challenges and gaps, setting the stage for future investigation (Section 2.5), and 

concludes with a summary of key insights in Section 2.6.  

Chapter 3: Conceptualization of a Blockchain Benchmarking Framework 

Research issues derived from the analysis of the literature review are considered in Chapter 

3. Those are being used by the researcher to propose the conceptual framework (Objective 2) of 

this thesis. Through the parts of Chapter 3, the suggested framework, entitled "Blockchain 

Benchmarking Framework" is presented in depth, including the components that make up the 
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framework. Moreover, in Section 3.4, a set of research hypotheses are being discussed which  

they will serve as the foundation for testing and evaluation of the latter. 

Chapter 4: Research Methodology 

In Chapter 4, the research methodology is discussed in detail, covering the research design, 

data collection, and data analysis techniques employed in the study. The chapter emphasizes the 

importance of selecting appropriate research methods and justifying their relevance to the 

research problem. It elaborates on the choice of a quantitative research strategy and the use of 

experimental research with use case experiments. This chapter also describes the data sources 

and sampling techniques, ensuring the validity and reliability of the collected data. 

Chapter 5: Empirical Data and Research Findings 

Chapter 5 presents the results of the study, providing an in-depth analysis of the data collected 

in Chapter 4. The findings are organized according to the research objectives and hypotheses 

outlined in Chapter 3. This chapter utilizes appropriate analytical techniques to examine the 

performance of various blockchain CAs concerning decentralization, security, and scalability. 

The analysis offers insights into the strengths and weaknesses of the different CAs and evaluates 

the effectiveness of the proposed BBF. 

Chapter 6: Discussion and Revision 

Chapter 6 discusses the findings of the study, interpreting the performance of blockchain 

CAs in light of the research objectives. The chapter critically examines the empirical results, 

revises the initial BBF, and proposes the RBBF. The RBBF, refined based on the empirical 

insights, presents an enhanced tool for benchmarking blockchain CAs, setting the stage for 

future applications. 

Chapter 7: Conclusions and Future Work 

The final chapter, Chapter 7, synthesizes the findings of the study and draws conclusions 

regarding the performance of blockchain CAs and the utility of the proposed BBF. This chapter 

also discusses the implications of the study for both theory and practice, highlighting its novel 

contributions to the field of blockchain technology. Additionally, the chapter identifies 
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limitations of the research and suggests avenues for future research, providing guidance for 

scholars interested in further exploring the topic or refining the BBF. 
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Figure 1.2: Thesis Outline 
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Chapter 2: Systematic Literature Review 

Not everything that can be counted counts,   

and not everything that counts can be 

counted. 

--------------------------------------------------- 

Albert Einstein  (1879 – 1955) 

 

Summary 

Chapter 1 introduced the area under research, explained the research problem, and presented 

the research aim and objectives. To better explore and investigate the area under study, Chapter 

2 conducts a systematic literature review to identify research areas for further investigation. 

Thus, blockchain protocols and how their performance is affected by the CA, are presented. 

Moreover, various performance measuring approaches are discussed, as they do not provide the 

expected level of confidence towards a generic solution measuring and assessing the 

performance of such networks. In addition, the design and implementation of a more advanced 

solution targeting the assessment of the performance claims of different blockchain protocols, 

is highlighted. The researcher reviews and analyses the technical aspects of a BBF, since this 

thesis focuses on the investigation of the performance of blockchain protocols and how the latter 

is affected by their corresponding CA. In doing so, the limitations of the current approaches are 

highlighted. 
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2.1 Introduction 

Consensus Algorithm serves as a critical element of any blockchain protocol. The challenges 

associated with its implementation—primarily scalability and power consumption—pertain to 

the operation and efficiency of the broader blockchain protocol. Numerous studies, including 

those presented in (Xiao et al., 2020a), have explored potential strategies to mitigate these 

challenges. Despite these efforts, the quest for a universally applicable solution—a 'one-size-

fits-all' CA—remains elusive. This can be attributed to the diverse requirements of different 

blockchain applications, complicating the task of engineering a universally effective CA 

(Vukolić, 2017).  

There is therefore a need of a more comprehensive solution, that will investigate the degree 

to which CAs are built and how they perform. To further investigate this area, the researcher 

adopts a Systematic Literature Review (SLR) aiming to deliver a clear and comprehensive 

review of available literature evidence on this topic. Moreover, as stated in  (Tina and Sarah, 

2019), a systematic literature review would also help to further dive into the corresponding field 

of study.  

Section 2.2 introduces the concept of blockchain protocols and discuss the various types of 

protocols that exist. It covers the basic principles of blockchain technology and how protocols 

enable secure, decentralized transactions. In addition, it discusses the evolution of blockchain 

technology, starting from its inception with Bitcoin to the development of various other 

blockchain protocols. It also covers the challenges and threats faced by the blockchain industry, 

such as security issues, regulatory challenges, scalability concerns, and interoperability 

problems. Section 2.3 focuses on blockchain CAs and how they enable agreement among nodes 

in a decentralized network. It explains the key characteristics of CAs, such as their fault-

tolerance, scalability, and security properties. The chapter discusses different types of CAs, such 

as PoW, PoS, and Delegated Proof-of-Stake (DPoS). It also covers emerging CAs, such as 

Proof-of-Authority (PoA) and Proof-of-History (PoH), and their potential impact on blockchain 

technology. In Section 2.4, the setup of the systematic literature review to be conducted towards 

the achievement of the objectives of this thesis is presented. Among others, the research 
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question, the keywords to be used and the databases are also defined, as part of the preparation 

of the SLR. 

2.2 Systematic Literature Review On the Performance of Blockchain 

Consensus Algorithms 

According to (Puljak and Sapunar, 2017), a Systematic Literature Review (SLR) is a suitable 

and sound approach to be used for a PhD thesis. A systematic literature review attempts ‘to 

identify, appraise and synthesize all the empirical evidence that meets pre-specified eligibility 

criteria to answer a given research question. The researcher has chosen the SLR for the review 

of the normative literature (blockchain technology and the performance of the blockchain Cas).  

A SLR requires a comprehensive examination of the available sources, the requirements 

should be explicitly established before the examination of the literature is carried out (Group, 

2007). As it is depicted in the Figure 2.1, the SLR process consists of three phases (Kitchenham 

et al., 2010). Initially, during the planning phase the researcher identifies the need for 

conducting a SLR, develops his review protocol and then proceeds with the evaluation of this 

protocol. During the next phase (Conducting Phase), the search and selection of primary studies 

takes place, whereafter the researcher proceeds with the extraction of data and their evaluation. 

Finally, the last step of this phase is to synthesize the extracted data from the previous steps. In 

the third (3rd) and final phase of this process, the researcher’s objective is to disseminate the 

results extracted during the previous phases 1 and 2. 
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Figure 2.1: Systematic Literature Review – Phases 

Phase 1 - Planning: 

The initial phase is all about setting the groundwork for the review. The main objective of 

this phase is to clearly define the intended outcomes and goals of the review. This phase involves 

the creation of a detailed research protocol that serves as a roadmap for carrying out the review. 

It encompasses establishing a systematic plan and methodology for conducting the review which 

includes identifying relevant databases, keywords, and search strategies that guide the 

subsequent phases. 

Phase 2 - Conducting: 

This is the most intensive phase of the review process. It starts with the identification of 

relevant research materials. This involves a thorough search of literature to locate appropriate 

research materials that align with the review's goals. The selection of case studies is a crucial 

step at this juncture. Specific inclusion and exclusion criteria are established to guide the 

selection of studies for review, providing clear justifications for their selection. Quality 
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assurance of studies is also crucial; this involves setting predefined quality criteria to ensure that 

only studies that meet these stringent standards are included in the review. After ensuring the 

quality of the studies, data extraction comes next. It is performed using structured data extraction 

forms to systematically record and document the outcomes observed by researchers. This 

methodical process ensures that relevant data are carefully extracted from each selected study. 

Phase 3 - Reporting: 

The final phase focuses on data analysis and documentation of review outcomes. All the 

extracted data from the previous phase is analyzed to derive meaningful insights and answer the 

research questions. This analysis forms the backbone of the review findings. The last step is the 

documentation of review outcomes. This involves reporting the review outcomes in a 

comprehensive and detailed manner, articulating the findings, interpretations, and conclusions 

derived from the review. 

2.2.1 Planning Phase 

2.2.1.1 Identifying the Research Questions and goals for the review 

As discussed in Section 2.2, there is a plethora of blockchain protocols, each one of them 

providing its own unique mechanisms and characteristics. An open research challenge in 

blockchain protocols is how to reach consensus effectively. According to the blockchain 

trilemma, when designing a blockchain protocol, one must make a trade-off between different 

aspects. For instance, one may choose to sacrifice security and decentralization in exchange for 

achieving faster throughput. 

During the initial investigation around the topic of blockchain and Cas conducted so far in this 

thesis, it is realized that several research challenges and questions are still open. With the choice 

of conducting a SLR, it is essential to identify and set clear, focused and concise research 

questions. Thus, this literature review started with the following research question: 

− SLR Research Question: How do the characteristics of a CA affect the behavior of a 

blockchain protocol? 
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The latter is pivotal in understanding the foundational mechanisms of blockchain functionality, 

and thereby, the broader implications of its various applications. To ensure relevance and 

precision, the researcher implemented rigorous selection criteria, deliberately filtering out 

papers with limited scope that don't align with the goals and objectives set forth in Chapter 1. 

This process ensures that the review remains targeted and thoroughly substantiated by pertinent 

sources in the field. 

2.2.1.2 Research protocol: Establish the methodology to be followed during 

the review 

Blockchain and distributed ledger technologies have emerged as rapidly evolving fields in 

recent years, garnering significant interest across various industries seeking to leverage their 

capabilities to address pressing needs. Given the dynamic nature of the topic, the researcher has 

opted to focus on literature published from 2018 onwards, ensuring that the review captures the 

most up-to-date developments and insights. In order to accommodate the diverse and rapidly 

evolving nature of the field, the researcher employs a multivocal systematic literature review 

approach (Themistocleous et al., 2023). The search encompasses major databases, such as IEEE 

Xplore Digital Library, ScienceDirect, SpringerLink, and ACM Digital Library, to ensure a 

comprehensive and high-quality collection of sources. To maintain the rigor and credibility of 

the literature review, the initial search prioritizes academic journals, conference proceedings 

papers, book chapters, magazines, and peer-reviewed research articles. This approach ensures 

that the literature review is grounded in well-vetted and reliable sources. 

As part of the multivocal systematic literature review process, the researcher subsequently 

incorporates non-traditional sources of information, such as white papers, blog posts, conference 

presentations, and expert opinions. This inclusion of multiple voices and perspectives enrich the 

understanding of blockchain and distributed ledger technologies, facilitating the identification 

of trends, gaps, areas of consensus, and points of disagreement. By integrating a wide array of 

resources and employing a multivocal approach, the literature review fosters a more holistic 

understanding of the current state of blockchain and distributed ledger technologies, providing 

valuable insights for future research and applications. This comprehensive review methodology 
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not only presents a rich picture of the topic under investigation but also serves as a solid 

foundation for subsequent research endeavors in this rapidly evolving domain. 

Identifying Keywords and Search Queries 

An initial search of the term ‘blockchain’ in IEEE Xplore Digital Library returns 292,000 

results. As for the term ‘consensus algorithms’ the returned results are 19,900. To narrow down 

the search results, the researcher focuses on the RQ to identify the keywords described in Table 

2.1, as well as the research queries to be used for the retrieval of any relevant publications with 

the field of study. 

Table 2.1: Systematic Literature Review - Keywords and Search Queries 

Keywords Search Queries 

Blockchain, 

consensus algorithms, 

Mechanism, 

Distributed ledger technologies, 

Benchmarking, 

Framework, 

Evaluation, 

blockchain AND “consensus mechanisms” 

blockchain AND “consensus algorithms” AND 

“evaluation frameworks” 

blockchain AND “consensus algorithms” AND 

“evaluation mechanisms” 

blockchain AND “consensus algorithms” AND 

evaluation 

“Distributed ledger technologies” AND consensus 

blockchain AND “benchmarking frameworks” 

2.2.2 Conducting Phase  

2.2.2.1 Conducting the Literature Review 

When submitting the search queries in various electronic databases, the number of results 

obtained differs significantly. For instance, one database like Google Scholar may yield 

thousands of results, while others like IEEExplore may provide fewer results. This variation is 

attributed to the different database models, which made it not possible to use the exact set of 

search queries across all databases. As a result, different queries had to be constructed based on 

the specific model of each database to extract the relevant material. Additionally, the inclusion 
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criteria are incorporated during the initial search in each library. Starting with the IEEE Xplore 

Digital Library, the following queries are submitted: 

1. Query 1: (blockchain AND (“consensus algorithms”)) 

Results: 525 

2. Query 2: (blockchain AND  (“consensus algorithms”)) AND (“evaluation frameworks”) 

Results: 11 

3. Query 3: (blockchain AND  (“consensus algorithms”)) AND (“evaluation mechanisms”) 

Results: 17 

4. Query 4: (blockchain AND  (“consensus algorithms”) AND evaluation) 

Results: 61  

5. Query 5: ((“distributed ledger technologies”) AND consensus) 

Results: 273 

6. Query 6:  (blockchain AND (“benchmarking framework”)) 

Results: 30 

The returned results from IEEE Xplore Digital Library are initially 875. As a first step of the 

screening process, the researcher has removed the papers published before 2018. The latter 

removed 88 papers from the result set. Moving to the next electronic database, ScienceDirect, 

the researcher submitted the same queries as with the first electronic database. The returned 

results are 1478. Similarly, as a first step of the screening process, the researcher has removed 

18 papers from the last result set (published before 2018). 

1. Query 1: (blockchain AND (“consensus algorithms”)) 

Results: 565 

2. Query 2: (blockchain AND (“consensus algorithms”)) AND (“evaluation frameworks”) 

Results: 21 

3. Query 3: (blockchain AND (“consensus algorithms”)) AND (“evaluation mechanisms”) 

Results: 9 

4. Query 4: (blockchain AND (“consensus algorithms”) AND evaluation) 

Results: 451  

5. Query 5: ((“distributed ledger technologies”) AND consensus) 
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Results: 416 

6. Query 6:  (blockchain AND (“benchmarking framework”)) 

Results: 16 

Following the same approach, SpringerLink is the 3rd digital library in which the researcher 

submitted the above-mentioned queries in which he retrieved 2589 results. Particularly, based 

on the library’s search model, the following queries are submitted while 85 sources are removed 

as they were published before 2018: 

1. Query 1: with all of the words “blockchain” AND with the exact phrase (“consensus 

algorithms”) 

Results: 1190 

2. Query 2: with all of the words “blockchain” AND with the exact phrase (“consensus 

algorithms”, “evaluation frameworks”) 

Results: 0 

3. Query 3: with all of the words “blockchain” AND with the exact phrase “consensus 

algorithms”, “evaluation mechanisms” 

Results: 0 

4. Query 4: with all of the words “blockchain”, “evaluation” AND with the exact phrase 

“consensus algorithms” 

Results: 543  

5. Query 5: with all of the words “consensus” AND with the exact phrase “distributed ledger 

technologies” 

Results: 840 

6. Query 6:  with all of the words “blockchain” AND with the exact phrase “benchmarking 

framework” 

Results: 16 

Finally, ACM is the 4th digital library in which the researcher submitted the following search 

queries using its advance search method. ACM initially returned 371 results while a total of 25 

papers are removed since they were published before 2018. 
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1.  Query 1: (blockchain AND (“consensus algorithms”)) 

Results: 189 

2. Query 2: (blockchain AND (“consensus algorithms”)) AND (“evaluation frameworks”) 

Results: 0 

3. Query 3: (blockchain AND (“consensus algorithms”)) AND (“evaluation mechanisms”) 

Results: 1 

4. Query 4: (blockchain AND (“consensus algorithms”) AND evaluation) 

Results: 110  

5. Query 5: ((“distributed ledger technologies”) AND consensus) 

Results: 63 

6. Query 6:  (blockchain AND (“benchmarking framework”)) 

Results: 8 

As it is depicted in Table 2.2, after the first screening process (removing the papers published 

before 2018), a total of 5097 papers are left for studying. Moreover, Figure 2.2 demonstrates 

the steps taken towards the identification of the most related sources within the thesis field of 

study.  

Table 2.2: Systematic Literature Review - Initial Results with 1st Screening 

Digital 

Library 

IEEE Xplore ScienceDirect SpringerLink ACM 

Initial Results 875 1478 2589 371 

< 2018 -88 -18 -85 -25 

Sum 787 1460 2504 346 

Total 5097 

 

The next step of this systematic work is to remove any possible duplicate paper from the search 

results. In doing so, the search results are imported in (Mendeley), a free reference manager that 

could help with the storing, organizing, and filtering of the data. During this step, a total of 1755 

papers were identified as duplicates and removed. Moreover, in an attempt to further narrow 

down the search results, the researcher used Mendeley’s search engine to execute a search in 
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the abstract of each paper to keep the most relevant papers with the thesis’s scope. To this end, 

the following search query is executed removing a total number of 3110 papers: 

:abstract:blockchain AND :abstract:consensus AND :abstract:performance 

Executing the latter, the researcher managed to filter all papers that do not contain the word 

“blockchain”, “consensus” and “performance” in the abstract of each paper. Eventually, the 

final result-set is narrowed to 232 papers.  The final-result set is exported in Comma Separated 

Values (CSV) format and imported into Microsoft Excel for further analysis.  During the 

initiation of this study, the selection of data handling tools is constrained. Many of the available 

tools are either not freely accessible, are prohibitively expensive, or are limited in their 

capabilities. Therefore, Microsoft Excel is chosen for this study, as it presented a cost-effective 

and widely accessible solution at the time. Excel's familiarity to many users, versatility in data 

handling, and robust capability to manage the data volume involved in this study made it a 

suitable choice. Furthermore, its wide compatibility across platforms and devices, along with 

its ability to produce various graphical representations, ensured that Excel served as an 

appropriate and efficient tool for the specific requirements of this task. To execute the final 

filtering of the papers and retain those most relevant to the research topic, the researcher 

implemented a structured framework based on a set of predefined criteria. These criteria are 

established in alignment with the research objectives and included factors such as the relevance 

of the paper's content, the methodological quality, and the publication's impact in the field. The 

researcher first reviewed the titles and abstracts of each paper in the result set, assessing their 

relevance to the research topic. Papers that did not align with the research objectives are 

removed at this stage. Subsequently, the researcher carefully examined the remaining papers' 

full texts, evaluating their methodological rigor, significance of findings, and overall 

contribution to the field. This process involved a critical assessment of each paper's strengths 

and weaknesses, as well as its applicability to the research questions being investigated. 

During this filtering process, 145 papers were removed, leaving a final result set of 87 papers. 

This comprehensive and systematic approach ensured that the selected papers were of high 

quality and relevance, providing a solid foundation for the literature review and subsequent 

research endeavors. These are the final papers in which the researcher would study and derive 
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findings and observations. Figure 2.2 illustrates the steps taken towards the identification of the 

final sources to be included in the literature review of this thesis. 

2.2.2.2 Exclusion Criteria 

During the selection process in Phase 2, papers were evaluated to ensure their relevance to 

the core research purpose outlined in Phase 1. The selection of these papers is guided by specific 

inclusion and exclusion criteria which have been tailored to align with the research objectives. 

Here are the main categories of papers that were excluded from this research: 

• Papers with limited scope Papers with Limited Scope: This review is primarily focused on 

the comprehensive analysis of CAsin the context of the blockchain trilemma. Consequently, 

certain papers that did not sufficiently align with this scope were excluded. For instance, 

papers such as "Blockchain Consensus Mechanisms and Their Applications in IoT: A 

Literature Survey" (Wen et al., 2020) and "Byzantine fault tolerance based multi-block CA 

for throughput scalability" (Kim et al., 2020) were excluded. While they provide valuable 

background information, these papers either had a very narrow focus on specific aspects of 

blockchain technology or were superseded by more recent and comprehensive research in 

the field. 

• Articles in non-English language - During the literature search, several potential resources 

were retrieved from electronic sources in various languages. Each of these sources are 

carefully evaluated to assess their potential contribution to the research. However, due to 

potential inaccuracies in translation, non-English articles were ultimately excluded. This 

decision is taken to maintain the rigor and accuracy of the research synthesis, as precise 

translation could not be guaranteed. 

As detailed in (Themistocleous et al., 2023), on multivocal literature reviews, the selection 

process should be as thorough as possible to ensure the selected studies are relevant and 

contribute meaningfully to the review's objectives. These exclusions, while seemingly limiting, 

help to focus the research and provide a solid foundation for exploring the research questions 

more effectively. 
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2.2.2.3 Ensure Quality of Studies 

In accordance with established international academic standards, the utilization of peer-

reviewed publications serves as the most appropriate method for evaluating scholarly 

contributions. Adhering to this principle, the researcher is able to confidently contribute novel 

concepts and insights to the field, building upon the foundation of previously published works 

by esteemed scholars within the pertinent research domain. 

2.2.2.4 Extract Data 

The articles selected for further analysis were used to extract related data on the performance 

of the blockchain CAs regarding the blockchain trilemma. 

 

Figure 2.2: Final Sources included in SLR. 
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2.2.3 Reporting Phase 

2.2.3.1 Analyze Data 

This phase of the literature review focuses on extracting valuable insights from the research 

works by employing appropriate qualitative and quantitative methodologies. Qualitative 

methods were utilized to examine various aspects of CAs can impact the behavior of blockchain 

protocols, including theoretical approaches and proposals, models, and frameworks. 

Quantitative methods were employed to determine the frequency of research works addressing 

each aspect of CA performance in blockchain protocols and to examine deeper into common 

considerations highlighted by the selected research works.  

The outcomes of the review were subsequently documented and reported in Sections 2.5.1 - 

2.5.3, encompassing the comprehensive findings of the literature review process. 

2.3 Systematic Literature Review Outcomes (2018 – 2021) - Selected Articles 

In order to further refine the result set of 87 papers to a more focused selection, the researcher 

employed a multi-step approach, ensuring a rigorous justification for the final selection. As 

reported in Chapter 1, the aim of the thesis is to investigate the performance of blockchain CAs 

concerning decentralization, security, and scalability while proposing a conceptual model to 

assess the performance of blockchains. Having the research aim and objectives in mind, the 

researcher employed the following steps to reduce the sample from 87 articles to 14: 

1. Relevance to the aim and objectives: Each paper in the result set is thoroughly assessed to 

determine its direct relevance to the aim and objectives of the thesis. Papers that did not 

contribute significantly to the understanding of the performance of blockchain CAs in terms 

of decentralization, security, and scalability were excluded. 

2. Methodological rigor: The researcher evaluated the methodological quality of each 

remaining paper, ensuring that the studies employed robust research designs, appropriate 

data collection, and rigorous analysis techniques. Studies with weak methodology or 

unsubstantiated findings were removed. 
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3. Recent and impactful publications: Given the rapidly evolving nature of the blockchain 

field, the researcher prioritized recent publications that offered the latest insights into CAs' 

performance.  

4. Theoretical and empirical diversity: To ensure a comprehensive understanding of the 

performance of blockchain CAs, the researcher aimed to include a diverse range of 

theoretical perspectives and empirical findings. This step involved selecting papers that 

presented various approaches to measuring performance and provided insights into different 

aspects of decentralization, security, and scalability. 

Following this systematic and rigorous approach, the researcher is able to reduce the sample 

from 87 articles to 14, ensuring that the final selection is highly relevant, methodologically 

sound, and diverse, providing a strong foundation for the literature review and subsequent 

research activities. This carefully justified selection process mitigates the risk associated with 

the reduction of the sample size and ensures that the final sample offers valuable insights into 

the performance of blockchain CAs. Table 2.3 presents a compilation of the chosen articles for 

this research. The table consists of three columns:  

1. The first column provides the names of the authors who conducted each research 

paper.  

2. The second column displays the titles of the research articles.  

3. The third column offers a concise description of the research work's main focus. 
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Table 2.3: Literature Review Selected Cases 

Authors Title Focus 

(Ferdous, 

Chowdhury 

and Hoque, 

2021) 

A survey of consensus 

algorithms in public 

blockchain systems for 

crypto currencies 

Before a wide-scale adoption of blockchain can 

be achieved, a systematic analysis of the 

consensus algorithms would help to understand 

how and why any particular blockchain platform 

performs the way it functions. 

(Akhtar, 

2019) 

From Blockchain to 

Hashgraph: Distributed 

Ledger Technologies in the 

Wild 

How blockchain protocols perform in terms of 

cost, performance, latency and security based on 

their different implementations. 

(Bodkhe et 

al., 2020) 

A survey on decentralized 

consensus mechanisms for 

cyber physical systems 

On understanding the key components, functional 

characteristics, and architecture of different 

consensus algorithms used in Cyber-Physical 

Systems (CPS). 

(Sharma and 

Jain, 2019) 

Consensus Algorithms in 

Blockchain Technology: A 

Survey 

Security and performance issues of the different 

consensus algorithms are required to be 

improved. 

(Gupta et al., 

2019) 

An in-depth look of BFT 

consensus in blockchain: 

Challenges and 

opportunities 

On the theory behind replicated computing and 

consensus but also how common consensus 

protocols operate. 

(Oh et al., 

2020)  

Graph Learning BFT: A 

Design of Consensus 

System for Distributed 

Ledgers 

Guidelines for the design of a BFT consensus 

algorithm.   
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(Altarawneh 

and Skjellum, 

2020)  

The security ingredients for 

correct and byzantine fault-

tolerant blockchain 

consensus algorithms 

How the security and performance of a 

blockchain is determined by the chose consensus 

algorithm; hence,  the reliability and security of 

these algorithms must be assured and tested, 

which requires an understanding of all the 

security assumptions that make such algorithms 

correct and byzantine fault-tolerant. 

(Bouraga, 

2021) 

A taxonomy of blockchain 

consensus protocols: A 

survey and classification 

framework 

Reviewing 28 new consensus protocols and 

proposed a four-category classification 

framework: Origin, Design, Performance and 

Security. Demonstration of the applicability of 

the framework by classifying the 28 protocols.  

(Alsunaidi 

and 

Alhaidari, 

2019) 

A survey of consensus 

algorithms for blockchain 

technology 

Focus on the popular consensus algorithms, in 

order to figure out their features, and the factors 

that affect their performance and security. 

(Pahlajani, 

Kshirsagar 

and 

Pachghare, 

2019) 

Survey on Private 

Blockchain Consensus 

Algorithms 

On theory and data used for selecting suitable 

consensus algorithm that would help researchers 

for further exploring of consensus in private 

blockchain environment. 

(Fan et al., 

2020) 

Performance Evaluation of 

Blockchain Systems: A 

Systematic Survey 

Systematic survey on the blockchain performance 

evaluation by categorizing all reviewed solutions 

into two general categories, namely, empirical 

analysis and analytical modelling. 

(Wang, 2019) Performance Evaluation of 

Hyperledger Fabric with 

Malicious Behavior 

On how malicious behaviors significantly 

undermines a blockchain system. 
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(Bamakan, 

Motavali and 

Babaei 

Bondarti, 

2020) 

A survey of blockchain 

consensus algorithms 

performance evaluation 

criteria 

On the evaluation criteria of the performance of 

blockchain consensus algorithms.  

(Y. Hao et 

al., 2018b) 

Performance Analysis of 

Consensus Algorithm in 

Private Blockchain 

Selecting the appropriate consensus algorithm, 

how it directly affects the performance of a 

blockchain, how consensus algorithms perform 

under different private blockchain protocols. 

 

2.3.1 Research on the Performance of Blockchain Protocols 

Blockchain protocols' performance is a hot topic in current research, primarily focusing on 

simulation frameworks and their capability to measure key performance metrics of these 

protocols. Some studies target public blockchains, while others focus on private ones. However, 

as (Faria and Correia, 2019) highlighted, there is a noticeable lack of tools available for 

evaluating design and implementation decisions of blockchain protocols and CAs. 

One noteworthy tool is BlockBench, a framework for analyzing private blockchain protocols 

(Tuan et al., 2017). This system is recognized for its flexibility in integrating any private 

blockchain. Moreover, it is proficient at gauging throughput, latency, scalability, and fault 

tolerance against diverse workloads. This highlights its versatility and significance in private 

blockchain research. 

Moving on from private blockchains, researchers in (Croman et al., 2016) have pinpointed 

scalability as a challenge for public blockchains. They explored how various bottlenecks in the 

Bitcoin network could impact the network's total throughput. Based on their analysis, they 

recommended prioritizing block size reparameterization to realize next-generation, high-load 

blockchain protocols, demonstrating the need for structural changes in blockchain design. 

Furthermore, the authors in (Decker and Wattenhofer, 2013) investigated the propagation 

time of blocks and transactions within the network and concluded that the latter is the primary 
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cause for blockchain forks. They also demonstrated the potential benefits of pushing the network 

to its limit through introducing unilateral changes to the client's behavior. This study effectively 

illustrated how transaction dynamics can impact overall blockchain performance. 

In addition, Parity (Performance Analysis | Parity Technologies - Online, 2016) is an open-

source software that provides the necessary components for running a public Ethereum node. 

This bridges the gap between research and practical application, as benchmark results have 

proven Parity to be the fastest and lightest Ethereum client in terms of block processing time. 

Moreover, (Gervais et al., 2016) presented a compelling study on the balance between 

performance and security in blockchain protocols. They scrutinized existing proof-of-work-

based implementations and variants of proof-of-work blockchains. Among the most prominent 

Blockchain Benchmark Frameworks (BBFs) used in these investigations are IBM's Caliper and 

Blockbench. 

Specifically, Hyperledger Caliper is a blockchain benchmarking tool designed to execute 

benchmarks on deployed smart contracts, facilitating the analysis of throughput, latency, and 

resource usage of the smart contract in use. In a survey study, (Wang, Ye and Xu, 2019) 

classified Hyperledger Caliper and Blockbench as the two leading BBFs, offering a comparative 

analysis between them that showcases the need for such tools in evaluating blockchain 

performance. 

The diversity in benchmarking tools is further exemplified in (Saingre, Ledoux and Menaud, 

2020), where the researchers introduced BCTMark, a framework for benchmarking blockchain 

technologies in an emulated network environment. The authors showcased the flexibility of their 

experiments by running them on two different testbeds, thus reflecting the wide-ranging 

environments in which blockchains operate. 

Moreover, they performed experiments on three blockchain protocols, evaluating several 

metrics such as Central Processing Unit (CPU) usage and energy footprint for varying numbers 

of clients. This highlights the complexity of performance assessment in real-world blockchain 

applications. 
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Finally, (Baliga et al., 2018) took a closer look at Quorum's (ConsenSys, 2021) performance, 

assessing its throughput and latency characteristics under different workloads and CAs. They 

employed a suite of micro-benchmarks to investigate how certain transaction and smart contract 

parameters might impact transaction latency, demonstrating the complex interplay between 

specific blockchain parameters and overall performance. 

In summary, this discussion illustrates the multitude of tools and methods researchers employ 

to assess blockchain performance and the continuous evolution of these protocols to meet future 

demands. 

2.3.2 Research on Designing and Building a Blockchain Consensus 

Algorithm 

Consensus Algorithms are considered to be the core mechanism in blockchain systems since 

they provide the network the ability to validate transactions while avoiding the need of a central 

authority to act as the orchestrator of the network. Moreover, based on the blockchain type 

Public/Private etc., a specific CA is usually more “applicable” than another. Generally, while 

designing and building a blockchains networks, someone would need to sacrifice a characteristic 

in order to gain another. For example, sacrificing transaction throughput, enhanced security and 

privacy may be gained. However, as stated by (Chaudhry and Yousaf, 2019) one CA cannot 

serve the requirements of every application. . Therefore, to effectively design and implement a 

CA, it is essential to conduct a comprehensive technical comparison of the existing CAs, 

emphasizing their respective strengths, weaknesses, and use cases (Wang and Tan, 2020). This 

comparison underscores the significance of the CA, as a pivotal mechanism within the 

blockchain framework, which constantly confronts the challenge of striking a balance between 

security, efficiency, and consistency. 

Also, the current CAs predict the formation of block proposers, thus malicious nodes have a 

clearer target. For this reason, they have developed a non-interactive verifiable random node 

extraction approach that uses a Verified Random Function (VRF) to create block proposer 

randomly. This method ensures that the identity of key nodes cannot be determined before the 

proposal block is broadcast, as well as the node identity's unpredictability and verifiability. The 
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authors in (Zoican et al., 2018) discuss the challenges of implementing a CA for the world of 

Internet of Things (IoT). They have focused on the fact that time to reach consensus in such 

environments should small while during their studies with the three most used CAs (PoW,PBFT, 

Binary Consensus) they have proposed an integrated solution which based on their simulations 

using Contiki IoT Operating System (OS) manages time to reach consensus in less than a 

second.  

On the other hand, the authors in (Song et al., 2019), discussed CAs of Consortium 

Blockchains, in which as they state, the existed CAs for consortium blockchains fail to meet the 

requirements of practical applications, such as satisfying low algorithm complexity, robustness 

and dynamic scalability. For this reason, they proposed a new CA, in the family of BFT 

algorithms, which applies random threshold signature consensus scheme, unique cryptographic 

algorithm and proactive recovery scheme to achieve fast agreement, dynamic scalability and 

robust system. Their approach has been implemented and tested on the Hyperledger Fabric (The 

Linux Foundation, 2020)  blockchain, which achieves competitive throughput, dynamic 

scalability and better robustness than the rest of the existing solutions.  

Finally, many research works are discussing the limitations of CAs in the different types of 

blockchain protocols but also how difficult it is and what someone would need to focus on while 

designing and implementing a new CA. Such works are (Cong, Ren and Pouwelse, 2018; Guo 

et al., 2018; Dai et al., 2019; Li, Jiang and Liu, 2019; Yang et al., 2019; MihaljeviÄ‡, 2020). 

2.4 Systematic Literature Review Advancements (2022-2023) 

Given the dynamic and rapidly evolving nature of blockchain technology, it is imperative to 

maintain the currency and relevance of this SLR. The initial SLR process commenced in 2021, 

covering studies and developments in blockchain consensus algorithms from 2018 to 2021. This 

period marked significant advancements in blockchain technology, providing a foundational 

understanding of consensus algorithms' performance, challenges, and opportunities. 

As this thesis concludes in January 2024, it became necessary to extend the literature review 

to include more recent developments and contributions to the field within the years 2022 and 
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2023. This extension ensures that the review captures the latest advancements, reflecting 

ongoing research and innovations in blockchain CAs, benchmarking frameworks, and their 

applications across various domains. 

To achieve this, a search was conducted on Google Scholar, employing keywords such as 

"blockchain," "benchmarking framework," "consensus algorithms," and "performance 

evaluation." The search was specifically tailored to identify sources published between 2022 

and 2023, yielding 15 relevant articles that significantly contribute to the understanding and 

advancement of blockchain technology.  

The main findings from the newly identified sources include developments in benchmarking 

frameworks and performance measurement tools for various blockchain clients, such as 

Hyperledger Fabric, XRPL, and Ethereum. These advancements provide deeper insights into 

the performance and scalability of blockchain systems, furthering the exploration of CAs and 

their impact.  

2.4.1 Literature Review on the Latest Collected Sources 

This section provides a comprehensive summary and analysis of the identified sources 

focused on benchmarking blockchain performance, improving throughput, verifying and 

validating blockchain applications, among other topics. The inclusion of these recent studies 

offers a broader perspective on the state of blockchain technology, its challenges, and potential 

solutions. 

Gromit: Benchmarking the Performance and Scalability of Blockchain Systems (Nasrulin 

et al., 2022): 

Addressing the limited research on performance comparisons of blockchain systems, this 

paper presents Gromit, a generic framework for analyzing blockchain systems. It conducts a 

large-scale study involving seven representative systems with varying consensus models. The 

study determines peak performance with a synthetic workload and explores the robustness of 

the systems against network delays. The findings indicate that transaction throughput does not 

scale linearly with the number of validators. 
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Bocb: Performance Benchmarking by Analyzing Impacts of Cloud Platforms on 

Consortium Blockchain (Huang et al., 2022): 

This article investigates the performance of consortium blockchain implemented on different 

cloud platforms. It presents a comprehensive empirical analysis, identifying potential 

performance bottlenecks and configuring system parameters. The evaluation results help 

developers select the best configuration and resources to optimize their blockchain applications 

on heterogeneous cloud platforms. 

Performance Study for Improving Throughput in Hyperledger Fabric Blockchain 

Platform (Nanduri and Vemula, 2022): 

Focusing on improving throughput in Hyperledger Fabric, this paper supplements previous 

studies by providing guidelines for enhancing performance. It conducts experimental studies 

with different consensus mechanisms and transaction sizes. The results demonstrate significant 

throughput improvement compared to default configuration settings. 

BlockMeter: An Application Agnostic Performance Measurement Framework For 

Private Blockchain Platforms (Alom et al., 2022): 

This article presents BlockMeter, a performance benchmarking framework for private 

blockchain platforms. BlockMeter can measure key performance metrics of any application 

deployed on top of a private blockchain in real-time. The framework is evaluated by assessing 

the performance of Hyperledger Fabric and Hyperledger Sawtooth against various use cases. 

Blockchain Verification and Validation: Techniques, Challenges, and Research Directions 

(Marijan and Lal, 2022): 

This paper provides a comprehensive survey of verification and validation (V&V) solutions 

for blockchain-based software applications. It synthesizes V&V tools and techniques addressing 

different components and layers of blockchain applications. The paper discusses challenges 

associated with blockchain app V&V and proposes future research directions to advance the 

discipline. 
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Designing a High Performance and High-Profit P2P Energy Trading System Using a 

Consortium Blockchain Network (Makhsoos, Bahrak and Taghiyareh, 2022): 

This paper proposes a distributed energy trading framework based on a consortium 

blockchain for peer-to-peer energy trading. It introduces the Jointgraph CA and a DAG-based 

consortium energy blockchain framework, demonstrating improved performance and 

profitability compared to similar P2P trading models. 

Small World Network for Simulation of Blockchain Networks (Kayastha and Joshi, 2022): 

Addressing the oversight of node topology in blockchain simulation frameworks, this paper 

presents a small world network approach for more realistic simulation of network nodes and 

upstream layers. The simulation framework based on Small World Networks yields more 

accurate results and can be applied to various blockchains, including Bitcoin and Ethereum. 

Blockchain Technology for Intelligent Transportation Systems: A Systematic Literature 

Review (Jabbar et al., 2022): 

This systematic review explores the application of blockchain technology to intelligent 

transportation systems, with a focus on the Internet of Vehicles (IoV). The paper provides an 

overview of blockchain technology, its evolution, and its applications. It reviews state-of-the-

art blockchain-based IoV solutions, classifying them based on research directions and 

implemented IoV layers. The review highlights open problems and future research directions in 

blockchain-based IoV. 

Performance Modeling and Analysis of Hyperledger Fabric (Ke and Park, 2022): 

This paper presents a quantitative modeling and analysis of the performance of Hyperledger 

Fabric, a permissioned blockchain platform. It proposes queuing models for different types of 

nodes in Hyperledger Fabric and analyzes their performance based on transaction/block queue 

size, waiting time, arrival rates, and service rates. The analysis explores the co-influence of 

arrival rates and service rates on performance and the impact of the number of channels. 

BCTC-KSM: A blockchain-assisted threshold cryptography for key security management 

in power IoT data sharing (Deng et al., 2023): 



 

38 

 

This paper proposes BCTC-KSM, a blockchain-assisted threshold cryptography solution for 

secure key management in power IoT data sharing. It utilizes the Pedersen threshold secret 

sharing algorithm to split symmetric keys into multiple fragments stored on the blockchain. The 

paper demonstrates how BCTC-KSM improves security and availability in power IoT data 

sharing. 

CollaChain: A BFT Collaborative Middleware for Decentralized Applications 

(Tennakoon, Hua and Gramoli, 2022): 

This paper introduces CollaChain, a Byzantine fault-tolerant (BFT) blockchain middleware 

designed for decentralized applications (DApps). CollaChain leverages collaboration among 

participants to improve validation and throughput of smart contract requests. The paper 

showcases the performance advantages of CollaChain over existing blockchain solutions. 

Federated Learning: Challenges, Methods, and Future Directions (Singh et al., 2022): 

This chapter provides an overview of federated learning, covering its types, architecture, 

challenges, and opportunities. It discusses the need for standardized methodologies in 

distributed environments and explores future directions in federated learning research. 

An in-depth investigation of the performance characteristics of Hyperledger Fabric 

(Guggenberger et al., 2022): 

This paper presents an in-depth performance analysis of Hyperledger Fabric, a private 

permissioned blockchain platform. It analyzes various performance characteristics using an 

enhanced version of the Distributed Ledger Performance Scan (DLPS) framework, providing 

insights into its configuration and implementation. 

Blockchain for Future Wireless Networks: A Decade Survey (Rathod et al., 2022): 

This survey focuses on blockchain applications in future wireless networks, discussing 

security challenges and proposing blockchain-enabled security solutions. It presents a 

blockchain-based wireless network architecture and evaluates its scalability and performance 

metrics. 
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Federated Learning for the Internet-of-Medical-Things: A Survey (Prasad et al., 2022): 

This survey focuses on federated learning (FL) in the context of the Internet-of-Medical-

Things (IoMT). It discusses challenges in FL with distributed datasets and scalability concerns. 

The survey presents a case study of a trusted cross-cluster-based FL and highlights the potential 

of FL in IoMT for distributed healthcare organizations. 

2.5 Observations derived from Literature Review 

After conducting a thorough review of the normative literature presented in Sections 2.2 - 

2.5, several key observations have emerged. These observations are depicted in Figure 2.3, 

providing a visual representation of the key findings. The review of the normative literature has 

yielded valuable insights and has contributed to a deeper understanding of the subject matter. 

By analyzing and synthesizing the information gathered from these literature sources, a 

comprehensive overview of the research landscape has been established. The observations 

outlined in Figure 2.3 serve as a foundation for further analysis and discussion, guiding the 

subsequent phases of the research process. 

• Observation A - No current CA meets all requirements in decentralization, security, 

and scalability: Existing CAs focus on the blockchain trilemma, and it appears that there 

is no single CA that fits all blockchain requirements in terms of decentralization, security, 

and scalability.  

• Observation B - Despite the growing interest in mainstream adoption of blockchain 

technology, there are significant gaps in meeting the actual needs: Stability, 

operational efficiency, and security still lag considerably, while scalability remains a 

prominent challenge. In Table 2.4, a summary of the properties of the most used CAs is 

depicted.  

• Observation C - The assessment of blockchain protocol performance faces obstacles 

due to the lack of sufficient tools, frameworks, and documentation:   This finding is 

reinforced by the extensive number of articles extracted during the review process. 

Furthermore, Section 2.3.2 validates this observation by highlighting research that 
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identifies the necessity for developing and implementing new CAs to enhance the 

shortcomings of existing ones. The lack of comprehensive tools, frameworks, and 

documentation becomes apparent, emphasizing the need for further advancements in this 

area. 

• Observation D - The fragmented landscape and accessibility challenges of the 

blockchain ecosystem make it difficult for both newcomers and those with some 

experience in the field to search, find, configure, and bootstrap a functional private 

blockchain protocol: The current ecosystem is fragmented with many different 

parameterizations of various blockchains while the information and how-to guides are 

much spread in many web pages making it impossible for a beginner to search, find, 

configure, and bootstrap a real private blockchain protocol. 

• Observation E - There is a discrepancy between the assumptions made in 

blockchain simulation frameworks and the real-world performance of the 

Blockchain Under Test (BUT), leading to simulated outputs that diverge significantly 

from real-world scenarios. 

• Observation F – There is an absence of user-friendly interfaces in blockchain 

performance measurement tools: To the best of the researcher knowledge the available 

tools for measuring the performance of blockchain protocols, lack of a Graphical User 

Interface (GUI) enabling a seamless interaction between the user and the tool. 
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Figure 2.3: Observations Stemming from the Literature Review 
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Table 2.4: Summary of consensus properties 

Faults Tolerated  

by a CA 

Special 

Node-

Crash 

T < n/2 

Nodes 

Crash 

Special Node 

Subverted 

F < n/3 

Subverted 

Nodes  

Hyperledger 

Fabric/Kafka 

. √ . - 

Hyperledger 

Fabric/PBFT 

. √ . √ 

Tendermint . √ . √ 

Symbiont/BFT-SMaRt . √ . √ 

R3 Corda/Raft . √ .  

R3 Corda/BFT-SMaRt . √ . √ 

IROHA/Sumeragi 

(BChain) 

. √ . √ 

Kadena/ScalableBFT ? ? ? ? 

Chain/Federated 

Consensus 

- (√) - - 

Quorum/QuorumChain - (√) - - 

Quorum/Raft . √ . - 

MultiChain + . √ . - 

Sawtooth Lake/PoET + √ + - 

Ripple x (√) x - 

Stellar/SCP ? ? ? ? 

IOTA Tangle ? ? ? ? 
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The following provides an explanation of the Table 2.4 symbols and notes: "√" denotes that the 

protocol is robust to the flaw, whereas "x" indicates that it is not; '.' indicates that there is no 

such special node in the protocol; '?' indicates that there is insufficient information to evaluate 

that properties; '(√)' indicates the crash of other nodes other than the special node; '+' PoET 

assumes trusted hardware is only available from one vendor; and 'x' indicates that a decision is 

not final in MultiChain. One of the five special nodes that are operated by default by Ripple can 

be compromised.  

It can be observed that several CAs, such as Hyperledger Fabric/PBFT, Tendermint, 

Symbiont/BFT-SMaRt, R3 Corda/BFT-SMaRt, and IROHA/Sumeragi (BChain), demonstrate 

robustness against a significant number of fault types. These CAs can tolerate both the crash of 

less than n/2 nodes and the subversion of less than n/3 nodes, indicating a high level of resilience 

in the face of various adversarial situations. On the other hand, some CAs, like Chain/Federated 

Consensus and Quorum/QuorumChain, exhibit limited fault tolerance.  

These CAs are only robust against the crash of other nodes apart from the special node, which 

may not be sufficient in some application scenarios. Furthermore, the table reveals that certain 

CAs, such as Kadena/ScalableBFT, Stellar/SCP, and IOTA Tangle, currently lack sufficient 

information to assess their fault tolerance properties. This highlights the need for further 

research and investigation into these algorithms to better understand their capabilities and 

limitations. Lastly, some CAs, like Sawtooth Lake/PoET and Ripple, have unique 

characteristics that set them apart from the others. For instance, PoET assumes trusted hardware 

is only available from one vendor. 

2.5.1 Similarities and Differences  

Section 2.6 provides a critical review of the normative literature and underscores the major 

findings, as illustrated in the observations outlined in Figure 2.3. This section conducts an 

exhaustive comparison of the research papers assessed in this chapter, with the goal of 

pinpointing both the commonalities and disparities among them. To facilitate this comparison, 

Table 2.5 is presented, showcasing the findings obtained from the analysis. The critical 

assessment of the normative literature in Section 2.6 offers valuable insights into the research 
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landscape, shedding light on the overlapping themes, unique perspectives, and varying 

approaches explored within the selected studies. By conducting this thorough evaluation and 

providing a visual representation in Figure 2.3, this section serves as a pivotal foundation for 

the subsequent discussions and analysis within the research study.
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Table 2.5: Similarities Identified in Studied Research Works 

Similarities Research Works 

(Ferdou

s, 

Chowdh

ury and 

Hoque, 

2021) 

(Akhta

r, 

2019) 

(Bodkh

e et al., 

2020) 

(Shar

ma 

and 

Jain, 

2019) 

(Gupt

a et 

al., 

2019) 

(Oh et 

al., 

2020) 

(Altara

wneh 

and 

Skjellu

m, 

2020) 

(Boura

ga, 

2021) 

(Alsuna

idi and 

Alhaida

ri, 

2019) 

(Pahlajan

i, 

Kshirsag

ar and 

Pachghar

e, 2019) 

(Fan et 

al., 

2020) 

(Wan

g, 

2019) 

(Bamak

an, 

Motaval

i and 

Babaei 

Bondarti

, 2020) 

(Y. Hao 

et al., 

2018b) 

There is a 

need for 

designing an 

efficient 

consensus 

algorithm 

and 

evaluating 

existing ones 

√  √ √  √ √   √   √ √ 

There is a 

need for 

performance 

evaluation 

frameworks 

for 

blockchain 

and CAs 

√ √ √ √ √ √ √ √ √ √ √ √ √ √ 

Consensus 

Algorithms 

are 

√ √  √   √    √  √ √ 
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considered 

the core 

mechanism 

of the 

blockchain 

protocols 

Blockchain 

technology 

has the 

potential to 

disrupt 

several 

application 

domains, 

other than 

currencies, 

touching all 

spheres of 

our lives. 

√ √ √  √  √  √  √    
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Regarding the identified similarities, it appears that all the references reported in Table 2.5 

highlight the need for performance evaluation frameworks for blockchain protocols and CAs. 

Likewise, the need for designing an efficient CA and evaluating existing ones, is another 

similarity identified in the literature.  

Furthermore, many of these studies emphasize that CAs are considered the core mechanism 

of blockchain protocols. Lastly, a similarity revealed by various research works (Akhtar, 2019; 

Alsunaidi and Alhaidari, 2019; Gupta et al., 2019; Altarawneh and Skjellum, 2020; Bodkhe et 

al., 2020; Fan et al., 2020; Ferdous, Chowdhury and Hoque, 2021) underscores the fact that 

blockchain technology has the potential to disrupt numerous application domains beyond 

currencies, impacting various aspects of our lives. 

Moreover, through the systematic literature review, notable distinctions have been identified 

and are presented in Table 2.6. The initial finding, drawn from (Ferdous, Chowdhury and 

Hoque, 2021), focuses primarily on the examination of performance aspects related to public 

blockchain protocols. This particular study stands out for its emphasis on evaluating the 

performance of public blockchain protocols, offering unique insights and contributing to the 

understanding of this specific area within the broader research landscape. The critical SLR 

conducted by the researcher uncovers such differences, highlights them in Table 6, enhances 

the comprehensiveness and richness of the research findings, and facilitates a deeper 

understanding of the various perspectives and research directions within the field. They also 

state that different variants exist for a wide range of CAs used in public blockchain systems that 

primarily support crypto-currencies. However, many existing crypto-currencies use such 

versions and internal methods, but they haven't been considered in the literature so far. On the 

contrary, since existing private blockchain platform lacks theory and data support for the 

performance analysis of the CA, (Y. Hao et al., 2018b), proposed a method to evaluate the 

performance of CA in private blockchain protocols, specifically Ethereum and Hyperledger 

Fabric.  

Another research work that comes from (Fan et al., 2020) , states that blockchain has been 

hailed as a game-changing technology with applications in a variety of fields while it is also 

essential to assess their performance in different use cases and scenarios. Towards that goal, 
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they conducted a thorough survey on blockchain performance evaluation, dividing all examined 

solutions into two categories: empirical analysis and analytical modeling. Moreover, the authors 

in (Bouraga, 2021), proposed a comprehensive classification framework, integrating knowledge 

from multiple works in the literature, as well as introducing classification dimensions that have 

not been proposed before. To that end, they reviewed 28 new consensus protocols and proposed 

a four-category classification framework: Origin, Design, Performance and Security. 

 

Table 2.6: Differences Identified in Studied Research Works 

Differences 

Research 

Work 

Difference 

(Ferdous, 

Chowdhury 

and Hoque, 

2021) 

Studies the performance of public blockchain protocols. 

(Bouraga, 

2021) 

Classifying 28 CAs in a four-category framework. 

(Fan et al., 

2020) 

Classifying most used CAs in a two-category framework. 

(Y. Hao et al., 

2018b) 

Studies the performance of private blockchain protocols. 
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2.6 Open Issues for Further Research 

Through the systematic literature review (SLR), several research gaps and open issues have 

been identified, including insights derived from the latest sources discussed in Section 2.4. 

These gaps and issues warrant further investigation to advance the understanding of blockchain 

CAs and their potential for real-world applications. In this section, the researcher discusses four 

primary observations derived from the literature review, enhanced by the contributions from the 

newly analyzed sources. 

1. Open Research Issue 1 - A thorough understanding of CAs is essential to unlock their 

full potential and identify areas for improvement. By looking into the complexities of 

CAs, a more robust and flexible blockchain protocol is designed. 

2. Open Research Issue 2 - There is a need to explore adaptive and hybrid CAs, to achieve 

efficient, secure, and scalable blockchain solutions.  Tailoring these algorithms to suit 

specific application requirements empower blockchain technology to thrive across a wide 

range of use cases. 

3. Open Research Issue 3 - Advancing the mass adoption of blockchain technology is 

hindered by critical challenges related to security, stability, and operational efficiency, 

necessitating the exploration of novel CAs, optimization techniques, and architectural 

designs to improve blockchain protocols' performance and security. 

4. Open Research Issue 4 - There is a lack of unified frameworks for CAs. To streamline 

progress, a comprehensive framework that integrates proposed CA enhancements is 

required. It is expected that such a unified approach will facilitate systematic evaluations 

and empower researchers, developers, and decision-makers to identify the most 

promising solutions for specific applications. 

The multivocal SLR conducted in this chapter has revealed four open issues for further 

research related to blockchain CAs. These issues call for further investigation to advance the 

field and enable the development of more secure, efficient, and scalable blockchain protocol. 

By addressing these open issues, blockchain technology can be better equipped to disrupt 

various application domains and make a significant impact on our everyday lives. This, in turn, 
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contributes to the ongoing evolution of the blockchain ecosystem and its potential for 

transformative change across various industries. 

2.7 Conclusions 

Chapter 2 provides a comprehensive and critical examination of the literature regarding the 

performance of blockchain CAs and their impact on the overall behavior of a blockchain 

protocol. The chapter commences with a discussion on the systematic literature review 

methodology and lays out the strategy for its execution. It also describes and rationalizes the 

inclusion and exclusion criteria for the systematic literature review, thereby guaranteeing the 

rigor and relevance of the research. 

Figure 2.1 illustrates the systematic literature review plan, adapted from the theory explained 

by (Brereton et al., 2007), which serves as a guiding framework throughout this thesis. 

Additionally, Section 2.4.1.1 lists the research question that serves as the basis for the systematic 

literature review. This research question informs the development of search strings, enabling 

the extraction of pertinent data from various sources. Furthermore, Table 2.3 provides a list of 

selected cases that form the primary focus of this research, representing significant examples 

and references within the field. 

Furthermore, Section 2.6 embarks on an in-depth examination of the observations and 

unresolved issues stemming from the systematic literature review. These observations, which 

are emphasized and graphically represented in Figure 2.3, provide invaluable perspectives into 

the research field. The six observations revealed are as follows: 

1. The pursuit of a CA that can perfectly balance decentralization, security, and scalability 

remains an ongoing challenge due to inherent trade-offs. 

2. The gap between what is needed for mainstream blockchain adoption (notably stability, 

operational efficiency, and security) and current blockchain capabilities is significant. 

3. Existing tools and documentation often fall short in accurately assessing blockchain 

protocols and guiding the development of more advanced CAs. 
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4. A fragmented blockchain ecosystem, featuring a wide range of blockchains and dispersed 

resources, poses substantial challenges to beginners. 

5. There is a noticeable discrepancy between the assumptions made in blockchain 

simulations and the actual performance of blockchains in real-world conditions. 

6. The majority of blockchain performance measurement tools lack intuitive, user-friendly 

interfaces, suggesting an area for potential improvement. 

These observations collectively indicate open research issues that warrant further 

investigation. They highlight the need for additional research to address the identified gaps and 

open research issues, contribute to the development of robust blockchain solutions, and propel 

the field forward. By thoroughly examining these observations, Chapter 2 sets the stage for 

further analysis and exploration in subsequent chapters, enabling a comprehensive and informed 

research endeavor. 
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Chapter 3: Conceptualization of a Blockchain Benchmarking 

Framework 

I do not fear computers. I fear the lack of them. 

--------------------------------------------------------- 

 Isaac Asimov (1939–1992) 

 

Summary 

 

This chapter seeks to further investigate  the observations outlined in Chapter 2, which explore 

blockchain CAs and their impact. These observations highlight the following challenges: a) the 

need for a CA balancing decentralization, security, and scalability; b) the gap between current 

blockchain offerings and mainstream adoption needs; c) inadequate tools for blockchain 

assessment; d) a fragmented ecosystem; e) disparities in simulation assumptions and real-world 

performance; f) and lack of user-friendly interfaces and performance measurement tools. 

As a result of this exploration, Chapter 3 introduces a conceptual BBF. The proposed 

benchmarking framework aims to simplify the study of blockchain protocol performance, client 

specification assessment and to assist in selecting the most appropriate blockchain protocol for 

specific use cases. The BBF provides a systematic approach and seeks to enhance decision-

making and to contribute to the field of blockchain performance specification. 
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3.1 Introduction 

Chapter 2 presents a systematic literature review on the performance evaluation of 

blockchain protocols. Several methodologies and frameworks discuss, all aim at scrutinizing 

the performance of blockchain protocols and understanding the impact of CAs. However, it 

identifies that existing approaches fall short of the desired quality and integration levels toward 

a comprehensive, end-to-end blockchain benchmarking process. 

In the course of this literature review, the thesis reveals a distinct lack of tools and 

frameworks specifically designed for measuring the performance of blockchain CAs. Moreover, 

a noteworthy process for measuring the performance of such protocols deduces from the 

surveyed literature. This five-step process comprises of:  

• The selection of the blockchain protocol. 

• The selection of the benchmarking scenario.  

• The simulation of the benchmarking scenario. 

• Data generation. 

• The data assessment. 

Based on the observations from Section 2.4, Chapter 3 aims to propose a conceptual BBF 

that is grounded on the identified benchmarking process. The proposed conceptual BBF 

envisions to be used as a tool for the deployment of a blockchain protocol, executing diverse 

malicious scenarios, collecting monitoring data, and deriving results in a unified format. 

The challenges identified from the literature (as discussed in Section 2.5) serve as the 

foundation for the proposed conceptual framework. The extended benchmarking process also 

envisions for both public and private blockchain protocols. Precisely, the researcher maps the 

key findings from Chapter 2 to the measures to be implemented in Chapter 3. The intent is to 

address the concerns identified and further investigate the questions that the literature review 

leaves unanswered. 
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In response to the observations made in Chapter 2, the following primary investigative 

actions are proposed: 

• To address Observation A, the researcher proposes the development of a conceptual 

framework aimed at guiding the evaluation process of a blockchain protocol. This 

endeavor focuses on improving the methodology for assessing blockchain performance, 

addressing the existing gap in the literature. 

• In relation to Observation B, an investigation into the impact of CAs on the performance 

and overall behavior of a blockchain protocol is planned. The goal of this action is to 

explain the role of CAs and their influence on blockchain protocol performance. 

• For Observations C and D, the integration of various blockchain simulators into the 

benchmarking of a blockchain is examined. Concurrently, the researcher works towards 

the definition of an extended and comprehensive blockchain benchmarking process. This 

investigative action contributes to the development of a more holistic and practical 

approach to blockchain benchmarking. 

• Finally, in line with Observations E and F, the researcher identifies the components of a 

BBF and explores how these components can be orchestrated, taking into account the 

technical and non-technical expertise of users. This investigation is aimed at enhancing 

user interaction with the BBF and making it more accessible and effective. 

Through these primary investigative actions, the study aims to further investigate the 

observations made and pave the way to the development of the proposed BBF. 

The remaining sections of this chapter are organized as follows: 

• Research Challenges and Proposals: This section provides a thorough analysis of the 

literature review's findings, based on the observations, similarities, and differences 

addressed in Section 2.4.1, as part of the first action step outlined above, to fill the 

research gap identified by the systematic literature review. Clearly, the findings of 

Chapter 2 highlight a need for performance evaluation frameworks for blockchain and 

CAs that improve the decision-making process and adhere to an established blockchain 

benchmarking process. 
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• Proposed Model: Section 3.3 presents the proposed conceptual model, considering the 

limitations and challenges covered in previous sections. This section also covers the 

identified benchmarking process as well as its extended version to be incorporated in the 

proposed model. 

• Research Hypotheses: Section 3.4 defines a set of hypotheses to evaluate the proposed 

model. These hypotheses help assess the effectiveness and validity of the suggested 

approach systematically and objectively. 

• Blockchain Benchmarking Framework (Architecture): This section presents a 

proposed architecture for the conceptual model presented in Section 3.3. It focuses on 

addressing Observations C, E, and F, derived from the literature, and provides a detailed 

overview of the framework's components and their roles. 

3.2 Research Challenges and Propositions 

This section discusses the research gap identified from the literature review. The research 

gap, highlighted in Observations A to F, primarily stems from the evaluation of existing tools 

and frameworks that assess the performance of blockchain protocols. Typically, these 

frameworks adhere to a standard blockchain benchmarking process comprising of mainly five 

steps:  

• Step 1: Selection of the blockchain protocol. 

• Step 2: Selection of the benchmarking scenario. 

• Step 3: Simulation of the benchmarking scenario.  

• Step 4: Data generation. 

• Step 5: Data assessment.  

However, for each of these steps, specific limitations are identified, which the researcher of this 

thesis seeks to address. 

The identified limitations are enumerated as follows: The present methodologies employed 

for blockchain selection can accommodate less than six blockchain protocols, demonstrating a 

restricted scope (Tuan et al., 2017). With respect to the benchmarking scenarios, existing 
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approaches can only support up to three, which implies a potential constraint in the 

comprehensiveness of the evaluation process. As for the execution of the benchmarking, 

reliance is solely placed on simulators, indicating a limited diversity in technique and potentially 

reducing the applicability of results in real-world scenarios (Saingre, Ledoux and Menaud, 

2020). The data generated by current methods has been observed to deviate significantly from 

realistic scenarios, suggesting an accuracy concern in the interpretation of results (Benoit, 

Harold; Gramoli, Vincent; Guerraoui, Rachid; Natoli, 2021). Finally, the data visualization step 

is largely overlooked with no identifiable research works, demonstrating a clear void in this vital 

aspect of data presentation and analysis (Choi and Hong, 2021; Sedlmeir, 2021). 

With a focus on the identified research gap (Observations A to F), as well as on the limitations 

of the benchmarking process, the researcher proposes an enhanced blockchain benchmarking 

process upon which the conceptual BBF is based. This innovative approach consolidates and 

integrates the five main steps identified from the literature into a more comprehensive and 

coherent process, aiming to overcome the identified limitations. The enhanced benchmarking 

process, along with the identified limitations is depicted in Figure 3.1. 
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Figure 3.1:Blockhain Benchmarking Process and Current Limitations 

3.2.1 A “one-fits-all” benchmarking framework for different blockchains 

Blockchain technology continues to disrupt existing solutions while also new 

parameterizations of existing blockchains are often introduced.  Moreover, each one of the 

blockchain protocols usually targets to improve or overcome an existing limitation or a specific 

use case and the team behind it introduces features that are about to differentiate their solution 

from the others. However, these new features often affect the overall behavior of the network 

while when designing a blockchain protocol you need to sacrifice one characteristic to gain 

another.  
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When it comes to the adoption of blockchain by organizations and/or individuals, a clear 

view of what each solution may have to offer, and under which settings or scenarios the choice 

of the corresponding blockchain is not suitable anymore is needed. Moreover, for blockchain 

protocol developers, another challenge is ensuring that the actual performance aligns with the 

technical specifications proposed in the theoretical framework. This alignment is essential to 

maintain the credibility and reliability of the blockchain solution. Thus, as described in Section 

2.5.2, several solutions for BBFs have been introduced in the literature while some of them have 

been evolved based on some limitations of the rest. Moreover, almost all the available works 

even though they are adaptable in terms of integrating a new blockchain protocol, the 

benchmarks the user can perform are based on simulation scenarios and thus the data that the 

user is able to gather are far from the real-world cases. Table 3.1 groups the identified research 

works that focus on the performance evaluation of blockchain protocols, along with their 

supported characteristics. As illustrated in Table 3.1 no study has been able to support more 

than five blockchain protocols. Additionally, the range of metrics that can be monitored is 

restricted. None of these approaches offer a GUI, and the majority are designed for simulation 

environments based on numerous assumptions. 

Table 3.1 presents an overview of selected benchmarking frameworks for evaluating the 

performance of public and private blockchain protocols. The frameworks are identified through 

a systematic literature review and are evaluated based on whether they support benchmarking 

of public or private blockchains, whether they include a benchmarking process, whether they 

include a simulator, what monitoring metrics are supported, whether they have a graphical user 

interface, and whether they are based on microservices architecture. The table provides a 

summary of five benchmarking frameworks: BlockBench, Hyperledger Caliper, BCTMark, 

DIABLO, and Distributed Ledger Performance Scan (DLPS). Each framework is evaluated on 

whether it supports benchmarking of public and private blockchains, whether it includes a 

benchmarking process, whether it includes a simulator, what monitoring metrics are supported, 

whether it has a graphical user interface, and whether it is based on microservices architecture. 

The symbols in the table indicate whether the framework supports a certain feature. For 

example, "x" means that the feature is not supported, while "√" means that it is supported. For 
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instance, BlockBench supports benchmarking of public blockchains and monitoring metrics 

such as throughput, latency, scalability, and fault-tolerance, but does not have a simulator or a 

graphical user interface. Hyperledger Caliper, on the other hand, supports benchmarking of 

private blockchains, has a simulator, and supports monitoring metrics such as transaction 

success rate, transaction and read latency, transaction and read throughput, and resource 

consumption, but does not have a graphical user interface.
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Table 3.1: Research works on blockchain protocols performance evaluation. 

Framework 

Name 

Public 

Blockchains 

Private 

Blockchains 
Benchmarking Simulator 

Monitoring 

Metrics 
Blockchains GUI 

Microservices 

Architecture 

BlockBench x √ √ x 

Throughput, 
latency, 

scalability, fault-

tolerance 

Ethereum, Parity, 

Hyperledger 

Fabric 

x x 

Hyperledger 

Caliper 
x √ x √ 

Transaction 

success rate, 

transaction & read 

latency, 

transaction & read 

throughput, 

resource 

consumption 

Hyperledger Besu, 

Hyperledger 

Fabric, Ethereum 

and FISCO BCOS 

networks 

x √ 

BCTMark x √ x √ 

CPU 

consumption, 

energy footprint 

Ethereum Clique, 

Ethash and 

Hyperledger 

Fabric 

x x 
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DIABLO x √ √ √ 
Throughput, 

latency 

Go Ethereum, 

Open Ethereum, 

CollaChain, 

Quorum, 

Hyperledger 

Fabric 

x x 

Distributed 

Ledger 

Performance 

Scan 

(DLPS) 

x √ √ x 
Throughput, 

latency 

Eth. (Geth), Eth. 

(Parity), Fabric, 

Indy, Quorum, 

Sawtooth 

x x 
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Proposition 1 – Comprehensive end-to-end benchmarking for multiple blockchain 

integration:  

The researcher proposes an end-to-end blockchain benchmarking process, which is a 

comprehensive approach covering all aspects of the benchmarking process from protocol 

selection to data assessment. This approach, seeks to address the challenges identified from the 

literature review conducted in Chapter 2, and is further strengthened by the following proposals: 

 

1. Protocol selection 

• Gap: Current benchmarking methodologies often cater to a limited set of blockchain 

protocols, restricting the scope of analysis in a rapidly-evolving blockchain 

ecosystem. 

• Benefit: The proposed process's ability to support an indefinite number of 

blockchains ensures future-proofing against emerging protocols. Dynamic 

integration templates mean faster, more agile adaptation to new technologies. 

• Anticipated Impact: A benchmarking framework that can accommodate any 

blockchain protocol ensures continuous relevance, encourages adoption and more 

holistic research outcomes. 

• Real-world Relevance: As the blockchain ecosystem grows with new technologies 

and protocols, a benchmarking tool that can evolve alongside it becomes 

indispensable for rigorous research and application development. 

2. Benchmarking test selection 

• Gap: Many benchmarking tools come with a fixed set of test scenarios, which might 

not cover all potential vulnerabilities or use cases. 

• Benefit: Comprehensive documentation and user-customizable templates mean 

broader test coverage, capturing potential vulnerabilities or use cases that may 

otherwise be overlooked. 
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• Anticipated Impact: By enabling diverse and custom testing, the benchmarking 

process can help in identifying and rectifying weaknesses before blockchain 

solutions are deployed in real-world situations. 

• Real-world Relevance: With blockchain technologies penetrating sectors like 

finance, governance, and healthcare, ensuring their resilience against a diverse range 

of scenarios is critical to secure real-world implementations. 

3. Simulation of unforeseen behavior 

• Gap: Simulated environments often lack the unpredictability of close to real-world 

blockchain deployments using the real clients, leading to potentially skewed 

benchmarking results. 

• Benefit: Testing in real blockchain environments using actual clients ensures data 

authenticity, capturing discrepancies and unpredictable behaviors simulations might 

miss. 

• Anticipated Impact: Enhanced accuracy in benchmarking translates to more 

reliable and actionable insights for researchers and developers. 

• Real-world Relevance: Ensuring blockchain technologies can handle real-world 

unpredictabilities safeguards against potential failures when implemented in critical 

systems. 

4. Data generation 

• Gap: Data generated in simulated environments might not truly reflect the 

complexities and differences of real-world blockchain operations. 

• Benefit: Utilizing a real blockchain protocol for data generation ensures the 

authenticity and relevance of the captured data. 

• Anticipated Impact: More realistic data means more accurate evaluations, leading 

to blockchain solutions that are better optimized for real-world challenges. 

• Real-world Relevance: As blockchains find applications in data-sensitive areas, 

having reliable data generation methodologies is crucial to validate and fine-tune 

their operational efficacy. 
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5. Data assessment 

• Gap: Current data assessment tools might not be user-friendly, complicating the 

interpretation of benchmarking results. 

• Benefit: A graphical user interface simplifies data assessment, making results more 

accessible and understandable, even for those with limited technical expertise. 

• Anticipated Impact: Simplified and clear interpretation of results ensures that 

blockchain solutions are evaluated and refined more effectively, promoting better 

development outcomes. 

• Real-world Relevance: As blockchain stakeholders expand beyond technical 

experts to include business leaders, policymakers, and the general public, making 

benchmarking data easily interpretable is key to informed decision-making and 

broader understanding. 

The proposed benchmarking process may enable the easy deployment of a blockchain 

protocol, execute different malicious scenarios, gather monitoring data, and derive outcomes in 

a unified format. Furthermore, the proposed architecture – as discussed in Section 3.5 - for the 

BBF aims to serve as a staged environment for supporting blockchain researchers and 

developers to test and validate the performance of a blockchain protocol as well as to validate 

all the design decisions made by the protocol under different settings and synthetic scenarios. It 

also aims to provide the user with dynamicity, real-world data, and enable self-adaptation. 

Dynamicity means that the benchmarking framework should be able to integrate a new 

blockchain protocol with minimal effort. Real-world data means that the user should be able to 

deploy a real private blockchain protocol on a local deployment, avoiding the need for 

simulations and capturing real data. Lastly, the proposed architecture should enable the 

blockchains under test to self-adapt under certain conditions, based on various on-chain 

collected metrics.  

 

3.2.2 Reproducibility, ease of use, and the need for technical expertise 

Blockchain protocols are complex systems thus researchers and/or developers usually do not 

feel comfortable in setting up a private network (Shi et al., 2021). Moreover, the current 
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ecosystem is fragmented with many different parameterizations of various blockchains while 

the documentation and how-to guides are scarced, even incomplete making it impossible for a 

beginner to search, find, configure, and bootstrap a real private blockchain protocol within a 

logical timeframe. Additionally, the existing body of literature offers limited insights regarding 

the performance of corporate blockchain systems. These insights, which the researcher has 

discovered, demonstrate significant diversity. The rapid evolution and inherent heterogeneity of 

blockchain implementations further complicate the situation, making it challenging to develop 

a universally applicable benchmarking tool that can account for these differences. This has 

resulted in a lack of transparency and repeatability in current benchmarking efforts, as critical 

parameters such as throughput and latency are not explicitly defined, and the algorithms 

employed to measure them often remain unspecified. Furthermore, even if a private blockchain 

protocol is successfully deployed, defining benchmark tests is also a difficult task. Blockchain 

protocols require testing and monitoring of numerous technical and non-technical parameters, 

including low-level metrics such as throughput and latency, and high-level metrics such as the 

number of active nodes and closed ledgers. Consequently, it is essential that benchmarking tests 

are described and configured in a user-friendly manner to reduce the requirement for technical 

expertise while simultaneously increasing the reproducibility of the framework. 

Proposition 2 - Developing an open-source, transparent, and flexible benchmarking 

framework for enterprise distributed ledger technology (DLT) solutions:  

The current research endeavors to address a research gap by proposing a transparent, open-

source, and highly flexible benchmarking framework to acquire reliable performance data from 

various enterprise Distributed Ledger Technology (DLT) solutions. The proposed framework is 

expected to be implemented iteratively within an enterprise project to enable the reliable 

comparison of performance among different blockchain technologies for specific use cases. The 

proposed BBF aims to overcome the limitations of existing approaches by facilitating the 

measurement of well-defined quantitative key performance indicators of different DLTs using 

a universal, comprehensive, and transparent benchmarking algorithm. To reduce the 

complexities and technical expertise required to use the proposed benchmarking framework, the 

researcher plans to implement automation tools and integrate different modules and low-level 
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scripts within a graphical user interface. Such integration not only streamlines the user 

experience but also ensures that both experts and novices can derive value from the framework. 

The primary objective is to enhance the accessibility and user-friendliness of blockchain 

benchmarking to accommodate a broader spectrum of stakeholders. A detailed explanation of 

the GUI is provided in Section 3.5.1.3. 

3.2.3 Lack of visualization environments  

There have been numerous recent proposals for blockchain protocols and CAs that seek to 

address the blockchain trilemma. Individuals and businesses seeking to incorporate blockchain 

technology into their products are interested in determining which CA is best suited for their 

needs. However, setting up and managing a private deployment of blockchain protocols can be 

complex and time-consuming, especially for non-technical users, who may lack visibility into 

the complicated environment and struggle to identify the best blockchain solution. An intuitive 

user interface, catering to both technically adept and novice users, is imperative for broad 

utilization. The incorporation of graphical user interfaces, advantageous for enhancing user 

engagement, could facilitate the deployment and configuration of blockchain protocols, while 

concurrently providing a visual representation of the aggregated network data. However, most 

of the benchmarking frameworks in the literature lack a GUI to help users deploy and configure 

blockchain protocols or visualize the collected network data. A GUI-based BBF also helps 

researchers and developers fine-tune DLT-specific parameters, configure application-specific 

metrics, and visualize network connectivity and adaptation during runtime. To the best of the 

researcher's knowledge, none of the analyzed literature provides a user-friendly application to 

interact with underlying benchmarking tools. Thus, a user-friendly information system that can 

be used by both technical and non-technical personnel is proposed. 

Proposition 3 – A user-friendly, GUI for multi-faceted interaction with the blockchain 

benchmarking framework: 

To address the aforementioned issues, the researcher proposes to develop a User-friendly 

Interface (UI) is proposed to be integrated as part of the proposed BBF, enabling users to interact 

with the framework seamlessly and without technical expertise. The GUI should be designed to 
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cater to the needs of three categories of users: a) demand-side users, including developers, 

technical teams, and managers, who require tools for assessing the performance of different 

blockchain protocols focusing on aspects such as security and scalability, b) supply-side users, 

including organizations and companies that provide data and/or services and wish to adopt 

blockchain technology, who require a comprehensive understanding and characterization of the 

technical principles and characteristics of different blockchain protocols in order to determine 

which protocol best meets their needs and demands, and c) academic users, including 

researchers, students, and educators, who require a homogeneous environment for testing, 

running experiments, and validating research findings. The proposed UI should provide a 

visualization of all experiments and enable easy reproducibility. Moreover, the UI could be 

utilized as a teaching tool in classroom environments.  

The UI should be designed to be user-friendly, with clear instructions and visualizations that 

enable the user to easily configure and initiate benchmarking tests. The GUI includes several 

input fields and options that allow the user to specify the blockchain protocol, the benchmark 

test, the data generation parameters, and the performance metrics of interest. Once the user 

submits the request, the GUI sends the necessary API calls to the benchmarking framework, 

which executes the tests and generates the desired outcomes. The results are then visualized in 

the GUI, allowing the user to easily interpret and analyze them. Overall, the proposed UI aims 

to provide a seamless and efficient interaction with the benchmarking framework, abstracting 

any underlying complexities and enabling a wider range of users to utilize and benefit from it. 

3.2.4 Lack of a monitoring framework for analyzing the performance of 

blockchain protocols  

A typical blockchain protocol consists of a collection of peer-to-peer interconnected nodes. 

These nodes are often hosted on cloud or on-premises infrastructure, with the blockchain 

runtime installed natively on a Virtual Machine (VM) or via containerization technologies like 

Docker. Transactions sent to the network are broadcast to all peers, while new blocks are 

propagated ensuring that everyone has the latest ledger version. Usually, monitoring just one of 

the peers is enough to provide insights about the blocks, its transaction-related events, and 

associated information. This is due to the distributed nature of blockchains ensuring data 
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consistency across nodes, making individual node monitoring representative of the network's 

health. 

Within the blockchain domain, the prevalent instrument for observing transactional activities is 

typically a blockchain explorer, developed cohesively with its associated blockchain protocol. 

This explorer is designed to monitor specific events, presenting a visual portrayal of transactions 

from their initiation to subsequent queuing, processing, and their eventual integration into a new 

block. However, this conventional monitoring approach provides a limited perspective. It does 

not grant insights into essential parameters like a node's resource utilization, the status of 

adjacent nodes, or potential latencies within the network. An in-depth academic examination 

identifies a significant research gap. From an exhaustive literature analysis, various studies 

addressed in this thesis illuminate the lack of a comprehensive monitoring framework designed 

to measure blockchain performance. Additionally, the way metric data is amassed tends to be 

so formulaic that it constrains in-depth analysis. This constraint hinders the extraction of 

detailed performance interpretations of the blockchain and its affiliated CA. Furthermore, the 

off-chain elements, constituting the decentralized application (dApp) layer, represent another 

pivotal segment warranting monitoring to achieve comprehensive oversight of a blockchain-

driven solution. As such, an adaptive monitoring solution is proposed, envisioned as an 

additional layer within the blockchain architecture, mandated to process, archive, and visually 

represent data generated by node participants, deployed dApps, and on-chain data, inclusive of 

transactions, blocks, and smart contract details. 

Proposition 4 – Monitoring System for data assessment and visualization: 

To enhance the benchmarking process, the researcher proposes a generic monitoring 

framework, which is an integral part of the BBF. This framework would consist of cutting-edge 

technologies responsible for processing, storing, and visualizing the data produced within the 

blockchain under test, as well as the data produced by the deployed dApps off the blockchain. 

During the deployment of the benchmarking framework, an additional set of services would be 

spawned to form the monitoring framework. The goal of the monitoring framework would be 

to collect and visualize different data from the transactions performed in the network, as well as 

data regarding the health of the nodes participating in the network. The proposed monitoring 
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framework would be considered as a black box to the blockchain protocol, as it is not aware of 

the specific details of the protocol. This approach provides flexibility to the user, allowing them 

to build a custom metric exporter that can gather data based on their specific needs and demands. 

Moreover, this level of abstraction can enhance security, as the framework doesn't expose 

protocol details, thereby reducing potential points of exploitation. Furthermore, with the ability 

to design tailored metric exporters, users can more effectively pinpoint and address specific 

performance bottlenecks or security concerns in real-time. Lastly, this decoupled design ensures 

easier upgrades and adaptability, future-proofing the monitoring framework against rapid 

technological changes in the blockchain landscape.  

The black box approach was chosen to ensure the monitoring framework can be used with 

different blockchain protocols without needing any specific customization. By abstracting the 

blockchain protocol's specific details, the framework can be easily integrated with various 

blockchain protocols, without requiring additional development work. This also allows users to 

focus on their specific needs without worrying about how the framework interacts with the 

underlying blockchain protocol. 

3.3 Proposed Model 

This section focuses on the enhancement of the blockchain benchmarking process 

considering the limitations and challenges covered and discussed in Section 3.2. As discussed 

in Section 3.2, the current approaches identified in the literature have introduced a process for 

benchmarking blockchain protocols and their CA which consists of mainly 5 steps. Firstly, the 

selection of the blockchain protocol should take place (which usually happens from a predefined 

list of the supported protocols). Then, the benchmarking scenario should be defined and 

executed in the blockchain under test while monitoring data are produced by the 

nodes/validators of the network as well as of the deployed on-chain and off-chain applications. 

Finally, data assessment and analysis are taken place extracting possible outcomes in regards of 

the performance of the blockchain protocol and how it reacts under different settings and 

malicious behaviors. The benchmarking process along with the characteristics of the current 

approaches identified in the literature is depicted in Figure 3.1.  
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Based on the research challenges discussed in Section 3.2, the researcher proposes several 

enhancements towards an extended version of the blockchain benchmarking process, which are 

presented and discussed in subsequent sections. 

• Number of supported blockchain protocols: The researcher seeks to expand upon 

existing methods, which, as discussed in Section 3.2, currently support a maximum of 

six blockchains. In the proposed BBF, the number of supported blockchain protocols will 

surpass this count. Additionally, a new methodology is introduced, designed to simplify 

the integration of new blockchain protocols for framework users. 

• Benchmarking Metrics: In most of the identified works, the metrics that are monitored 

within the framework are limited to three. Mainly these are: a) throughput of the network, 

b) the latency in the communication channels and c) the overall scalability of the 

blockchain under test. In the proposed benchmarking process, an extended list of metrics 

would be able to be monitored (support of metrics from the current approaches as well 

as application-specific metrics exported by the blockchain protocol itself). Supporting a 

broader range of metrics provides a more comprehensive understanding of a blockchain's 

performance. It allows users to tailor benchmarks to their specific needs and applications, 

ensuring that the evaluations are more aligned with real-world scenarios. Moreover, a 

metric’s exporter template would be suggested for guiding the users to develop their own 

metric’s exporter, integrating it into the final BBF. 

• Simulations vs Real Benchmarking Scenarios & Data Generation: In most of the 

identified studies, the researchers introduced blockchain simulation frameworks in which 

they use several assumptions for the assessment of the performance of the blockchain 

under test. The latter results in simulated outputs - data that are often too far from real-

world cases. In the proposed benchmarking process, real implementations of 

benchmarking tests are foreseen executed on the actual blockchain clients as they are 

introduced by their founders. Thus, the produced data would be close to reality, enabling 

the users to extract outcomes and validate them on real implementations of blockchain 

protocols. 
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• Data Assessment: To the best of the researcher’s knowledge, existing literature seems 

to lack research that introduces a framework for visualizing benchmarking data 

assessments. The primary aim of this research is to develop and implement a monitoring 

system to aid in the analysis of the blockchain under test. This would entail introducing 

a series of services that would be regarded as crucial components towards the realization 

of a dynamic monitoring system that facilitates the easy storage, access, and visualization 

of the monitoring data generated by the blockchain under test. 

Figure 3.2 illustrates the current approaches to the blockchain benchmarking process as well 

as the proposed enhancements. The current approaches include five main steps, which are the 

identification/selection of the blockchain protocol, the selection of the benchmark test, 

simulation/execution of the unforeseen behavior, data generation, and data assessment for 

deriving outcomes and results. However, the literature review identified several limitations and 

challenges associated with these approaches, such as the lack of real-world data and the need 

for a more comprehensive and user-friendly framework. To address these limitations, a set of 

enhancements are proposed, which are depicted in the figure. These enhancements include the 

integration of real-world data into the benchmarking process, the development of a user-friendly 

UI for interacting with the benchmarking framework, and the implementation of a monitoring 

system to assist in understanding and analyzing the blockchain under test. These enhancements 

aim to improve the benchmarking process for blockchain protocols and provide a more 

comprehensive and user-friendly framework for testing and evaluating their performance.
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Figure 3.2: Proposed Enhanced Blockchain benchmarking process
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3.4 Proposed Conceptual Blockchain Benchmarking Framework 

The researcher proposes a three-layer architecture that serves as the foundation for the 

proposed BBF. 

 

Figure 3.3: Blockchain Benchmarking Framework – Proposed Architecture 

 

The following elements, paired with the model shown in Figure 3.3, are suggested by the 

researcher for inclusion in the architecture. 

1. Visual Analytics Layer: 

1.1. Graphical User Interface – A user friendly web interface, eliminating the gap between 

the non-technical users and the BBF. 

2. Execution Layer: 

2.1. Benchmarking Engine (BE) – Automation tools and mechanisms for the deployment of 

a blockchain protocol consisted of n number of nodes/validators. 
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2.2. Monitoring System (MS) – Monitoring tools for storing the produced benchmarking 

data, processing of the benchmarking data, and visualization of the produced 

benchmarking data. 

3. Infrastructure Layer: 

3.1. This is the layer where the blockchain under test would be deployed and stress tested. 

Automation tools need to be developed minimizing the time for configuring and 

deploying a blockchain protocol.  

3.4.1 Proposed BBF Components 

As reported in Section 3.2 , blockchain-based protocols are complex systems that comprise 

of many components ranging from the underlying communication network, cryptographic 

libraries, gossip protocols, CAs, virtual machines, and game theoretical aspects (Xiao et al., 

2020b). In most cases, bootstrapping a private blockchain protocol on a local deployment and 

using it for testing is a challenging task. It is even more challenging to compare various private 

blockchain implementations in terms of transactions throughput, latency, fault-tolerance, and 

scalability. Moreover, having an isolated environment where you can introduce changes to the 

source code, test and debug the system without affecting the implementation of the production 

blockchain, is essential. Implementing a blockchain infrastructure considers several design 

choices such as network performance, network anomalies, node’s misbehavior, etc. However, 

the latter introduces several challenges, while a blockchain protocol usually consists of several 

nodes running in different machines around the world (i.e., high level of distribution and 

decentralization). The proposed conceptual architecture of a BBF would be capable of deploying 

a full-meshed blockchain protocol with a given number of nodes/validators. The latter should 

be easy to execute, minimizing the need for technical expertise of its users. 

Each architectural element of the BBF is presented in further detail in this chapter. The three 

layers are covered and further discussed providing the reader with a chance to comprehend how 

each of the components of the BBF work and interact. 
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3.4.1.1 Benchmarking Engine (BE) 

The BBF, as well as the BE, would be designed and implemented utilizing the “microservice 

approach,” (Dragoni et al., 2017) avoid having a single monolithic application, hence addressing 

the scalability challenge pointed out in Observation B. This design increases the system’s 

maintainability and scalability. Each component of the benchmarking engine should be 

separated from the rest of the system and may operate independently, allowing for dynamicity 

and ease of replacement of a non-functional process. The BE should be consisted of three main 

components:  

• Control & Configuration: In a nutshell, the user of the BBF would like to deploy a 

blockchain protocol of n number of nodes/validators. The ‘‘Control & Configuration’’ 

mechanism would be responsible to generate the configuration files needed by the 

network’s participants, adjusting their connectivity (making them peers), include them in 

the validation process (based on the corresponding CA), and finally deploy the network 

in the form of container instances. This component directly addresses Observation D, 

which highlights the challenges newcomers face in configuring and bootstrapping a 

functional private blockchain protocol. 

• Accounts/Wallets Management: The execution of transactions is responsible for 

closing a new ledger/block and attaching it to the chain. While validators/nodes work on 

closing the next ledger, the produced traffic may provide vital information on the 

blockchain under test. Thus, using the “Account/Wallets Manager” the user would be 

able to generate a number of new accounts/wallets and spread the aforementioned tokens 

from the genesis account or from any test account made available in the genesis ledger. 

Given the importance of transactional efficiency in Observation B, this component plays 

a crucial role in achieving effective benchmarking. 

• Traffic Generator: The traffic generator is considered the key component of the BE 

since it is responsible for managing the formulation of transactions, preparing them for 

submission (include signatures etc.) and then validate the transaction if succeeded. Also, 

the traffic generator would be designed to be able to adjust the transaction rate of the 

network. Thus, the user should be able to try different transaction rates while trying to 
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find the network’s limits. This component is pivotal in confronting Observation E, 

regarding the imbalance between simulation assumptions and real-world performance, 

by ensuring a realistic simulation environment for the blockchain under test. 

By incorporating these components into the BE, the architecture is poised to address the 

identified research gaps (Observations A, B, D, and E). The effectiveness of this approach is  

further validated through Hypotheses H1, H2, and H4. 

3.4.1.2 Monitoring System 

The primary objective of designing and implementing the monitoring system is to directly 

address Observation C, which emphasizes the need for robust tools and frameworks to assess 

the blockchain under test. This is of paramount importance as effective monitoring can shed 

light on the real-world performance of the blockchain, bridging the imbalance noted in 

Observation E. Consequently, several services should be included which are considered key 

elements towards the implementation of a dynamic monitoring system enabling easy storage, 

access, and visualization of the produced monitoring data. Among others, the Prometheus 

monitoring toolkit (Prometheus - Monitoring System, 2017) is suggested by the researcher to be 

used within the monitoring system. That includes:  

• Prometheus monitoring server  

• Push Gateway (supporting the scraping of the data),  

• A set of metric’s exporters, such as (Kastner, 2012; Graphite Exporter, 2012; Docker 

Container Stats, 2016) 

• The alert manager (handling the alerts based on the user’s specified rules.  

InfluxDB, (InfluxData Inc., 2021), a high-performance time series engine would also be 

included for the storage of the produced time series data. Finally, Grafana, an analytical and 

visualization tool is proposed to be incorporated within the MS. This tool is pivotal, as it not 

only bridges the gap in Observation F concerning user-friendly interfaces but also ensures that 

data are collated and presented in an organized and structured manner. With Grafana (Grafana, 

2020), users can seamlessly configure more data sources from several blockchain protocols and 

databases achieving a high level of interaction and contrast. Monitoring data can then be 
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appended in charts and pies, or even extracted in a friendly manner providing easy 

understanding of the overall findings. Figure 3.4 illustrates the architecture of the MS, along 

with the interactions between its components. 

By implementing this MS, the architecture is primed to address the challenges identified in 

Observations C and F. The effectiveness of this approach is evaluated through Hypothesis H2. 

 

 

Figure 3.4: Monitoring System – Architecture 
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3.4.1.3 Graphical User Interface  – BBF’s Access Portal 

In light of Observation F, which identified a palpable absence of user-friendly interfaces in 

blockchain performance measurement tools, the introduction of a GUI for BBF serves as a 

distinct advantage over current solutions. The primary objective of the BBF's GUI is to mitigate 

the barrier that exists between non-technical users and complex frameworks. This ensures that 

those lacking specific technical expertise may effectively utilize and engage with the system. 

Moreover, addressing the fragmentation challenges of Observation D, the GUI offers an 

intuitive platform for users to engage seamlessly with the underlying mechanisms of both the 

BE and the MS. In doing so, it aids in demystifying the complexities surrounding blockchain 

protocols and operations, fostering an inclusive environment for both novices and experts. 

The portal for the BBF will be designed and developed using cutting-edge technologies, 

adhering to material design principles. Through the API interfaces presented by each service of 

the BE and the MS, it ensures a smooth communication conduit with the rest of the system. 

Eschewing the need for back-end services, the portal would rely entirely on the API provided 

by the various platform microservices via the BBF. The UI files would be facilitated by a 

dependable web server such as Nginx (Nedelcu, 2010). 

Delineating its features, the Portal would be organized into several modules: 

• Dashboard screen: As the user’s initial touchpoint post-login, it offers a snapshot of 

the platform's current status.  

• Users section: Catering to administrative needs, this section allows for the creation 

and editing of user profiles, dictating access levels across the portal. 

• Testing and Benchmarking: Acting as the heart of the BBF’s operations, users can 

manage blockchain protocols and execute benchmark tests on the selected 

blockchain.  

• Monitoring System: A direct bridge to Observation C, this section fosters interaction 

with the MS. Facilitating users' exploration of monitoring data acquired from 

benchmarking activities, it provides visual depictions such as pie charts and diagrams 

to extract meaningful insights from unprocessed data. 
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The GUI/Access Portal for the BBF is presented here as a conceptual design, reflecting an 

initial vision for a user-friendly interface. It is important to note that the BBF is an evolving 

tool, and this GUI design will undergo iterative refinements informed by subsequent empirical 

testing and user feedback. Moreover, the Portal is set to be developed in parallel with the BBF, 

incorporating novel features as they materialize. With the BBF’s portal, the architecture 

effectively responds to the challenges pinpointed in Observations D and F. The value 

proposition of this interface is validated through Hypotheses H3. 

3.5 Research Hypotheses 

As a result of the analysis presented in this chapter, the researcher proposes an architecture 

for the conceptual model described in Section 3.3. This proposal emerges from the identified 

research gap (Observations A-F), as observed in Chapter 2-Section 2.4. The challenges revealed 

critical aspects in the field of blockchain technology. From the limitations of current CAs to the 

deficiencies in tools and frameworks for blockchain protocol performance assessment, the need 

for better integration in the blockchain ecosystems, and ensuring simulations that mirror real-

world performance, the gamut of challenges is extensive. 

The intent behind formulating these hypotheses is two-fold. Firstly, they aim to validate the 

proposed model's capacity to effectively address the highlighted challenges. Secondly, they 

serve as quantifiable and empirical checkpoints to ascertain the model's real-world applicability 

and efficacy. 

In order to address these challenges and further enhance the conceptual clarity of this thesis, 

the researcher has delineated a collection of hypotheses in the subsequent work. Each 

hypothesis, deeply rooted in the research gap identified from the systematic literature review, is 

tailored to scrutinize a specific aspect of the proposed architecture. They function as the 

fundamental basis for the testing and assessment of the model, demonstrating the ever-changing 

connections between the proposed model's components and the broader objectives of the 

research. 
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• Hypothesis 1 (H1): The development of a new blockchain CA that adequately balances 

decentralization, security, and scalability enhances the operational efficiency and security 

of blockchain applications. (Targets: Observation A and B) 

o Corresponding Architectural Component: H1 evaluates the capabilities and 

design of the Benchmarking Engine (BE), which is responsible for evaluating 

different CAs and their associated efficiencies. 

 

• Hypothesis 2 (H2): The implementation of comprehensive tools, frameworks, and 

documentation significantly improve the assessment and performance of blockchain 

protocols. (Targets: Observation C) 

o Corresponding Architectural Component: H2 scrutinizes both the Benchmarking 

Engine (BE) for its performance assessment functionalities and the Monitoring 

System (MS) for its analytical capabilities. 

 

• Hypothesis 3 (H3): Enhancing the accessibility and usability of blockchain ecosystems, 

including seamless configuration, and bootstrapping of private blockchain protocols, 

encourage the adoption and understanding of blockchain technologies. (Targets: 

Observation D) 

o Corresponding Architectural Component: H3 is primarily linked to the GUI – 

BBF’s Access Portal, which serves as the primary point of interaction for users. 

 

• Hypothesis 4 (H4): Blockchain simulation frameworks that closely mimic real-world 

conditions provide more accurate and reliable performance assessment results than those 

based on theoretical assumptions. (Targets: Observation E) 

o Corresponding Architectural Component: H4 aligns with the Benchmarking 

Engine (BE), particularly in how it simulates and evaluates blockchain operations. 
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Figure 3.5 provides a concise schematic of these linkages, ensuring a comprehensive 

understanding of the research's structure and progression. 

 

Figure 3.5:  Linking Challenges, Architectural Components, and Hypotheses 

3.6 Conclusions 

Chapter 3 presents the proposed conceptual framework for this thesis, which not only aims 

to improve the decision-making process and assist experts and non-experts in choosing a 

suitable blockchain protocol based on their requirements and needs, but also endeavors to 

introduce a BBF. The BBF is envisioned as a pivotal tool for developers and researchers, 

enabling them to validate various implementation aspects of their theoretical constructs. By 

utilizing the BBF, they can rigorously test and assess their innovations, ensuring robustness and 

reliability, before releasing updates to the public main net of the corresponding blockchain 

protocol. In Chapter 3, the research challenges derived from Chapter 2 are analyzed thoroughly 

and discussed. Additionally, detailed proposed suggestions for the open issues are presented. As 

a result, the blockchain benchmarking process is proposed and depicted in Figure 3.2. The 

development of the blockchain benchmarking process provides an overview of the cooperating 
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parts of the proposed benchmarking framework. The proposed BBF architecture is presented in 

detail in Section 3.5 of Chapter 3. The five proposed elements of the blockchain benchmarking 

process are: a) Blockchain Protocol Selection, b) Benchmarking Scenario Selection, c) 

Simulation of the benchmarking scenario, d) Data Generation, and e) Data Assessment. The 

latter is the basis for the design and implementation of the proposed conceptual framework 

(BBF). In the rest of this chapter, the  conceptual architecture of the proposed BBF is discussed. 

Along with the high–level architecture of the BBF, the proposed architectural components of 

the BBF as these are the a) Benchmarking Engine, b) Monitoring System and c) Graphical User 

Interface – BBF’s Access Portal are explained. Moreover, a set of research hypotheses have 

been included in Section 3.4, which are going to serve as the foundation for testing and 

evaluation of the proposed BBF. The next chapter, Chapter 4, presents and justifies the research 

methodology adopted to test the proposed model.  
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Chapter 4: Research Methodology 

The beginning of knowledge is the 

discovery of something we do not understand. 

------------------------------------------------------- 

Frank Herbert (1920 – 1986) 

 

Summary 

 

In this chapter, the research methodology developed to evaluate the conceptual framework 

outlined in Chapter 3 is presented. The chapter begins by exploring several research procedures 

and approaches. It explains the choice of a positivist philosophical perspective and a deductive 

research strategy. Next, it justifies the quantitative research approach and concludes with a 

description of the experimental research protocol's design. This protocol integrates three pivotal 

components: a) design, b) experimental research/data collection involving two different 

blockchain clients, and c) data analysis as collected from the execution of experiments. 
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4.1 Introduction 

This thesis investigates the dynamics of blockchain CAs, with a particular emphasis on their 

scalability, security, and decentralization. Central to this investigation is the aim to propose a 

conceptual model that can assess the performance of these blockchains. Chapter 2 details a SLR, 

with the key findings outlined in Section 2.3. These findings pave the way for the researcher to 

conceptualize a BBF as described in Chapter 3. Moving into this chapter, the justification for 

selecting the specific research methodology to test the conceptual framework is described. 

The research onion model by Saunders et al., (2019) serves as a guide, presenting a 

comprehensive overview of the decision-making layers involved in the research design. As 

depicted in Figure 4.1, it is comprised by six distinct layers: research philosophy, research 

approach, research strategy, choices, time horizon, data collection methods, and data analysis 

methods. Each layer offers a range of options, allowing the researcher to make informed 

decisions best suited to this study.  

 

Figure 4.1: Research Onion Model. Source:(Saunders et al., 2019) 
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In the following sections, the researcher elaborates on the available research philosophies 

and approaches while also discussing the specific methodology adopted for this thesis. Section 

4.2.1 describes the available philosophical perspectives while in Section 4.2.2 the research 

approaches are elaborated upon. In Section 4.2.3, the researcher justifies the selection of 

positivism research philosophy, as this is  aligned with the objectives of this study, and deductive 

research approach. In the rest of this chapter, the methodological approach is also discussed as 

well as the research strategy. Finally, the chapter concludes with a description of the 

experimental research protocol's design which integrates three pivotal elements: a) research 

design, b) experimental research/data collection, and c) data analysis.  

4.2 Selecting a Research Philosophy and Approach 

Prior to determining the most suitable research philosophy and methodology for this thesis, 

it is critical to conduct a comprehensive examination of the existing philosophical perspectives 

and associated research approaches in the field of computer science. This analysis fulfills two 

primary objectives: it enhances comprehension of the dynamic relationship between blockchain 

technology and computer science; and it provides the rationale for the researcher's selected 

philosophical position and approach for this study. 

4.2.1 Philosophical Perspectives 

Philosophical perspectives are fundamental foundations in the world of academic research, 

providing a structured lens through which researchers analyze, comprehend, and interact with 

the phenomenon under examination. These viewpoints not only have an impact on the 

approaches, tactics, and instruments utilized, but also provide direction for the analysis and 

interpretation of the study results. A comprehensive understanding of these paradigms is needed 

to justify the chosen research methodology and ensure its alignment with the research objectives 

of this thesis (Tamminen and Poucher, 2020). 

According to Park, et al., (2020), positivism philosophical perspective holds that knowledge 

is derived from measurable and observable occurrences and promotes empirical and methodical 

research. This implies the presence of an objective reality that is separate from human 
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perception. As a rule, positivist research is preoccupied with testing hypotheses, utilizes 

systematic methodology, and favors quantitative approaches to establish causal relationships 

and generalizable conclusions (Pawlikowski et al., 2018). On the other hand, interpretivism 

(Ryan, 2018) places emphasis on the inherent subjectivity of human knowledge, contending that 

reality is a product of social construction and that its understanding is contingent upon 

experiences and circumstances. Phenomenological research guided by this philosophical 

standpoint aims to comprehend the differences of experiences and meanings of individuals, 

placing less emphasis on generalizations and more on qualitative investigations. 

Realism is a synthesis of interpretivism and positivism, as it acknowledges the existence of 

an objective reality apart from human cognition while also permitting the influence of societal 

conceptions and individual perspectives on our comprehension of this reality (Miller and Tsang, 

2011). Realism generally employs a mixed-methods strategy, which integrates qualitative and 

quantitative data in recognition of the significance of individual judgments and the external 

world. In conclusion, Pragmatism is distinguished by its adaptable research methodology, which 

does not adhere to a specific philosophical ideology or conception of reality (Morgan, 2014). 

Practical considerations and the efficacy of solutions motivate it. Diverse in nature, pragmatic 

research frequently employs mixed techniques to guarantee a comprehension of the study 

inquiry while placing considerable importance on tangible outcomes and practical implications. 

4.2.2 Research Approaches 

Research approaches serve as the foundation upon which the structure of a study is built. 

They provide a systematic pathway guiding the progression from theory to data collection, 

therefore bridging the gap between the philosophical underpinnings of the research and its 

empirical execution. There are primarily two research approaches: deductive and inductive 

(Soiferman, 2010). Each approach offers a unique perspective on the relationship between 

theory and research. 

The deductive approach, alternatively referred to as the "top-down", generates more 

hypotheses from a broad theory. The results of systematically testing these assumptions 

contribute to the creation or refining of theory. Deductive research is distinguished by its 
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methodical framework, which commences with a well-defined hypothesis grounded in 

established theory and endeavors to empirically examine this hypothesis. The inductive 

approach, sometimes known as the "bottom-up" method, commences with observations or data. 

Researchers scrutinize this material in search of patterns, developing provisional hypotheses 

that may evolve into more extensive generalizations or theories. Exploratory and unstructured, 

inductive research disregards prior notions and permits hypotheses to develop from the 

evidence. 

Abduction, a research approach that incorporates both induction and deduction, is an 

alternative to deductive and inductive reasoning. It begins with a collection of observations that 

is insufficient and then proceeds to propose the most probable explanation for the group. 

Iterative in nature, abductive research frequently cycles between theory and data, refines 

hypotheses in response to the emergence of new evidence, and attempts to account for the 

unexpected in a manner that advances the development of a new theory or the modification of 

an existing one. This method is especially advantageous in research situations where neither 

pure deduction nor induction are completely appropriate (Soiferman, 2010). 

4.2.3 Justifying the Selection of Positivism Philosophical Stance and 

Deductive Research Approach 

The purpose of this thesis is to test whether the proposed BBF may be utilized to verify the 

design choices and technical specifications of different blockchain protocols before they are 

made publicly available. To achieve that, an empirical research approach is required; hence, a 

positivist philosophical perspective is selected, as suggested by Pawlikowski et al. (2018). 

Positivism is consistent with the imperative to mitigate subjective biases, a critical consideration 

in a domain that demands reliable and credible conclusions. The dedication of this concept to 

standardized and replicable methodologies guarantee the applicability of the study's findings to 

wider contexts. 

The research methodology employed in this thesis is rigorous and structured, mirroring the 

attributes of positivism, which entails the formulation of hypotheses - as those are discussed in 

Section 3.5 - followed by their empirical testing based on the collected data. By using this 
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methodology, the study outcomes are rendered precise and uniform, hence enhancing their 

credibility and applicability in both academic and practical contexts. As described by Pandey, 

(2019), the deductive research method satisfies the empirical testing criterion of this thesis. This 

methodology proceeds methodically from the hypotheses introduced in Chapter 3 to empirical 

examination in Chapter 5, which aligns with the objectives of the study. 

The power of the deductive approach resides in its ability to empirically examine precisely 

stated hypotheses, assuring that the inquiry maintains fidelity to its fundamental theoretical 

frameworks. The thesis's precise research question is well-suited to the organized format of this 

method, which establishes a direct line of reasoning from the conceptual framework to the 

empirical assessment of the BBF. The selection of positivism and the deductive method is 

founded on their capacity to furnish a transparent structure for examining and validating the 

BBF in relation to the performance of the blockchain protocols. 

4.3 Selecting a Methodological Approach 

The methodological approach describes how data are collected and analyzed. 

4.3.1 Qualitative vs. Quantitative Research Methods 

Qualitative and quantitative research methods are two broad categories of research methods 

that are often used in social science research (Reichardt and Rallis, 1994). Qualitative research 

methods involve the collection and analysis of non-numerical data, using techniques such as 

interviews, observations, and documents, while quantitative research methods involve the 

collection and analysis of numerical data, such as surveys, experiments, and statistical analysis. 

One of the main differences between qualitative and quantitative research methods is the type 

of data that is collected. Qualitative research methods collect data in the form of words, images, 

and observations, and aim to gain an in-depth understanding of a particular phenomenon or 

issue. In contrast, quantitative research methods collect data in the form of numerical values and 

aim to generalize findings to a larger population. Another difference between qualitative and 

quantitative research methods is the way in which data are analyzed. Qualitative research 

methods typically involve the use of thematic analysis, where data are analyzed by identifying 
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recurring themes or patterns. Quantitative research methods, on the other hand, involve 

statistical analysis, where data are analyzed using statistical tests and measures (Bartoletti et al., 

2018). 

The choice between qualitative and quantitative research methods depends on the research 

question, as well as the nature of the data that are collected (Baškarada and Koronios, 2018). 

Qualitative research methods are often used when the research question is exploratory and aims 

to gain a deep understanding of a particular phenomenon or issue. They are also useful when 

the data being collected are complex and difficult to quantify, such as emotions or perceptions. 

Quantitative research methods are often used when the research question is confirmatory and 

aims to test a hypothesis or generalize findings to a larger population. They are also useful when 

the data being collected are numerical and can be analyzed using statistical tests and measures. 

A brief comparison between quantitative and qualitative research methods is illustrated in Table 

4.1.
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Table 4.1: Qualitative VS Quantitative Research Methods 

CRITERIA Qualitative Research Methods Quantitative Research Methods 

Data Non-numerical (e.g., words, images, observations) Numerical (e.g., surveys, experiments) 

Aim 
To gain an in-depth understanding of a particular 

phenomenon or issue 
To generalize findings to a larger population 

Analysis 
Often thematic, identifying recurring themes or patterns in 

the data 
Statistical, using tests and measures 

Appropriateness 
Useful for exploring complex and difficult-to-quantify data, 

such as emotions or perceptions 

Useful for testing hypotheses and 

generalizing findings 

Results Descriptive and interpretive Numerical and statistical 

Samples Often involves small, non-representative samples Often involves large, representative samples 

Focus Focuses on the subjective experiences of individuals or groups 

Employs standardized methods to measure 

behavior or attitudes, aiming for consistency 

and replicability in data collection, even when 

capturing subjective experiences. 
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4.3.2 Justifying the Quantitative Research Method 

In order to test the proposed benchmarking framework, this thesis adopts a quantitative 

research method, underpinned by the positivist research philosophy. Multiple factors are 

considered while determining whether to use a quantitative or a qualitative approach. Firstly, 

the blockchain ecosystem is data-driven, as evidenced by its numerical metrics, such as 

transaction speed, network latency, and CA types. In addition to facilitating the collection of 

numerical data, a quantitative research approach enables the utilization of statistical analysis 

to derive accurate interpretations and valuable insights. 

Moreover, an aspect of the quantitative paradigm is the investigation of causal 

relationships that exist between variables. This aspect of quantitative research is well-suited 

to the goals of the thesis. Additionally, the approach's commitment to positivism encourages 

objective and empirical observations, which are essential for maintaining the neutrality of 

the results. These findings are firmly based on real data. An essential component of this 

investigation is the implementation of the BBF, a framework that provides a standardized 

means of comparing blockchain protocols and their corresponding CA. The consistency and 

replicability of the experiments are enhanced by the BBF, hence strengthening the study's 

validity and reliability. 

Considering the empirical characteristics of blockchain technology, the differences of its 

performance measures, and the objective of establishing a reliable benchmarking framework, 

a quantitative research methodology is deemed the most suitable technique for this study. 

This methodology is not solely rationalized by the data-centric nature of the topic but is also 

required by the need for a standardized assessment of technological performance, which is 

most effectively accomplished using quantitative techniques. 

4.4 Selecting a Research Strategy 

The research strategy delineates a cohesive structure for gathering data in a manner that 

adequately investigates the research questions. The decision-making process encompasses 

several approaches, such as experimental research, case study, survey, or another methodology, 
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which significantly influence the collection and interpretation of evidence in relation to the 

study's objectives. This strategic choice is crucial in guaranteeing the robustness of the research 

design and the validity and reliability of the findings. 

4.4.1 Quantitative Research Strategies 

Based on the positivist paradigm, quantitative research places significant emphasis on the 

quantification and examination of causal connections among variables. Generally, it entails the 

methodical and empirical examination of phenomena that are observable by computational, 

mathematical, or statistical methods. Various diverse tactics may be used under the quantitative 

methodological approach, contingent upon the characteristics of the data and the research 

subject at hand.  

The rest of this section provides an outline and explanation of the main quantitative research 

strategies that are pertinent to investigations within the domain of blockchain technology.  

• Surveys: Surveys are structured instruments designed to gather specific information 

from a large group of individuals. They can be cross-sectional (capturing data at a single 

point in time) or longitudinal (capturing data over an extended period) (Valsiner, 2000). 

• Experiments: Experiments involve a controlled manipulation of one or more 

independent variables to determine their effect on a dependent variable. They often 

employ control groups and randomization to ensure validity (Cerniglia, Fabozzi and 

Kolm, 2016). 

• Quasi-experiments: Quasi-experiments resemble experiments but lack certain controls, 

especially randomization. They are particularly useful when true experimental designs 

are unfeasible (Apuke, 2017). 

• Secondary Data Analysis: This strategy involves analyzing data that has already been 

collected for some other purpose. It can save time and resources but relies on the 

availability and quality of existing data (Kwadwo Antwi and Hamza, 2015). 

• Simulations: Simulations replicate real-world processes in a controlled environment. 

They can be particularly useful when real-world experimentation is costly, risky, or time-

consuming (Brandt and Timmermans, 2021). 
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The subsequent sections will expound upon the justification for selecting a particular 

quantitative approach for this study, placing particular emphasis on its congruence with the 

objectives of the study and the characteristics of the collected data. 

4.4.2 Justifying the Use of Experimental Research Strategy 

When it comes to research strategies, the choice of a specific one must be entirely aligned 

with the study's overall purpose, the attributes of the data to be collected, and the research 

objectives. In order to investigate the performance of blockchain protocols over a range of 

scenarios and conditions, the experimental research approach is deemed the most suitable 

methodology for this thesis. This segment explains the justification that supports the latter. 

• Nature of the Study: Through the simulation of Byzantine attacks on various blockchain 

protocols and monitoring their subsequent performance, this study adopts the 

characteristics of an experimental methodology. It emphasizes on the proactive 

intervention rather than just passive observation to derive insights. 

• Control and Manipulation: Experimental research is distinguished by its capacity to 

apply control over variables (Chan, 2015). While some variables such as transaction 

volume, block size, and network size stay constant throughout this investigation, others, 

like the nature of the attack, vary. This regulated manipulation facilitates a more precise 

comprehension of the way certain modifications affect the overall performance of 

blockchain protocols. 

• Causal Relationships: Experimental research excels in establishing causal relationships. 

By controlling and manipulating certain variables, it becomes feasible to assert with 

confidence that a particular change led to a specific outcome. Given that this research 

aims to understand how various scenarios impact the performance of blockchain CAs, 

establishing such causal links is imperative. 

• Validity and Reliability: By employing controlled conditions and scenarios, 

experimental research enhances the internal validity of the results by ensuring that the 

observed outcomes are indeed the consequence of the manipulations performed. 
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Additionally, by following a systematic approach where variables are manipulated in a 

structured manner, the results become replicable, enhancing the reliability of the findings. 

• Quantitative Data Collection: The experimental strategy aligns well with the study's 

reliance on quantitative data. By simulating attacks and observing outcomes, the research 

generates numerical data, such as transaction speeds or network latencies, which can be 

statistically analyzed to draw meaningful conclusions. 

Considering the research objectives of this thesis, as well as the nature of data collection and 

analysis, the experimental research strategy emerges as the most suitable approach. It not only 

aligns with the methodological needs of the study but also ensures that the insights gleaned are 

both valid and reliable. Adopting this strategy, the research stands poised to offer robust, 

actionable insights into the performance of blockchain CAs across different protocols and 

scenarios. 

4.5 Empirical Research Methodology 

Drawing from Themistocleous (2004) work, the empirical research methodology 

encompasses three primary stages: a) Research Design, b) Data Collection, and c) Data 

Analysis, as these are discussed and examined in this section. These stages are crucial for 

structuring the research process and ensuring the validity of the findings. In the subsequent 

sections, the researcher delves deeper into each of these steps, providing a comprehensive 

understanding of their significance and application. According to  Creswell (2017), the research 

design serves as the blueprint for the study, guiding the selection of appropriate methods and 

techniques to address the research hypotheses. It involves decisions related to the research 

approach, philosophy, and strategy that best align with the study's objectives. 

The data collection stage, as highlighted by Saunders (2018) and Hair et al. (2015) involves 

gathering relevant information to address the research hypotheses. This stage necessitates the 

careful selection of suitable data sources, instruments, and sampling techniques to ensure the 

accuracy and reliability of the collected data. Finally, the data analysis stage, as described by 

(Brandão, 2015) and Ridder et al., (2014), entails the systematic examination of the collected 
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data to identify patterns, relationships, and insights that inform the research findings. Employing 

appropriate analytical methods and tools is essential for extracting meaningful conclusions from 

the data. In conclusion, the three stages of empirical research methodology – Research Design, 

Data Collection, and Data Analysis – are integral to conducting a rigorous and valid study. 

Further exploration of each stage in the following sections provides valuable insights into their 

role in shaping the research process and findings of this thesis. 

4.5.1 Research Design 

During the first stage of the empirical research methodology, the research design plays a 

crucial role. In this phase, the researcher: 

• Identifies the research problem: This involves defining the research problem and 

clarifying the aim and objectives of the study. The research problem serves as the 

foundation for the entire investigation. 

• Develops the theoretical framework: The researcher reviews existing literature to 

understand the current state of knowledge in the field, identifying key theories, concepts, 

and gaps that inform the development of the study's theoretical framework. 

• Adopts a research philosophy: The researcher chooses an appropriate research 

philosophy, such as positivism, interpretivism, or pragmatism, which informs the 

underlying assumptions about the nature of reality and knowledge generation in the 

study. 

• Selects the research approach: The researcher determines whether the study would 

follow a qualitative, quantitative, or mixed-methods approach based on the research aim 

and objectives, as well as the nature of the data required to address them. 

• Chooses a research strategy: The researcher selects a suitable research strategy, such 

as a survey, or experiment, based on the aim, objectives, and the type of data required 

for this study. 

• Designs the data collection and analysis procedures: The researcher plans how data 

are collected and analyzed, including selecting data sources, instruments, and sampling 

techniques, as well as determining appropriate data analysis methods and tools. 
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4.5.2 Data Collection 

In the second stage of the empirical research methodology, data collection plays a vital role 

in generating evidence to answer the research hypotheses and address the study's objectives. As 

a quantitative method is selected with experimental research involving two different blockchain 

protocols, this section elaborates on the steps undertaken for the data collection process. The 

choice of two blockchain protocols is further explained and justified in Section 4.6.2. 

To test and evaluate the BBF, the researcher first identifies the specific data requirements for 

the two blockchain use cases, focusing on decentralization, security, and scalability metrics. 

• Select data sources: The researcher determines relevant data sources for the two selected 

blockchains, such as its public ledger, transaction data, network statistics, and other 

relevant documents or repositories that provide quantitative information on the CA and 

the corresponding blockchain’s network performance. 

• Develop data collection instruments: Appropriate instruments and tools are designed 

or selected to collect the required data from the identified sources. These may include 

APIs, custom scripts, or other software tools to extract quantitative data on the two 

blockchains under test. 

• Determine sampling techniques: The researcher chooses appropriate sampling 

techniques, such as stratified sampling or time-based sampling, to ensure that the 

collected data are representative over time or under different conditions. 

• Collect data: The researcher gathers the required data from the identified sources using 

the selected instruments and sampling techniques. This process involves extracting, 

organizing, and storing quantitative data on the blockchains performance metrics, such 

as transaction throughput, latency, and resource consumption. 

• Pre-process and prepare data: Once the data are collected, the researcher pre-processes 

and prepares it for analysis. This step may involve cleaning, transforming, or aggregating 

the data to ensure its quality and suitability for analysis. 
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By following these steps, the researcher obtains robust quantitative data on the selected 

blockchain's performance, enabling the testing and evaluation of the BBF followed in Chapter 

5. 

4.5.2.1 Data Collection Tools 

This section discusses the data collection tools used for the quantitative methodological 

approach used in this thesis. The focus is on the possible experiments, including simulation of 

Byzantine attacks on two different blockchain protocols, monitoring the network, and gathering 

data. 

• Simulation tools: To simulate Byzantine attacks on a blockchain protocol, the researcher 

uses simulation tools specifically designed for blockchain protocols. These tools allow 

the design and execution of custom attack scenarios and the analysis of their impact on 

the network's performance and CA. 

• Network monitoring tools: Monitoring the blockchains under test is essential to gather 

real-time data on its performance during the experiments. Tools like Grafana (Grafana, 

2020), Prometheus (Prometheus - Monitoring System, 2017), or other blockchain 

monitoring solutions are employed to track key metrics such as transaction throughput, 

latency, and resource consumption. 

• APIs and SDKs: The blockchains under test, provide APIs and SDKs that are used to 

extract data directly from the blockchain ledger. These tools facilitate access to 

information on transactions, state of ledger, network topology, and other relevant data 

points, which are then used to analyze the network's performance and the effectiveness 

of the BBF. 

• Custom scripts and tools: Depending on the specific data requirements of the 

experiments, the researcher develops custom scripts or tools to extract, process, or 

analyze the data. These scripts are written in programming languages like Python, 

JavaScript, or others, and can interact with the blockchain’s APIs, SDKs, and monitoring 

tools. 
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• Data storage and management tools: Once the data are collected, the researcher stores 

and manages it effectively. Tools like relational databases (e.g., MySQL, PostgreSQL) 

or NoSQL databases (e.g., MongoDB, Couchbase) are used to store the collected data, 

ensuring its accessibility, consistency, and integrity. 

By utilizing these data collection tools, the researcher designs and conducts experiments on 

the blockchain protocols, simulating Byzantine attacks, monitor the network, and gather 

valuable data to evaluate the BBF’s performance concerning decentralization, security, and 

scalability metrics. 

4.5.3 Data Analysis 

The last stage of the empirical research methodology is data analysis, which involves 

interpreting the collected empirical data. Actions taken during data analysis include, among 

others: 

• Data cleaning and preparation: Before analyzing the data, it is essential to clean and 

prepare them to ensure its quality and suitability for analysis. This step may involve 

removing outliers, handling missing values, and transforming variables to make the data 

consistent and compatible with the chosen analytical techniques. 

• Descriptive statistics: The researcher calculates descriptive statistics, such as means, 

medians, standard deviations, and ranges, to provide an initial understanding of the data's 

distribution and characteristics. 

• Visualization: Visualizations, including charts, graphs, and plots, are used to present the 

data and facilitate its interpretation. These visualizations help identify patterns, trends, 

and relationships in the data, making it easier to communicate the findings and draw 

conclusions. 

• Model evaluation: The researcher evaluates the effectiveness and applicability of the 

BBF by comparing the results of the experiments with the blockchains under test against 

established benchmarks or theoretical expectations. This step may involve calculating 

performance metrics, such as accuracy, precision, or recall, to assess the framework's 
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effectiveness in capturing the essential aspects of decentralization, security, and 

scalability of the blockchain under test. 

• Interpretation and conclusions: Finally, the researcher interprets the results of the data 

analysis in the context of the research questions and objectives. This step involves 

drawing conclusions about the performance of the blockchain CAs and the BBF, 

discussing the implications of the findings, and relating them to the existing literature. 

By following these actions, the researcher analyzes the collected data rigorously and 

systematically, enabling a comprehensive understanding of the blockchain CAs' performance 

and the effectiveness of the proposed BBF. 

4.5.3.1 Data Triangulation 

Data triangulation is a research technique that involves using multiple sources, methods, or 

perspectives to validate and enhance the reliability and validity of the study's findings (Denzin, 

2017; Roulston and Halpin, 2022). By validating the results obtained from different data sources 

or methodologies, researchers can increase their confidence in the conclusions drawn, reduce 

potential biases, and obtain a more comprehensive understanding of the phenomenon under 

investigation. 

In the context of this study, the data triangulation process aims to ensure a thorough 

evaluation of the blockchain CAs and the proposed BBF. The following steps are taken to 

achieve the aforementioned goal: 

• Multiple data sources: The researcher collects data from various sources, such as 

transaction logs, network statistics, and relevant documents or repositories. This 

approach enables the researcher to capture different aspects of the blockchains under test 

and minimize potential biases arising from a single data source. The latter is further 

discussed in Section 5.5.2.1.2, Section 5.5.2.2.2, Section 5.6.2.1.2, and Section 5.6.2.2.2. 

• Investigator triangulation: Involving various research in the data analysis process help 

to reduce potential biases and increase the study's reliability (Moon, 2019). The 

researcher collaborates with other experts in the field – as discussed in Section 4.6.2.2 -, 

seeking their input and feedback during the data analysis and interpretation stages. 
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• Theoretical triangulation: As it is discussed in Section 5.7, the researcher compares the 

findings of the study with existing theories and models around blockchain and 

benchmarking literature. This process helps identify potential gaps or discrepancies, 

contributing to the development of new insights and the refinement of the BBF. 

By incorporating the data triangulation process, the researcher enhances the reliability and 

validity of the study's findings, leading to more robust and trustworthy conclusions regarding 

the performance of blockchain CAs and the effectiveness of the proposed BBF. 

4.6 Experimental Research Protocol 

This section outlines the experimental research protocol for the empirical research conducted in 

this thesis, involving two different blockchain protocols. The experiment design criteria detail 

the criteria used to select the experiments, while the data collection procedures describe the 

procedures for data collection, including the collection of primary data through experiments and 

simulations and the collection of secondary data through literature review and other relevant 

sources. The data analysis techniques include descriptive statistics, visualization, and content 

analysis. Table 4.2 summarizes the experimental research protocol for this research: 
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Table 4.2:  Overview of the experimental research protocol for the empirical research 

Sub-section  Description 

Experiment Selection Criteria 

Details the criteria used to select the 

experiments, including two different 

blockchain clients. 

Data Collection Procedures 

Describes the procedures for data collection, 

including the collection of primary data 

through experiments and simulations. 

Data Analysis Techniques 

Describes the data analysis techniques 

employed, including descriptive and 

inferential statistics, visualization, and content 

analysis. 

Ethical Considerations 

Addresses ethical considerations related to the 

experiment, such as data privacy and security, 

informed consent, and confidentiality. 

 

4.6.1 Experimental Research Overview 

To evaluate the performance of various blockchain CAs regarding decentralization, security, 

and scalability, an experimental research approach has been chosen. The experimental method 

allows for a detailed examination of the chosen blockchain protocol and their corresponding 

CAs. This approach involves analyzing two blockchain clients, the XRP Ledger and Ethereum, 

each representing a different CA, to identify their strengths, weaknesses, and potential trade-

offs. 

4.6.2 Experimental Research Procedures 

This section outlines the procedures followed during the experimental research phase. The 

process is designed to ensure a systematic and rigorous examination of the selected blockchain 

protocols and their CAs, with the goal of understanding their performance in terms of 

decentralization, security, and scalability. 
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4.6.2.1 Justification for the Selection of Two Use Cases 

In the research strategy employed for this thesis, two experimental research use cases are 

carefully selected. This decision is based on strategic considerations that emerged from the 

research objectives, design, and available resources. The primary research objective is to 

develop, implement, and test the BBF. Testing and refining the BBF required a manageable 

number of use cases to ensure focused attention on each. XRPL and Ethereum arechosen as they 

represent significant and differing instances of blockchain technology. XRPL is a payment 

protocol with a unique CA, while Ethereum is a general-purpose blockchain platform employing 

a different consensus method. This diversity allowed for a robust test of the BBF across different 

blockchain types and use cases. Limiting the number of use cases to two allowed for a more 

detailed and focused investigation, enabling a comparative analysis and enriching the findings 

of the research. 

4.6.2.2 Selection of XRPL and Ethereum as Experimental Research Use 

Cases 

The choice of XRPL and Ethereum is a strategic decision driven by the specified research 

goals and resource availability. One of the main aims is to test the BBF across diverse CAs. 

Ethereum employs a proof-based CA (initially Proof of Work, transitioning to Proof of Stake), 

and XRPL utilizes a unique voting-based CA called the RPCA. This selection ensured a broad 

test of the BBF. Support from the University Blockchain Research Initiative (UBRI) provided 

financial resources and access to experts from the Ripple community, making XRPL an ideal 

choice. Bitcoin is influenced by its technical similarities to Ethereum and environmental 

concerns. Ethereum's transition to Proof of Stake and XRPL's RPCA offered an exploration into 

more energy-efficient consensus mechanisms, aligning with the trend towards greener 

blockchain technologies. 

4.6.3 Ethical Considerations 

This thesis thoroughly examines ethical considerations, despite the lack of direct human data 

involvement. The researcher maintains a strong attention to the concepts of intellectual property 
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rights and honesty. Access to and use of all data sources, with a specific emphasis on those 

associated with blockchain protocols, are conducted in compliance to relevant data usage 

regulations and regulatory frameworks. The research methodology is implemented with 

precision and consistency, guaranteeing that no data are manipulated or misrepresented. 

Maintaining transparency throughout the research process is achieved by the detailed recording 

of data sources, methodology, and analytical procedures. In addition, any biases in data analysis 

and computational processes are analyzed and addressed. This thesis is dedicated to making a 

serious contribution to the area of blockchain while upholding the highest standards of ethical 

considerations. 

4.6.4 Guidelines for Reporting the Research Findings 

The next chapter methodically presents the results obtained from this study and the empirical 

data collected. The results and findings are presented in a clear manner that fits with the research 

methodology described in this chapter. Chapter 5 synthesizes additional data obtained from 

document analysis and places it in the context of the conceptual framework and the literature 

examined in Chapter 2. The presentation of the main findings systematically follows the 

principal aims of the thesis. This organization enables readers to comprehend the 

accomplishment of each objective and track the progress of this study. Quantitative data are 

presented using appropriate statistical representations, and any apparent patterns or anomalies 

are addressed in the discussion of Section 5.5.2.1.2, Section 5.2.2.2.2, Section 5.6.2.1.2, and 

Section 5.6.2.2.2.  

4.7 Conclusions 

This chapter has presented a thorough discussion on the research topic, the empirical research 

methodology, and the experimental research protocol, all aimed towards investigating the 

performance of blockchain CAs, focusing on the XRPL and Ethereum blockchain protocols. 

The chosen research methodology is a quantitative research strategy, underpinned by a positivist 

research philosophy. It consists of three stages: research design, data collection, and data 

analysis. The data collection procedures encompass experiments, simulations, systematic 
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literature review, and analysis of relevant documents and repositories related to both XRPL and 

Ethereum. 

The proposed BBF is evaluated against a set of research hypotheses as those are described in 

Section 3.5. Data analysis techniques employed include descriptive statistics, visualization, and 

content analysis, with a data triangulation process ensuring the credibility and reliability of the 

findings. The experimental research protocol, including use case selection criteria, data 

collection procedures, data analysis techniques, and limitations ensures the credibility and 

reliability of the study. 

This research is expected to contribute to the field of blockchain technology by proposing 

and evaluating a conceptual model for measuring the performance of blockchain CAs. The 

findings could potentially aid in the development of more efficient and secure blockchain 

protocols, including XRPL and Ethereum, thereby advancing the field of blockchain 

technology. 
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Chapter 5: Empirical Data and Research Findings 

Without data, you're just another person 

with an opinion. 

------------------------------------------------- 

W. Edwards Deming (1900 – 1993) 

 

Summary 

 

Chapter 5 presents the evaluation results of the proposed BBF considering the performance 

of two blockchain protocols: the Ethereum protocol with Proof of Authority (PoA) as the 

corresponding CA, and the XRPL protocol using a Byzantine Fault Tolerance (BFT)-like CA 

called Ripple Protocol Consensus Algorithm (RPCA). The evaluation includes an analysis of 

key performance metrics such as latency, throughput, consensus time, as well as security aspects 

like the protocols' response to a double spend attack and node failure/crash test. The results 

confirm that the BBF can be used as an effective tool for measuring the performance of 

blockchain protocols, and this finding may also lead to performance improvements. The main 

contribution of this chapter is to test the efficacy of the proposed BBF as a tool for validating 

the design decisions and technical specifications of blockchain protocols in an automated and 

methodological way.
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5.1 Introduction 

Blockchain technology has the potential to revolutionize many industries by providing a 

decentralized and secure way of recording transactions. However, the performance of 

blockchain protocols is a significant concern that directly impacts its adoption. To encourage 

broader adoption, it's essential for blockchain to balance its core promise of decentralization and 

security with performance efficiency. Recognizing and addressing the inherent trade-offs 

among decentralization, security, and scalability remains a pivotal consideration in the evolution 

of blockchain protocols for practical, everyday use. The relationship between performance and 

adoption is evident; as the efficiency and effectiveness of these protocols increase, so does their 

feasibility for broader, practical use. In Chapter 2, a systematic literature review is conducted to 

identify research areas for further investigation. The review highlights the need for a 

benchmarking framework to measure the performance of blockchain protocols, assess the trade-

offs between decentralization, security, and scalability and validate design decisions. In 

response to the latter, Chapter 3 proposes a conceptual benchmarking framework for studying 

and analyzing the performance of blockchain protocols. 

Chapter  4 presents the research methodology developed to evaluate the conceptual 

framework outlined in Chapter 3 while this chapter presents the empirical data and research 

findings from performing an evaluation of the proposed BBF using scenarios of two different 

blockchain clients. The methodology used for the evaluation of the BBF comprises an 

experimental research design focused on each blockchain protocol. These experimental 

investigations include a series of tests using the BBF to measure the performance of the 

protocols under test in terms of latency, throughput, and consensus time.  

Subsequent sections focus on the experimental use cases considering the XRPL and ETH 

client, studying the design decisions of each for handling double spend attack and recovering 

from node failures or crash.  
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5.2 The concept of Double Spend Attack 

A double spend attack is a potential flaw in a digital cash scheme where a single digital token 

can be spent more than once. This is possible because a digital token consists of a digital file 

that can be cloned or reproduced. Unlike physical tokens, such as coins or banknotes, digital 

tokens can be duplicated and spent in more than one place, effectively counterfeiting the digital 

currency. In the context of blockchain protocols, this problem is particularly challenging 

(Schreiber, 2019). As transactions on these networks are not always immediately committed to 

the ledger and thus creating a window of opportunity for malicious actors. During this window, 

an attacker can send a transaction, and before it is committed to the ledger, he/she can send 

another transaction spending the same tokens but directed to a different address, typically one 

they control. 

In an effective double spend attack, both transactions are validated, leading to a situation 

where the same number of digital tokens is spent twice, undermining the integrity of the ledger, 

and leading to a loss of trust in the system (Kovalchuk et al., 2020). The XRPL, like many other 

blockchain protocols, is designed to mitigate the risk of double spend attacks. The RPCA is 

designed to reach consensus among nodes on the transactions to be included in the next ledger. 

As a result, in an effectively functioning XRPL, a double spend attack would be identified and 

rejected during the consensus process. In the following sections, this chapter describes how this 

attack is simulated on the XRPL client using the BBF, and the impact it has on the system's 

performance and validity. 

5.3 The concept of Node Failure or Crash 

A common occurrence in the domain of distributed systems, such as blockchain protocols, is 

node failure or crash, which can have a substantial effect on the network's security and 

functionality (Pezoa et al. 2010). A node or validator, in this context, refers to a machine or 

server that participates in the network by validating and relaying transactions. Nodes or 

validators play a critical role in maintaining the integrity, security, and overall functioning of 
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the blockchain protocol. Therefore, a failure or crash involving one or more nodes could have 

substantial implications. 

A node failure or crash, as depicted in Figure 5.1 can be defined as a sudden and unexpected 

termination of a node's functions and responsibilities in the network due to reasons such as 

hardware failure, software bugs, network disruptions, power outages, or malicious attacks. The 

latter can make the node become unresponsive and/or unable to participate in transaction 

validation and block propagation, causing it to become disconnected from the network.  

The normative literature reports two primary types of node failures: crash failures and 

Byzantine failures. A crash failure occurs when a node stops working, failing to respond to 

requests or perform tasks. On the contrary, a Byzantine failure refers to a condition where a 

node starts to behave maliciously, potentially sending out incorrect or conflicting information 

to other nodes in the network. 

 

Figure 5.1: Blockchain Node Failure or Crash 
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In a blockchain protocol, node failures can influence the network's resilience, capacity, and 

performance. Specifically, they can affect the network's transaction throughput, latency, and 

ability to reach consensus, given that fewer nodes will be available to validate transactions and 

contribute to the consensus process. Moreover, in the context of the RPCA, used by XRPL, the 

failure of a single node may not significantly affect the network's overall operation due to its 

distributed nature Christodoulou et al., (2020). However, the simultaneous failure of multiple 

nodes, especially those possessing high influence in the network (like validators), can disrupt 

the consensus process, slow down transaction validations, and pose potential risks to the 

network’s security. 

5.4 Use Case One: The case of XRPL Client 

This use case considers the XRPL client, utilizing the RPCA. Firstly, a detailed 

description of the XRPL is presented, examining its background, design principles, features, 

and limitations. Next, the BBF is instantiated to empirically evaluate the XRPL client's 

performance. This section also covers the specifics of the performance metrics chosen for 

this analysis, justifying their relevance to the study. In the latter part of this use case, the 

researcher moves onto experimental evaluations where two different Byzantine fault 

scenarios are executed to test the resilience and robustness of the XRPL client using the BBF 

as a controlled private environment. 

5.4.1 XRPL Background 

The XRPL, is a decentralized blockchain protocol heavily contributed to by Ripple, among 

other participants in its global network. Ripple's vision is to revolutionize the global payments 

industry using blockchain technology. 

XRPL's unique feature is its CA, the RPCA (Christodoulou et al., 2020), rooted in Byzantine 

fault tolerance principles. Byzantine Fault Tolerance is a property of a system that allows it to 

function correctly even when some of its components (i.e., nodes) fail or act maliciously. RPCA, 

aligning with these principles, involves nodes communicating with each other to agree on a 

candidate set of transactions for the next ledger. Each node independently assesses the validity 



 

110 

 

of the transactions before sharing its evaluation with the network, iterating this process until 

consensus is reached. 

In addition, XRPL uses the XRP ledger close process, a mechanism that minimizes the time 

taken to validate transactions and achieve consensus. It entails several stages, including 

transaction validation, transaction fee calculation, and consensus ledger generation, often 

completing within seconds. 

The XRPL protocol supports various applications beyond being the underlying technology 

for the XRP cryptocurrency. For instance, it facilitates cross-border payments by providing a 

faster, more cost-effective alternative to traditional systems like SWIFT (Qiu et al. 2019). It also 

supports micropayments, enabling low-cost transactions for new kinds of online content and 

services, and enables decentralized, peer-to-peer transactions, empowering individuals to 

transact directly without needing a trusted third party (XRP Ledger). 

5.4.2 Experimental Evaluation 

This section outlines the experimental evaluation conducted for the XRPL client utilizing the 

BBF within an Amazon AWS EC2 instance (c5.2xlarge), comprising 8vCPUs, 16 GiB of 

memory, and up to 10 Gbps of network bandwidth. The experiments are designed to evaluate 

the XRPL client's performance in terms of transaction throughput, consensus time, and 

resilience to Byzantine faults such as double-spend attacks and node failures or crashes. This 

involves the introduction of network latency variations, simulation of node disruptions, and 

testing under different network conditions. Scripts developed as part of the BBF facilitate the 

execution of these tests, as well as the collection and subsequent analysis of data. The results 

from these experiments are then visualized and analyzed to offer insights into the XRPL client's 

operational efficiency and to validate the BBF's capability to benchmark blockchain 

performance effectively. The goal is to not only evaluate the performance metrics of the XRPL 

client but also to test the BBF's applicability and adaptability across diverse blockchain 

environments. 
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5.4.2.1 XRPL Client - Byzantine Fault: Double Spend Attack 

5.4.2.1.1  Simulating and Analyzing Double Spend Attacks on XRPL using BBF 

To simulate a double-spend  attack on the XRPL client, a network of ten validators is 

deployed and configured as a full mesh network, which means every validator is connected to 

every other. All validators are set to participate in the consensus process and included in the 

Unique Node List (UNL) (Christodoulou et al., 2020). This configuration is chosen to maximize 

the number of nodes participating in the consensus process, making the network more robust 

and representative of a real-world XRPL network. 

The double-spend  attack is simulated using a custom script implemented in Node.js with the 

ripple-lib, a Ripple client library. The script is designed to send transactions to the XRPL 

network. In constructing transactions for the XRPL, each transaction must include a sequence 

number which is derived from the sequence number of the last closed ledger, incremented by 

one. To simulate a double-spend  attack, two transactions are crafted using the same sequence 

number and sent into the network. As the XRPL client is designed to reject transactions with 

duplicate sequence numbers, the second transaction is expectedly rejected by the consensus 

process. The transactions are submitted through a single node, emulating a scenario where an 

attacker might attempt to spend the same digital tokens twice from the same point of access. 

To monitor the behavior of the XRPL client and validate the design decision to use the 

sequence number as a defense against double-spend attacks, the hash digest of failed 

transactions is recorded. By employing the monitoring tools offered by the proposed BBF, the 

network's response to simulated attacks can be closely observed. The correlation between the 

hash digest of the rejected transactions and the sequence number underscores the robustness of 

the XRPL's security mechanisms. This tracking process confirms that the system effectively 

identifies and prevents duplicate transactions, ensuring the integrity of the ledger. 

5.4.2.1.2 Empirical Data and Research Findings: Double-Spend Attack Analysis on 

XRPL 

Before executing the experiment, it is essential to verify that the XRPL network is 

operational, synchronized, and ready to process incoming transactions. To accomplish this, the 
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researcher employed a server_info.js script, which returned comprehensive details about the 

current state of the network. The information included among others the build version, number 

of complete ledgers, synchronization duration, load factor, server state, uptime, and details of 

the validated ledger. The complete response from the network is depicted in Script 5.2. 
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{ 

  buildVersion: '1.9.1', 

  completeLedgers: '2979-4837', 

  initialSyncDurationUs: '25407489', 

  ioLatencyMs: 1, 

  jqTransOverflow: '0', 

  lastClose: { convergeTimeS: 2, proposers: 4 }, 

  load: { 

    jobTypes: [ [Object], [Object], [Object], [Object], 

[Object], [Object] ], 

    threads: 6 

  }, 

  loadFactor: 1, 

  nodeSize: 'small', 

  peerDisconnects: '4', 

  peerDisconnectsResources: '0', 

  peers: 8, 

  pubkeyNode: 

'n9KnmQPrUGFhCwMpVivugTgurmKTZrMJ7GSZ6KDJtQq9S144Q45G', 

  pubkeyValidator: 

'nHBVSL46zf5NKPitkQwnqugSjCPEukyrbbALMjYek1fSQkoFfRxV', 

  serverState: 'proposing', 

  serverStateDurationUs: '5587032154', 

  stateAccounting: { 

    connected: { durationUs: '24002763', transitions: '1' }, 

    disconnected: { durationUs: '1404725', transitions: '1' 

}, 

    full: { durationUs: '5587032154', transitions: '1' }, 

    syncing: { durationUs: '0', transitions: '0' }, 

    tracking: { durationUs: '0', transitions: '1' } 

  }, 

  time: '2023-May-26 13:24:02.203482 UTC', 

  uptime: 5612, 

  validatedLedger: { 

    age: 3, 

    hash: 

'A3DF63C0286C1F7B60A4CE57B18A04D8B11B8A7E327832DE8A34F60BAB64

06A2', 

    baseFeeXRP: '0.00001', 

    reserveBaseXRP: '20', 

    reserveIncrementXRP: '5', 

    ledgerVersion: 4837 

  }, 

  validationQuorum: 4, 

  validatorList: { 

    count: 1, 

    expiration: '2024-May-25 11:50:00.000000000 UTC', 

    status: 'active' 

  }, 

  hostID: 'xrpl-validator-genesis' 

} 

Script 5.2: XRPL - Server Info Response 
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Through the course of the experiment, the resilience of the XRPL client against double-spend  

attacks is thoroughly tested. The custom node script is used to send two transactions with the 

same sequence number to the network through a single node. The first transaction is accepted, 

while the second is immediately identified as a duplicate and rejected. Table 5.1 illustrates the 

sequence of transactions and their respective outcomes: 

Table 5.1: Double-Spend Attack - Transaction Execution Sequence 

Transact

ion 

Sequence 

Number 

Transaction Hash Result Code 

1 6 36D92D9C5A5AF8390353D9D94BD8964

040D323E480E5FFC09DDC1D3ED7F144

2A 

tesSUCCESS 

2 6 705DCED51F23E8444A067EBAB615B51

96463D25B719F73C26495704F7BF5C272 

tefPAST_SEQ 

 

To illustrate the transaction process in practice, the researcher examines a concrete example 

of a signed transaction before submitted to the network, and the result after its successful 

submission. The signed transaction JSON before submission is depicted in Script 5.3: 

 

 

 

 

 

 

 

Script 5.3: Signed XRPL Transaction - Before Submission 

{ 

  "TransactionType":"Payment", 

  "Account":"rHb9CJAWyB4rj91VRWn96DkukG4bwdtyTh", 

  "Fee":"10", 

  "Destination":"rhhPSx419uscUtcGEKxcnLyrbMxCdJdoJs", 

  "DestinationTag":9318, 

  "Amount":"1000000000", 

  "LastLedgerSequence":267, 

  "Sequence":3 

} 
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After successful submission, the transaction response is depicted in Script 5.4: 

 

The latter, demonstrates the lifecycle of a transaction in the XRPL network. After the 

transaction is prepared and signed (Script 5.3), it's submitted to the network. The response 

(Script 5.4) contains details about the submission result, including whether the transaction is 

executed successfully (resultCode: tesSUCCESS), its validation time, and the transaction hash, 

which is a unique identifier of the transaction on the network. 

{ 

  "resultCode": "tesSUCCESS", 

  "resultMessage": "The transaction was applied. Only 

final in a validated ledger.", 

  "engine_result": "tesSUCCESS", 

  "engine_result_code": 0, 

  "engine_result_message": "The transaction was applied. 

Only final in a validated ledger.", 

  "tx_json": { 

    "Account": "rHb9CJAWyB4rj91VRWn96DkukG4bwdtyTh", 

    "Amount": "1000000000", 

    "Destination": "rhhPSx419uscUtcGEKxcnLyrbMxCdJdoJs", 

    "DestinationTag": 9318, 

    "Fee": "10", 

    "LastLedgerSequence": 267, 

    "Sequence": 3, 

    "SigningPubKey": 

"0330E7FC9D56BB25D6893BA3F317AE5BCF33B3291BD63DB32654A3132

22F7FD020", 

    "TransactionType": "Payment", 

    "TxnSignature": 

"304402203C9A0F33079D822D67016C592A7CC24AD32850CBF39DDC026

ADBAB316789784102201221D742D4DD3A2233510685ED1495BAA403D51

DA873F4B8145B495A3D595325", 

    "hash": 

"288F25FA041D5C4842B98EEBD5AEB1D26348BCB7E9146A184340EE46C

9A7FA7D" 

  }, 

  "validation_time": "107.85130000114441" 

} 

 
Script 5.4: Successful Transaction - Network Response 
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From a data analysis perspective, this experiment shows key insights on how XRPL client 

behaves against double-spend attacks. The findings confirmed that the consensus process and 

sequence number mechanisms are effective in detecting and rejecting the attempt to double 

spend by the second fraudulent transaction. Furthermore, the transaction hashes and sequence 

numbers also confirmed the XRPL client's efficacy in identifying and preventing duplicate 

transactions. Performance measurements during the attack scenario showed no significant 

impact on the XRPL network's latency, throughput, or consensus time, indicating a high degree 

of resilience against double-spend  attacks. This is crucial as the ability to maintain steady 

performance, even when under attack, is a key characteristic of a robust blockchain protocol. 

Moreover, the findings demonstrated the usefulness of the BBF monitoring system in 

identifying and documenting the network's response to double-spend  attacks using the XRPL 

client. The proposed BBF enables the user to capture real-time data, including transaction hashes 

and sequence numbers, and to analyze the effectiveness of the XRPL client's response 

mechanisms. This research highlights the role of the sequence number in preventing double-

spend  attacks. It is observed that the sequence number is an effective mechanism between 

legitimate and fraudulent transactions, preventing double-spend  attacks. 

5.4.2.2 XRPL Client - Byzantine Fault: Node Failure or Crash 

5.4.2.2.1 Simulating and Analyzing the Node Failure or Crash 

Understanding the behavior of a distributed ledger system like the XRP Ledger during 

disruptions, particularly node failures, is crucial to evaluating its resilience and performance. In 

this context, this part of the study explains how node failures are simulated and examined within 

an XRPL network using a series of dedicated scripts. 

Firstly, a shell script is crafted to manage 10 XRPL validators, all running in Docker 

containers. This script simulates node crashes and recoveries by randomly stopping a validator 

and then restarting a previously stopped one. To ensure network stability, a particular validator, 

"xrpl-validator-genesis", is kept running throughout the experiment. The status of each 

validator, whether running or stopped, is logged into a Comma Separated Value (CSV) file for 

the subsequent analysis and discussion of Section 5.4.2.2.2. Concurrently, another script injects 
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a predetermined number of transactions to the network to simulate real-world network load 

during these disruptions. 

An additional script is formulated to record the processing time for each transaction. This 

script logs the time taken for each transaction and stores these metrics, along with a timestamp, 

into a CSV file. The data includes the transaction number, the time it is sent, and the time it took 

to process. The complete process is illustrated in the sequence diagram of Figure 5.5, 

highlighting the end-to-end workflow: how the scripts manage the XRPL validators and log 

their status, the methodology of sending transactions to the network, and the procedure of 

recording the transaction processing time. Figure 5.5 provides a visual representation of the 

sequence of events in the simulation of node failure and crash scenarios. Initially, a shell script 

is invoked to manage the XRPL validators, which includes the controlled start and stop of nodes 

to simulate crashes and recoveries, with the 'xrpl-validator-genesis' remaining consistently 

active for network stability. The status of each validator is systematically logged. 

Simultaneously, transaction injection is performed by a separate script to replicate typical 

network traffic and load. This activity is closely followed by the transaction time logger script, 

which records each transaction's processing duration, appending this data alongside timestamps 

into a structured CSV file. Lastly, the recorded information is forwarded into a Python analysis 

script, designed to convert the raw data into insightful visualizations that demonstrates the 

network's behavior under the simulated conditions.  In short, the scripts developed as part of the 

BBF provide a methodology for simulating node failures in an XRPL network and analyzing 

the results. In an attempt to understand the network's tolerance to faults, possible weak points, 

and overall capacity to handle disruptions, thus setting up a robust framework for more research 

and testing. Further discussion of the data analysis from this simulation is provided in Section 

5.4.2.1.1. 
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Figure 5.5: Sequence Diagram of the Simulation and Analysis of the  Node Failure/Crash Scenario 
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5.4.2.2.2 Empirical Data and Research Findings: Node Failure or Crash 

While evaluating the performance and resilience of the XRPL client during simulated node 

failures or crashes, both the simulation methodology and data analysis revealed several insights. 

The data, as observed and recorded, offers evidence of the network's behavior under node failure 

conditions, establishing a framework for understanding the robustness of the XRPL. The data, 

capturing both the status of validators (running or stopped) and transaction processing times, 

are accurately recorded in two CSV files— 'validator_status.csv' and 'transactions_time.csv'. 

The data from these files forms the basis of the empirical findings, enabling a detailed analysis 

of the XRPL's performance during the experiment of the simulated node crashes. 

The file used to store the status of each validator provides data on the number of running and 

stopped validators over time, excluding the "xrpl-validator-genesis" validator, which is 

consistently operational to maintain network continuity. These data reflect on the network's 

ability to withstand random crashes and recoveries without experiencing any complete 

downtime. Although the number of operational validators fluctuated due to node crashes and 

recoveries, the blockchain under test never faced a complete breakdown, revealing a its level of 

fault tolerance. Next, the "transactions_time.csv" file documents transaction times, capturing 

the duration for each transaction along with its associated timestamp. These data offer insights 

into the network's performance during the execution of the node failure or crash scenario. As 

depicted in Figure 5.6, despite node crashes and recoveries, transactions are processed without 

significant delays. Figure 5.6, delineates the empirical data accrued during the node failure and 

crash simulations. The uppermost graph tracks the fluctuating count of active validators over 

the experimental timeframe, revealing the dynamic nature of the network's operational nodes. 

In contrast, the middle graph provides an inverse reflection, charting the oscillations in the 

number of stopped validators, thereby underscoring the effects of the simulated disruptions. The 

lowermost graph presents a scatter of aggregated transaction times, captured in 30-second 

intervals, offering insights into the transactional throughput and latency amidst the varying 

availability of validators.  
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Figure 5.6: XRPL - Simulating and Analyzing the Node Failure or Crash 
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Throughout multiple repetitions of the simulations, a consistent behavior pattern of the XRPL 

system during node failures is observed by the researcher. The system showcased a reliable 

recovery process, where transaction processing times returned to the expected levels after 

several disruptions. This consistency across simulations indicates a dependable trend in the 

system's behavior. Recognizing this pattern, simulations are terminated once the system's 

recovery has reached a stable state, marked by the return to usual transaction processing times. 

By concentrating on this recovery phase, the study effectively examined the resilience of the 

XRPL during node failures, while also ensuring that the simulations extended long enough to 

witness the full effects and recovery from these crashes. The visualization script is used to 

generate graphical representations of the validator behavior and transaction submission times 

during the simulations. These visual representations made it easier for the researcher to identify 

patterns and potential performance issues. For example, despite noticeable fluctuations in the 

number of operational validators, a baseline operational level persisted throughout the 

simulation. Additionally, even if transaction times spiked during intense disruption phases, they 

consistently remained within reasonable bounds. This indicates that the network remains 

operational under node disruptions without impacting transaction processing speeds. A segment 

of the source code used to visualize these data is presented in Script 5.7. 
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import pandas as pd 

import matplotlib.pyplot as plt 

 

# Load the validator status data 

validator_data = 

pd.read_csv('C:\\Users\\touloups.m\\Desktop\\ByzantineFaults

\\XRPL\\node-crashing\\data\\validator_status.csv') 

 

# Load the transaction time data 

transaction_data = 

pd.read_csv('C:\\Users\\touloups.m\\Desktop\\ByzantineFaults

\\XRPL\\node-crashing\\data\\transactions_time.csv') 

 

# Convert the 'Timestamp' column in validator data to 

datetime format 

validator_data['Timestamp'] = 

pd.to_datetime(validator_data['Timestamp']) 

 

# Convert the 'Timestamp' column in transaction data to 

datetime format 

transaction_data['Timestamp'] = 

pd.to_datetime(transaction_data['Timestamp']) 

 

# Set the window size for the rolling average 

window_size = 10 

 

# Calculate the rolling average for the number of running 

validators 

running_avg = 

validator_data['RunningValidators'].rolling(window=window_si

ze, min_periods=1).mean() 

 

# Calculate the rolling average for the number of stopped 

validators 

stopped_avg = 

validator_data['StoppedValidators'].rolling(window=window_si

ze, min_periods=1).mean() 

 

# Preprocess transaction time data 

transaction_data['Real'] = 

transaction_data['Real'].str.extract(r'(\d+\.\d+)').astype(f

loat) 
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transaction_data.set_index('Timestamp', inplace=True) 

transaction_data_agg = 

transaction_data['Real'].resample('30S').mean().reset_index() 

 

# Get the x-axis range from the validator status data 

x_min = validator_data['Timestamp'].min() 

x_max = validator_data['Timestamp'].max() 

# Get the y-axis range for transaction time 

y_min = 0 

y_max = transaction_data['Real'].max() + 10  # Add some 

margin for better visualization 

 

# Create a figure with three subplots 

fig, (ax1, ax2, ax3) = plt.subplots(3, 1, figsize=(10, 12)) 

 

# Plot the smoothed number of running validators 

ax1.plot(validator_data['Timestamp'], running_avg) 

ax1.set_title('Number of Running Validators Over Time') 

ax1.set_ylabel('Number of Running Validators') 

ax1.set_xlim(x_min, x_max)  # Set x-axis range 

 

# Plot the smoothed number of stopped validators 

ax2.plot(validator_data['Timestamp'], stopped_avg, 

color='red') 

ax2.set_title('Number of Stopped Validators Over Time') 

ax2.set_ylabel('Number of Stopped Validators') 

ax2.set_xlim(x_min, x_max)  # Set x-axis range 

 

# Plot the aggregated transaction time with markers 

ax3.plot(transaction_data_agg['Timestamp'], 

transaction_data_agg['Real'], marker='o', linestyle='-') 

ax3.set_title('Aggregated Transaction Time Over Time (30-

second intervals)') 

ax3.set_xlabel('Time') 

ax3.set_ylabel('Transaction Time') 

ax3.set_xlim(x_min, x_max)  # Set x-axis range 

ax3.set_ylim(y_min, y_max)  # Set y-axis range 

 

# Adjust the spacing between subplots 

plt.tight_layout() 

 

 

# Display the combined plot 

plt.show() 

 

Script 5.7: Visualizing XRPL Node Failure or Crash - Python Code 
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5.4.3 Analysis and Discussion of Use Case One 

The experimental investigation undertaken in this research focuses on understanding the 

performance of the XRPL client as well as assessing the applicability of the BBF as a tool to 

validate different features of the blockchain under test in an isolated environment. Two 

Byzantine faults are simulated, double-spend  attack and node failure or crash, while the XRPL 

client is used to deploy a full mesh blockchain protocol.  

In the context of the double-spend attack, the XRPL client demonstrated significant 

resistance. Transactions that attempted to double-spend are consistently detected and prevented 

from being included in the validated ledger. This robustness against double-spend  attacks can 

be attributed to the CA employed by the XRPL, which emphasizes on strict transaction ordering 

and validation (Christodoulou et al., 2020). This validation, coupled with the uniqueness of the 

transaction sequence numbers for each account, ensures that double-spend  transactions are 

effectively detected and eventually rejected. 

Regarding the node failure or crash scenario, the XRPL client exhibited resilience and fault 

tolerance. Despite the randomized crashing and recovery of nodes, the network maintained 

operational continuity and processed transactions without encountering major delays or failures. 

This resilience against node crashes can be interpreted as an affirmation of the distributed, 

decentralized nature of the XRPL network, where the system can withstand individual node 

failures without compromising overall network performance. However, it is essential to note 

that the network performance is observed to experience fluctuations under node failure 

scenarios. Increases in transaction times during peak disruption periods suggested that such 

disruptions could impact network throughput. Nonetheless, these variations remained within 

acceptable limits, demonstrating that the XRPL can manage node disruptions without 

significantly compromising transaction processing times. 

The implications of these findings for the XRPL network and its CA are multifold. First, the 

robustness against double-spend  attacks underscores the effectiveness of the XRPL's CA in 

maintaining network security. Second, the observed resilience against node failures reflects the 

inherent fault tolerance of the XRPL network. Together, these findings suggest that the XRPL, 
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under its current design and CA, possesses considerable resistance to common Byzantine faults, 

further solidifying its potential for robust, decentralized financial transactions. 

Finally, reflecting on the effectiveness of the BBF in benchmarking the XRPL client's 

performance, it is observed that the BBF served as a useful tool in simulating adversarial 

conditions and assessing the XRPL client's response. It enabled the systematic execution of the 

Byzantine faults, facilitated the collection of empirical data, and allowed the evaluation of the 

XRPL client's behavior under such conditions. 

5.4.4 Use Case #1 - Research Hypotheses Testing 

The empirical evaluation of the XRPL client enabled an in-depth exploration in 

understanding the behavior of the network and the application of the BBF as a useful tool 

towards the validation of the design decisions of the blockchain under test. In the rest of this 

section, the testing of the research hypotheses defined in Section 3.5 is presented: 

H1: 

H1 centered on conducting a comprehensive evaluation of the effectiveness of 

current Consensus Algorithms (CAs), and the findings affirmed the BBF's 

capability to thoroughly analyze the intricacies of existing CAs, thereby 

substantiating H1's validity. 

 

H2: 

The design and implementation of the BBF revealed significant improvements in 

the assessment and performance of the XRPL client. The latter supports H2, which 

states that comprehensive tools, frameworks, and documentation can elevate the 

performance analysis of blockchain protocols.  

 

H3: 

The accessibility and usability of the BBF are evidenced by its seamless 

configuration and bootstrapping capabilities. The latter supports H3 stating that 

enhancing the usability of blockchain ecosystems can foster greater adoption and 

understanding of the technology. This usability is facilitated through the BBF’s 

command line tool, serving as the access portal for users.   
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H4: 

Through the BBF's simulation of Byzantine faults on a real blockchain protocol, 

the study found that such frameworks provide more accurate and reliable 

performance assessments compared to theoretical assumptions, confirming H4.  

 

The use of the BBF in this study underscored its utility as an effective tool for benchmarking 

different blockchain protocols. Its capacity to simulate Byzantine faults and measure the 

subsequent effects on the XRPL client provides a practical and reliable way to evaluate the 

client's performance. The application of the BBF, in this case, demonstrates its potential for 

replicable, empirical evaluations of blockchain clients, validating the worthiness of the 

framework. The implications of these findings extend beyond the XRPL client, opening avenues 

for benchmarking and performance assessments across different blockchain protocols. The 

utilization of BBF, with its systematic approach to the simulation of Byzantine faults, set a 

precedent for assessing blockchain performance under diverse adverse conditions, making it a 

potentially integral tool for developers, researchers, and organizations involved in blockchain 

technology. 

5.5 Use Case Two: The case of Ethereum Client 

The second use case considers the Ethereum network, with a specific client Hyperledger 

Besu (Praitheeshan, Pan and Doss, 2021). This specific Ethereum client is evaluated under the 

proposed BBF, similar to the approach used in use case one. In particular, the empirical 

evaluation aims to assess the performance of the Ethereum client under Byzantine fault 

conditions, providing insights into the robustness of the network's CA and infrastructure. It 

further tests the applicability and adaptability of the BBF across a different blockchain protocol, 

supporting its potential as a universally applicable tool for blockchain benchmarking and 

performance assessment. The Ethereum network introduces different features and complexities, 

including a Turing-complete language for smart contracts and a hybrid Proof-of-Stake/Proof-

of-Work CA. These aspects make the Ethereum network a unique subject for this empirical 

evaluation, offering a contrasting perspective to the Ripple Protocol CA used in the XRPL 

client. 
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Subsequent sections detail the methodology employed for the empirical evaluation, the 

Byzantine faults simulated, the empirical data gathered, and the subsequent analysis and 

discussions of the findings. These outcomes shed light on the performance of the Ethereum 

client under adverse conditions and reflect the effectiveness and versatility of the BBF in 

different blockchain protocols. 

5.5.1 Ethereum Background 

Ethereum was founded in 2014 by Vitalik Buterin, is a decentralized, open source blockchain 

protocol renowned for its smart contract functionality, which has sparked the development of 

thousands of Decentralized Applications (DApps) (Wan et al., 2019). It has a native 

cryptocurrency, Ether (ETH), used primarily for two purposes: as a digital currency exchange 

and as 'gas' to run computations and transactions on the network. The Ethereum blockchain 

operates on PoS CA – as of Ethereum 2.0 while when introduced started with the PoW CA. 

Unlike PoW, where miners solve complex mathematical puzzles to validate transactions and 

create new blocks, PoS allows users to 'stake' their cryptocurrency to become validators, 

creating blocks based on the amount of cryptocurrency they hold and are willing to 'stake' as 

collateral (Thin et al., 2018). 

Ethereum's most distinguishing feature is the Ethereum Virtual Machine (EVM), a Turing-

complete software that enables anyone to run any program, regardless of the programming 

language, if enough time and resources are available. The EVM makes the process of creating 

blockchain applications much simpler and more efficient. One of the significant uses of 

Ethereum has been the implementation of smart contracts, self-executing contracts with the 

terms of the agreement directly written into code (Tikhomirov et al., 2018). They automatically 

execute transactions when pre-set conditions are met, eliminating the need for a trusted third 

party. This has opened a plethora of possibilities, from financial derivatives to property law, 

crowdfunding agreements, and even voting systems (Governatori et al., 2018).  

This underlying architecture and functionality make Ethereum a unique platform for this use 

case, offering different parameters and behaviors to consider during the evaluation and analysis 

under the BBF. 
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5.5.2 Experimental Evaluation 

This section details the evaluation process for the Ethereum client using the BBF, applying 

a similar methodology as in the XRPL client's use case study. For this evaluation, the BBF is 

deployed on an Amazon AWS EC2 instance comparable to that used for the XRPL client, 

aiming to assess key performance metrics like transaction speed and the efficiency of the 

validation process. The resilience of the Ethereum client to various Byzantine fault scenarios, 

such as network latency challenges, node crashes, and the introduction of adversarial elements 

within the network, is a central focus of this evaluation. The experimental setup involves a series 

of tests designed to measure the Ethereum client's response to these challenging conditions, 

employing scripts from the BBF to facilitate performance testing, Byzantine fault simulation, 

and data analysis. The data collected from these tests are visualized and interpreted to gain 

insights into the Ethereum client's performance under varied operational conditions. This 

evaluation aims not only to assess the Ethereum client's robustness and efficiency but also to 

demonstrate the BBF's versatility and effectiveness in benchmarking different blockchain 

protocols, highlighting its ability to provide a comprehensive and comparative evaluation across 

diverse blockchain environments.  

5.5.2.1 Ethereum Client - Byzantine Fault: Double Spend Attack 

5.5.2.1.1  Simulating and Analyzing Double-Spend Attacks on ETH using the BBF 

This section outlines the step-by-step process employed in an experiment aimed at simulating 

a double-spend attack on the Ethereum network using the BBF. The experiment is executed 

within a controlled environment using the private Hyperledger Besu blockchain client. The step-

by-step process described in the below sections is also depicted in the sequence diagram of 

Figure 5.8. Initially, the user sets up four Hyperledger Besu nodes in a Docker environment, 

establishing the foundational network. The system then checks the initial connectivity among 

validators, ensuring all nodes are in communication with each other. Following the latter, the 

user executes a script designed to split the network in half, creating a disruption in the normal 

flow of information. In this partitioned state, identical transactions are submitted to Validators 

1 and 3, emulating the core condition for a potential double-spend scenario. Subsequently, a 
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script is executed to reconnect the network, re-establishing the connections between validators. 

At this point of time, each validator engages in a consensus process using the Besu CA to resolve 

any conflicts, thus safeguarding the integrity of the network. 
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Figure 5.8: Simulating Double-Spend attack on the Ethereum private network. 
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The blockchain protocol is instantiated using the Docker (Docker Inc., 2022) engine, 

composed of four Ethereum nodes functioning as validators within the same network in their 

own docker container. Each node is allocated a unique IP address and port for internal 

communication. Network connectivity is verified via a custom script designed to check the 

connection status among all nodes, ensuring the effectiveness of communication channels 

within the network. The script used for testing the interconnectivity of the network’s validators 

is depicted in Script 5.9. 

 

Script 5.9: Ethereum Network - Test Connectivity of Validators 

 

 

To stimulate a double-spend scenario, the network is partitioned into two halves, thereby 

creating a split-brain situation. Segment 1 contained the first two validators, while Segment 2 

contained the remaining ones. This partitioning is achieved using another script that uses the 

#!/bin/bash 

 

# Array of validator container names 

validators=( 

"hyperledger-besu-priv-net-validator1-1"  

"hyperledger-besu-priv-net-validator2-1"  

"hyperledger-besu-priv-net-validator3-1"  

"hyperledger-besu-priv-net-validator4-1" 

) 

 

# Loop over all validators 

for i in "${!validators[@]}"; do 

  # Loop over all other validators 

  for j in "${!validators[@]}"; do 

    if [ $i -ne $j ]; then 

      # Check if validator i can connect to validator j 

      if docker exec -it ${validators[$i]} bash -c "echo > 

dev/tcp/${validators[$j]}/8545"; then 

        echo "Connection from ${validators[$i]} to 

${validators[$j]} is open." 

      else 

        echo "Connection from ${validators[$i]} to 

${validators[$j]} is closed." 

      fi 

    fi 

  done 

done 
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Docker networking capabilities. The script used for splitting and or reconnect the network is 

depicted in Script 5.10. 

 

Script 5.10: Ethereum Split/Rejoin Network Script 

 

Post partitioning, identical transactions are simultaneously submitted to a validator in each 

segment. Due to the disconnect between the two network segments, both transactions are 

considered valid and added to their respective blockchains, essentially creating a double-spend 

scenario. The python code used for simulating the double-spend  scenario is depicted in Script 

5.11. 

#!/bin/bash 

 

# Docker container names 

VALIDATOR1="hyperledger-besu-priv-net-validator1-1" 

VALIDATOR2="hyperledger-besu-priv-net-validator2-1" 

 

split_network() { 

    # Disconnect validators 1 and 2 from the existing 

network 

    docker network disconnect quorum-dev-quickstart 

$VALIDATOR1 

    docker network disconnect quorum-dev-quickstart 

$VALIDATOR2 

} 

 

reconnect_network() { 

    # Reconnect validators 1 and 2 back to the existing 

network 

    docker network connect --ip 172.16.239.11 quorum-

dev-quickstart $VALIDATOR1 

    docker network connect --ip 172.16.239.12 quorum-

dev-quickstart $VALIDATOR2 

} 

 

if [[ $1 == "split" ]]; then 

    split_network 

elif [[ $1 == "reconnect" ]]; then 

    reconnect_network 

else 

    echo "Usage: $0 {split|reconnect}" 

fi 



 

133 

 

 

1/2 

from web3 import Web3, HTTPProvider 

 

# Initialize the web3 instances for each half of the 

network 

web3_1 = Web3(HTTPProvider('http://xx.xx.xx.xx:21001'))  # 

adjust the URLs as needed 

web3_2 = Web3(HTTPProvider('http://xx.xx.xx.xx:21003')) 

 

# The account that will be doing the double spend 

account = "0x21b0c2bEfdd3599fC69431b14fF45D0df9F03c23" 

 

# The private key of the account doing the double spend 

private_key = 

"0x6fe8890c925cc7061e4682162077291891610bb6845441a2f0d35ce

e8f5e0edc" 

 

# The addresses that the funds will be sent to 

address_1 = "0x603Fb8848aFF62f3955DEc4940C9976776Beb171" 

address_2 = "0xE493C595574c6B55cebbcbd6EfdC72842e8234CC" 

 

# The amount to send 

amount = Web3.toWei(1, 'ether') 

 

# Get the current nonce 

nonce = web3_1.eth.getTransactionCount(account) 
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Script 5.11: Simulation of double-spend  attack - Python Code 

Following the transaction submission, the network is restored by reconnecting the split 

nodes, thus recreating a conflicting blockchain scenario. Ethereum's PoA CA is leveraged to 

resolve this conflict. On re-establishment of network connectivity, the conflicting transactions 

 

2/2 

# Create the transactions 

transaction_1 = { 

'to': address_1, 

'value': amount, 

'gas': 2000000, 

'gasPrice': Web3.toWei('50', 'gwei'), 

'nonce': nonce, 

'chainId': 1338  # replace with your chain ID 

} 

 

transaction_2 = { 

'to': address_2, 

'value': amount, 

'gas': 200000, 

'gasPrice': Web3.toWei('100', 'gwei'), 

'nonce': nonce, 

'chainId': 1338  # replace with your chain ID 

} 

# Sign the transactions 

signed_transaction_1 = 

web3_1.eth.account.signTransaction(transaction_1, 

private_key) 

signed_transaction_2 = 

web3_2.eth.account.signTransaction(transaction_2, 

private_key) 

 

# Broadcast the transactions and handle any errors 

try: 

    tx_hash_1 = 

web3_1.eth.sendRawTransaction(signed_transaction_1.rawTran

saction) 

    print(f"Transaction 1 hash: {tx_hash_1.hex()}") 

except Exception as e: 

    print(f"Error sending transaction 1: {e}") 

 

try: 

    tx_hash_2 = 

web3_2.eth.sendRawTransaction(signed_transaction_2.rawTran

saction) 

    print(f"Transaction 2 hash: {tx_hash_2.hex()}") 

except Exception as e: 

    print(f"Error sending transaction 2: {e}") 
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are identified, and one version is discarded based on the consensus protocol, thereby preventing 

the double-spend situation, and maintaining the network's integrity. Despite the successful 

execution, the experiment encountered several challenges. The network partitioning, crucial for 

creating the double-spend scenario, posed initial hurdles as Docker's high-level network 

abstraction rendered IP table modifications ineffective. To address this, a resolution is 

implemented where a script is introduced to programmatically retrieve the current IP addresses 

post-reconnection. This step is essential to overcome the automatic assignment of new IP 

addresses by Docker, which led to inconsistencies. The script ensured that each validator could 

be accurately identified and communicated with using its updated IP address after the network 

is rejoined. 

To maintain accessibility of the partitioned validators via their standard communication 

channels, specific ports are exposed using the Docker run command, ensuring that 

communication isn't hindered during the experiment. In conclusion, the experiment effectively 

simulated a double-spend attack in a controlled, private Ethereum network and demonstrated 

Ethereum's resilience against such attacks. Furthermore, the successful execution of this 

experiment underlined the utility and effectiveness of the BBF in facilitating similar simulations 

and analyses in a structured and methodical manner. 

5.5.2.1.2 Empirical Data and Research Findings: Double-Spend Attack Analysis on 

Ethereum 

This research set out to empirically test the resilience of an Ethereum client against double-

spending attacks. The investigation leveraged a private Ethereum network, that uses the 

Hyperledger Besu client and hosted in a private Docker environment. Four validator nodes are 

configured, each running in its Docker container. The experimental setup followed the PoA 

consensus model where the network can tolerate at most (N-1)/3 faulty nodes. This research 

exploited the partition tolerance property of the network, splitting it into two segments: one 

containing two validators and the other containing the remaining two.  

To perform the double-spending attack, two identical transactions are crafted, each aimed at 

spending the same Ether funds from a particular address. In the partitioned state, these 

transactions are sent simultaneously to validators in separate network segments. Since the 

validators had no means of communicating due to the network split, they could not reach a 

consensus on the transactions' legitimacy.  
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Observations during the experiment included the successful submission of duplicate 

transactions and the subsequent states of these transactions upon network reconnection. 

Notably, despite the network split, only one of the transactions is executed successfully when 

network connectivity is reestablished. This result highlights Ethereum's resilience to double-

spending attacks, an attribute that can be largely attributed to its implementation of the PoA CA. 

In the absence of a consensus, which occurs during network partition, the protocol defaults to a 

state of safety by rejecting conflicting transactions until consensus can be restored. 

The findings reported herein align with the theoretical expectations on how the client behaves 

against double-spending attacks. This resilience significantly enhances Ethereum's network 

security, and the credibility of transactions executed on its blockchain. However, it is worth 

noting some limitations of the experiment. The testing environment is a simplified 

representation of Ethereum's real-world ecosystem. The setup with just four validator nodes 

may not fully emulate the complexity of a public Ethereum network where thousands of nodes 

participate. In addition, using the BBF in executing the simulation scenario added another layer 

of robustness to the research process. The framework allowed for structured and repeatable 

execution of the double-spending scenario, minimizing potential for human error and ensuring 

consistency of the experimental conditions. With the BBF, the researcher could accurately and 

systematically adjust network parameters, submit transactions, and track their processing status, 

thus providing a detailed examination of Ethereum's response to the double-spending attack. 

The empirical findings from this research not only align with theoretical expectations but 

also serve to validate the BBF's utility in simulating complex blockchain network scenarios, 

suggesting its potential applicability in real-world contexts. The use of the BBF in this study 

illustrates the critical role of systematic tools in blockchain research, emphasizing the insightful 

outcomes and reliable empirical data that can be derived from such methodical approaches. 

5.5.2.2 Ethereum Client - Byzantine Fault: Node Failure or Crash 

5.5.2.2.1 Simulating and Analyzing the Node Failure or Crash 

To evaluate the resilience of the Ethereum network and examine its behavior under 

unexpected conditions, the researcher conducted simulations to model scenarios where validator 

nodes experienced unpredictable crashes or stops. This process is vital in determining the 

network's robustness in the face of node failures and evaluating the impact these crashes had on 

transaction performance. 
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The simulation process comprises of a Python script - Script 5.12 - that simultaneously 

initiated transactions to the Ethereum network and randomly halted nodes to simulate failures. 

The script is designed to capture the state of the Ethereum network, sending a series of 

transactions and observing the behavior during node crashes. Transaction details included 

metrics such as transaction number, timestamp of the transaction initiation, time taken for the 

transaction to complete, and the transaction status. These details are monitored and logged into 

a CSV file named 'transactions_time_final.csv' with the following structure: 

• Transaction: The respective transaction numbers. 

• Timestamp: The time at which the transaction transpired. 

• Time: The time taken to complete the transaction. 

• Status: The transaction's status, signifying whether it is successful or had failed. 

At the same time, the state of the nodes (running or stopped), using a shell script (Script 

5.13), is recorded at each logged timestamp into a dataset named 'crash_nodes.csv', structured 

as follows: 

• Timestamp: This represents the specific time when the observation is recorded. 

• Running Validators: This indicates the count of validators that are active at each logged 

timestamp. 

• Stopped Validators: This signifies the count of validators that had halted at each 

recorded timestamp. 
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1/2 

import requests 

import csv 

import time 

from web3 import Web3, HTTPProvider 

from web3.exceptions import TimeExhausted 

import sys 

 

# Connect to Ethereum node 

w3 = Web3(HTTPProvider("http://xx.xx.xx.xx:8545")) 

 

# Set private key 

private_key = 

"0x6fe8890c925cc7061e4682162077291891610bb6845441a2f0d35c

ee8f5e0edc" 

 

# Get the account's public address 

account_address = 

w3.eth.account.from_key(private_key).address 

 

# Set the recipient Ethereum address 

to_address = "0x603Fb8848aFF62f3955DEc4940C9976776Beb171" 

 

# Get the number of transactions to send from the user 

num_transactions = int(input("Enter the number of 

transactions: ")) 

 

# Open the CSV file and create a CSV writer 

with open("transactions_time.csv", "w", newline="") as 

file: 

    writer = csv.writer(file) 

    writer.writerow(["Transaction", "Timestamp", "Time", 

"Status"]) 
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Script 5.12: Python Script - Execute TXs in Ethereum Network 

2/2        

    for i in range(1, num_transactions + 1): 

        nonce = 

w3.eth.get_transaction_count(account_address) 

        txn = { 

            "to": to_address, 

            "value": w3.toWei(0.01, 'ether'),  # sending 

0.01 Ether 

            "gas": 2000000, 

            "gasPrice": Web3.toWei('50', 'gwei'), 

            "nonce": nonce, 

            "chainId": w3.eth.chain_id 

        } 

 

signed_txn = w3.eth.account.sign_transaction(txn, 

private_key) 

 

        # Attempt to send the transaction and handle 

potential Timeout error 

        try: 

            start_time = time.time() 

            txn_hash = 

w3.eth.send_raw_transaction(signed_txn.rawTransaction) 

            w3.eth.wait_for_transaction_receipt(txn_hash) 

            elapsed_time = time.time() - start_time 

            status = "Successful" 

        except (requests.exceptions.Timeout, 

TimeExhausted) as e: 

            print(f"Transaction {i} error: {str(e)} after 

{time.time() - start_time} seconds.") 

            elapsed_time = "Timeout" 

            status = "Failed" 

            continue 

 

        # Write the transaction number, timestamp, 

elapsed time, and status to the CSV file 

        writer.writerow([i, time.strftime("%Y-%m-%d 

%H:%M:%S", time.gmtime()), elapsed_time, status]) 

 

        print(f"Transaction {i} sent in {elapsed_time} 

seconds.") 

        sys.stdout.flush() 

        # Sleep for a while before sending the next 

transaction 

        time.sleep(1) 
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Script 5.13: Simulate Node Crash Scenario on Ethereum Network 

This procedure, as depicted in the sequence diagram of Figure 5.14, illustrates the 

simultaneous transactions and node crashes, enabled the researcher to closely observe and 

record the network's performance under node failure conditions. The figure outlines the process 

#!/bin/bash 

 

# Initialize csv file 

echo "Timestamp,RunningValidators,StoppedValidators" > 

validators.csv 

# List of validators 

validators=("hyperledger-besu-priv-net-validator1-1" 

"hyperledger-besu-priv-net-validator2-1" "hyperledger-besu-priv-

net-validator3-1" "hyperledger-besu-priv-net-validator4-1") 

stopped=() 

while true; do 

    if [ ${#validators[@]} -gt 3 ]; then 

        validator=${validators[$RANDOM % ${#validators[@]}]} 

        echo "Stopping $validator" 

        docker stop $validator 

        stopped+=($validator) 

        validators=(${validators[@]//$validator}) 

    fi 

    if (( RANDOM % 2 )) && [ ${#stopped[@]} -gt 0 ]; then 

        # Select a random number of validators to start 

        num_to_start=$(shuf -i 1-${#stopped[@]} -n 1) 

        echo "Starting $num_to_start validators" 

        for i in $(seq $num_to_start); do 

            # Select a random stopped validator to start 

            restartValidator=${stopped[$RANDOM % 

${#stopped[@]}]} 

 

            # Start the validator 

            echo "Starting $restartValidator" 

            docker start $restartValidator 

 

            # Check if the validator was successfully started 

            if [ $? -eq 0 ]; then 

                # Add it back to the validators array 

                validators+=($restartValidator) 

 

                # Remove it from the stopped validators array 

                stopped=(${stopped[@]//$restartValidator}) 

            fi 

        done 

    fi 

    timestamp=$(date +"%Y-%m-%d %H:%M:%S") 

    echo "$timestamp, ${#validators[@]}, ${#stopped[@]}" >> 

validators.csv 

    sleep 30 

done 
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of simulating transactions on the Ethereum network while intentionally causing node crashes. 

This controlled disruption enables the researcher to monitor the network's performance during 

these node failure conditions. Each transaction initiation and node crash are sequentially logged, 

providing a detailed account of the network's behavior under stress. The compiled data from 

this exercise is subsequently analyzed and visualized, offering a comprehensive evaluation of 

the Ethereum network's robustness. 

 

Figure 5.14: Simulating Node Crash Scenario on the Ethereum Network 

5.5.2.2.2 Empirical Data and Research Findings: Node Failure or Crash 

The simulation and concurrent monitoring of the Ethereum network during the node failure 

scenario yielded crucial data about the network's resilience and transaction performance under 

these conditions. The 'crash_nodes.csv' dataset captured the count of running and stopped 

validators at each timestamp. Over the course of the simulation, it showed a dynamic fluctuation 

in these counts due to the randomly induced node stops. The 'transactions_time_final.csv' 

dataset held records of each transaction, detailing the transaction number, the timestamp at 

which it occurred, the time taken for the transaction, and the final status of the transaction. 
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In the course of multiple simulations, a consistent trend emerged regarding the network’s 

behavior under node failure scenarios. After each induced node failure, the network exhibited a 

predictable recovery pattern, with transaction processing times eventually stabilizing after a 

period of increased failures and delays. This recurring pattern led the researcher to define the 

endpoint for each simulation once the network's performance reached a steady state post-

recovery. This 'endpoint' or cutoff point is chosen based on the observation that, after a certain 

point, the network consistently returned to its normal operational parameters, such as standard 

transaction processing times and success rates. By identifying this point of return to baseline 

functioning, the simulations can be halted at a moment where further repetition does not yield 

additional insights. This decision allows the researcher to focus on the immediate impacts of 

node failure and the subsequent recovery, thereby providing a comprehensive perspective on 

Ethereum's resilience and adaptability under such adverse conditions. 

On observing the trend in the 'crash_nodes.csv' data, it is clear that the Ethereum network 

showcased impressive resilience in the face of node failures. Despite the abrupt halting of 

validators, the network is able to maintain its functionality, underlining the inherent redundancy 

and robustness of decentralized blockchain protocols. The analysis of transaction data from 

'transactions_time_final.csv' yielded important insights into transaction performance under 

these conditions. As node failures increased, there is a notable effect on transaction times and 

success rates. It is observed that the rate of transaction failure and timeout events slightly 

increased during periods of high node failure, hinting at the network's strain under these 

conditions. However, the network still managed to process most of the transactions successfully, 

which testifies to Ethereum's robustness. 

The graphical representation of the data in Figure 5.15 and Figure 5.16 provided a 

straightforward yet comprehensive depiction of the network’s behavior during node failure. 

Figure 5.15’s plots graphically track the number of validators, capturing the network's resilience 

through the ebb and flow of active and inactive nodes. Figure 5.16’s scatter plot is particularly 

telling, as it correlates the node failures with increased transaction times and failures, offering a 

visual narrative of the network's stress response. The color-coding within this plot enhances the 

viewer's ability to quickly discern the status of transactions at a glance, efficiently 

communicating the resilience and recovery patterns of the Ethereum network during the 

simulation.
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Figure 5.15: Ethereum Node Crash Scenario - Validator status over time 
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Figure 5.16: Ethereum Node Crash Scenario - Transactions' Processing Time over Time
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5.5.3 Analysis and Discussion of Use case Two 

For this use case, the Ethereum network instantiated with the Besu client and underwent an 

evaluation with the proposed BBF. The aim is to understand Ethereum's behavior and resilience 

under two specific adverse scenarios: a double-spend attack and node failure/crash. Starting 

with the foundation, a private Ethereum network is methodically set up using the BBF and 

Hyperledger Besu, similar to the approach employed with the XRPL client in discussed in use 

case one. This structured setup ensured that the experiments are conducted under standardized 

conditions, allowing for accurate performance assessment. 

The double-spend attack simulation on Ethereum provided valuable insights into the 

robustness of Ethereum's CA. Similar to the XRPL client, which has mechanisms to guard 

against double-spend attacks, Ethereum also demonstrated its security measures against such 

actions. However, it's important to note that these findings should be seen as indicative rather 

than definitive, as blockchain security is a complex and multifaceted domain. The study 

revealed that Ethereum's CA plays an important role in maintaining transaction integrity, even 

under simulated attack conditions, suggesting its effectiveness in such scenarios without making 

absolute assertions about its invulnerability. 

The node failure/crash experiment revealed insights into Ethereum's adaptability and fault 

tolerance. Drawing parallels with the XRPL client's behavior under similar conditions, 

Ethereum demonstrated its decentralized architecture's strength. Even in the face of sudden node 

interruptions, Ethereum managed to sustain operational continuity. However, the changes in 

performance, like longer transaction times during major node disruptions, are similar to what is 

observed in the XRPL network. These observations highlight the challenges blockchain 

protocols face in ensuring consistent performance while maintaining decentralization. 

To sum up, similar to the XRPL scenario, the BBF played a pivotal role in the second use 

case. Its provision of a stable testing ground is instrumental in simulating various challenges 

and facilitated an in-depth analysis of Ethereum's operational capabilities. This underscores the 

BBF's significant value in blockchain research, emphasizing its contribution to consistent, 

reliable experimentation and analysis. 
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5.5.4 Use Case #2 - Research Hypotheses Testing 

An in-depth analysis of the performance characteristics and resilience of the Ethereum 

blockchain protocol is conducted using the BBF. The key outcomes from this application can 

be linked to the research hypotheses defined in Section 3.5: 

H1: 

Hypothesis H1 is supported by the findings which reveal that the BBF effectively 

evaluates the performance of existing CAs within the Ethereum network, underscoring 

its robust analytical capabilities. 

 

H2: 

The utilization of the BBF in assessing and evaluating the Ethereum blockchain 

supported H2, by revealing the importance of comprehensive tools, frameworks, and 

documentation in enhancing the performance analysis of blockchain protocols. 

 

H3: 

The accessibility and usability of the BBF, demonstrated by the seamless integration 

and use of the Ethereum blockchain, lent support to H3, emphasizing that improved 

accessibility can foster greater adoption and understanding of blockchain technology. 

This usability is facilitated through the BBF’s command line tool, serving as the 

access portal for users. 

 

H4: 

The BBF's ability to simulate real-world conditions for stress testing Ethereum's 

network performance confirmed H4, highlighting that frameworks closely mimicking 

real-world conditions yield more accurate and reliable assessments. 
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5.6 Comparative Analysis Across Use Cases 

5.6.1 Comparing Hypotheses Across Use Cases 

This section presents a comparative analysis of the research hypotheses as evaluated through 

the two use cases: the XRPL client and the Ethereum client. This analysis aims to highlight 

similarities and differences in the application of these hypotheses within each blockchain 

protocol, offering a detailed understanding of the BBF’s applicability and effectiveness. Table 

5.2 presents a side-by-side comparison of the findings related to each research hypothesis from 

the XRPL and Ethereum client studies, providing a clear visual representation of the outcomes 

for each hypothesis across the two use cases.
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Table 5.2: Research Hypotheses Comparative Analysis 

Hypothesis Description 
XRPL Client 

Findings 

Ethereum Client 

Findings 
Result 

H1: 

The development of a new blockchain CA that 

adequately balances decentralization, security, 

and scalability enhances the operational 

efficiency and security of blockchain 

applications. 

BBF analyzed the 

complexities of 

XRPL's CA. 

BBF analyzed the 

complexities of ETH’s 

CA. 

Supported 

H2 

The implementation of comprehensive tools, 

frameworks, and documentation significantly 

improve the assessment and performance of 

blockchain protocols. 

BBF indicated 

performance 

enhancement in 

XRPL client 

assessment. 

BBF improved 

performance analysis 

in Ethereum 

blockchain. 

Supported 

H3 

Enhancing the accessibility and usability of 

blockchain ecosystems, including seamless 

configuration, and bootstrapping of private 

blockchain protocols, encourage the adoption 

and understanding of blockchain technologies. 

 

BBF’s usability 

evidenced through its 

command line tool 

for XRPL client 

interaction. 

Usability of BBF via 

command line tool 

confirmed for 

Ethereum blockchain 

integration. 

Supported 
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H4 

Blockchain simulation frameworks that closely 

mimic real-world conditions provide more 

accurate and reliable performance assessment 

results than those based on theoretical 

assumptions. 

BBF's Byzantine fault 

simulations provided 

pragmatic 

assessments for 

XRPL. 

BBF effectively 

simulated real-world 

conditions in stress 

testing Ethereum's 

network. 

Supported 
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The BBF's ability to analyze different CAs (H1) in both blockchain clients shows its 

flexibility and precision. The differences in the impact of Byzantine faults on each client 

(observed in H4) underline the unique challenges and resilience of each blockchain's 

architecture. Additionally, the BBF's applicability and design, H3 is confirmed by its successful 

use across different blockchain environments, showing its potential as a standard tool in 

blockchain performance evaluation. These insights have practical implications in blockchain 

development and benchmarking, suggesting the BBF's suitability for broad application in 

diverse blockchain protocols. 

5.6.2 Comparing Model Key Metrics Across Use Cases 

This section extends the comparative analysis to key performance metrics in the two use 

cases: the Ethereum protocol with PoA and the XRPL protocol using the RPCA. This 

comparison highlights how the BBF measures and validates crucial aspects like latency, 

throughput, consensus time, and security under conditions like double-spend attacks and node 

failures. Table 5.3 compares the validation of key performance metrics in the Ethereum and 

XRPL use cases. Each metric is critical for assessing the efficiency and robustness of blockchain 

protocols. The table shows whether the BBF effectively validated each metric in each use case. 

Table 5.3: BBF Key Metrics Comparison Across Use Cases 

Metric/Aspect Description 

Validated in 

Ethereum (PoA) 

Use Case 

Validated in 

XRPL (RPCA) Use 

Case 

Latency 
Time for transaction 

confirmation. 

Yes, with noted 

increases during 

node failures. 

Yes, fluctuations 

observed during 

node failures. 

Throughput 

Transactions 

processed per time 

unit. 

Implied stable, based 

on operational 

continuity. 

Implied stable, based 

on operational 

continuity. 

Consensus Time 
Time to reach 

consensus. 

Implied effective, 

based on attack 

resilience. 

Implied effective, 

based on attack 

prevention. 
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Response to Double 

Spend Attack 

Ability to prevent 

double spend attacks. 

Yes, effective 

measures in 

simulations. 

Yes, significant 

resistance 

demonstrated. 

Node Failure/Crash 

Resilience 

Continuity in case of 

node 

failures/crashes. 

Yes, maintained 

operational 

continuity. 

Yes, showed 

resilience and fault 

tolerance. 

 

This analysis shows that both Ethereum and XRPL clients underwent thorough testing under 

various conditions, effectively validating several key metrics. While some metrics like latency 

and response to double-spend attacks are clearly confirmed in both cases, others like throughput 

and consensus time are more indirectly suggested by the overall resilience of the protocols. 

These findings highlight the BBF's capability to provide a comprehensive assessment of 

blockchain protocols and its flexibility in evaluating different architectures and CAs. This 

comparative overview not only validates the BBF as an effective tool for blockchain analysis 

but also deepens the understanding of the strengths and challenges of Ethereum's PoA and 

XRPL's RPCA, offering valuable insights for the further development and refinement of 

blockchain technologies and benchmarking tools. 

5.7 Theoretical Triangulation and Expert Consultation 

This thesis incorporates theoretical triangulation, as discussed in Section 4.5.3.1, to 

strengthen the empirical findings of this chapter. The study's results are cross-examined with 

existing theories and models in blockchain and benchmarking literature to evaluate consistency 

and to pinpoint areas of discrepancy. This comparison not only corroborates the empirical 

methods employed but also identifies potential directions for further research, contributing to 

the revision of the BBF. 

Engagement with specialists from the University Blockchain Research Initiative (UBRI) has 

been a consistent feature of the research process. This study benefitted from multiple discussions 

in which the progression and intended functionality of the BBF were presented to and critiqued 
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by these experts. Their input has been essential, providing a reciprocal and constructive platform 

for feedback. 

The modifications proposed in Chapter 6 bear the mark of these consultative sessions. The 

dialogue with UBRI experts has been crucial in revising the BBF, ensuring that it not only 

incorporates empirical evidence but also aligns with the broader scholarly dialogue in the 

blockchain domain.  

5.8 Conclusions 

The aim of this research is to design and test a BBF capable of assessing the performance 

metrics of diverse blockchain protocols under varied conditions. The aim is realized through 

rigorous research, wherein a set of metrics and evaluation methodologies are designed to 

provide an in-depth analysis of different blockchain clients. 

The BBF is tested with two distinct use cases: the XRPL client and Ethereum client each 

offering their own unique set of challenges and insights. In the case of XRPL, the researcher did 

not merely focus on its performance under standard operations. The BBF is employed to 

simulate Byzantine faults, specifically a double-spend attack and node failures, to gauge XRPL's 

resilience and performance under these adversarial conditions. The results showcased XRPL's 

robustness, particularly its ability to defend against double-spend attacks, reinforcing its 

potential as a reliable platform for transactions. With the second use case and Ethereum client, 

the BBF played a pivotal role in setting up a private Ethereum network, simulating a double-

spend attack, and inducing node crashes to evaluate its robustness. The Ethereum network, while 

displaying an inherent resilience against these scenarios, did show performance discrepancies, 

such as increased transaction latency during high node failures. This analysis demonstrated 

Ethereum's versatility as a platform for decentralized applications and its resilience against 

common Byzantine faults. 

Across both use case studies, the BBF proved effective and versatile. It is able to adapt to the 

unique requirements and characteristics of each blockchain client, producing insightful results 

that allowed for meaningful comparisons. The framework's strengths lie in its comprehensive 
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nature, capturing multiple facets of blockchain performance, including transaction times, 

network resilience, and the impact of varying conditions on performance. Furthermore, the 

framework can be easily adapted to assess other blockchain protocols, demonstrating its 

versatility and ease of use. 
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Chapter 6: Revised Blockchain Benchmarking Framework 

The first principle is that you must not 

fool yourself, and you are the easiest person to 

fool. 

----------------------------------------------------------- 

Richard Feynman (1918 – 1988) 

 

Summary 

 

Chapter 5 evaluates the proposed conceptual framework reported in Section 3.4 using a 

quantitative, positivism, deductive experimental research methodology as reported in Chapter 

4. XRPL and Ethereum are selected as the use case studies of this thesis, while Chapter 5 

assesses each network's performance, resilience, and response to a set of different conditions, 

such as double-spend attack and node failure or crash. Based on the findings of the previous 

chapter, Chapter 6 synthesizes insights from these use case studies to propose the Revised 

Blockchain Benchmarking Framework (RBBF). The chapter begins with an overview, laying 

the groundwork for a review of the findings from the framework's application to the two use 

case studies. Reflecting on both the successful outcomes and the challenges encountered, 

Chapter 6 proposes revisions of the initially proposed BBF. This revision aims to enhance the 

framework's efficiency and adaptability in diverse blockchain settings. The chapter concludes 

by summarizing the key findings, underscoring the role of the revised BBF in advancing the 

understanding of blockchain protocol performance.
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6.1 Introduction 

The dynamic and diverse nature of blockchain technology underscores the need for a robust 

and adaptable benchmarking framework. As explored in the literature review reported in 

Chapter 2, existing frameworks often fall short in addressing the complex characteristics of 

various blockchain protocols. Furthermore, there is a notable absence of a comprehensive tool 

or mechanism that could act as a decision-making tool, aiding in more informed and strategic 

evaluations of blockchain technologies. 

To address these challenges, this thesis proposes a conceptual model, detailed in Chapter 3, 

as a tool for validating the design decisions and technical specifications of blockchain protocols 

in an automated and methodological way. This framework is designed to encapsulate crucial 

stages and elements needed for a thorough evaluation of blockchain protocols. In Chapter 4, a 

suitable research methodology for this thesis was selected, opting for a positivism research 

stance and a quantitative experimental research strategy to test the BBF. 

In Chapter 5, the BBF underwent empirical evaluations involving two blockchain protocols, 

XRPL and Ethereum. These evaluations not only demonstrated the BBF’s practical applicability 

but also highlighted its effectiveness in providing insightful analyses of the performance and 

resilience of these blockchain clients. 

However, the insights gathered from these empirical evaluations indicated further 

complexities within the blockchain domain, necessitating additional refinement of the BBF. 

Consequently, Chapter 6 begins with a reflection on the lessons learned from these use case 

studies, as detailed in Section 6.2. Building on these insights, the chapter introduces the Revised 

Blockchain Benchmarking Framework (RBBF), outlined in Section 6.3. This revision 

incorporates modifications and enhancements to ensure that the framework remains relevant 

and effective in the landscape of blockchain technology. The chapter concludes with a synthesis 

of the key findings in Section 6.4. 
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6.2 Lessons Learned 

The investigation into the XRPL and Ethereum use cases offered vital insights regarding the 

BBF's application, as proposed in this thesis. Through the experimental approach, the researcher 

concentrated significant understanding about the framework's effectiveness, its suitability in 

different contexts, and areas where it might benefit from revision. A summary of the lessons 

learned from the use case studies follows: 

Lesson 1 - The BBF should be tailored to accommodate the specific attributes of different 

blockchain clients: The experiments in Chapter 5 demonstrated how the unique CAs of XRPL 

and Ethereum influenced their responses to Byzantine faults like double-spend attacks and node 

failures. The XRPL's resistance to double-spend attacks and Ethereum's resilience under node 

failure scenarios, as discussed in Sections 5.4.3 and 5.5.3 respectively, underscore the need for 

a BBF that can adapt to the unique characteristics of each blockchain client. 

Lesson 2 - Comprehensive benchmarking requires considering a range of factors, 

including smart contracts and transaction types: The analysis in both use cases highlighted 

the importance of considering diverse metrics beyond TPS or latency. For instance, the impact 

of smart contracts and different transaction types on Ethereum's performance, as discussed in 

Section 5.5.3, calls for a more comprehensive benchmarking approach that accounts for various 

functional aspects of blockchain protocols. 

Lesson 3 - The BBF should accommodate various transaction submission methods, 

reflecting their significant impact on blockchain performance: As discussed in Section 

5.4.2.1.1 and Section 5.5.2.1.1, different transaction submission methods and their impact on 

blockchain performance are evident in the evaluations of both XRPL and Ethereum. The need 

for the BBF to accommodate varied transaction strategies is critical, as demonstrated in both 

use case studies. 

Lesson 4 - Advanced stress testing, is essential to reveal blockchain systems' robustness 

and resilience: The importance of advanced stress testing methods is highlighted by the node 

failure scenarios in both XRPL and Ethereum analyses. These tests, as elaborated in Sections 
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5.4.3 and 5.5.3, reveal the systems' robustness and resilience, suggesting that the BBF should 

incorporate more detailed stress testing approaches. 

Lesson 5 - The BBF needs to capture a broad range of performance-affecting factors: The 

detailed performance analyses in both use cases, especially regarding network latency and 

transaction processing under stress, emphasize the need for the BBF to capture a broad spectrum 

of performance-affecting factors, as demonstrated in Sections 5.4.3 and 5.5.3. 

Lesson 6 - Empirical evaluations of blockchain protocols guide decision-making more 

effectively than theoretical assumptions: The empirical evaluations in both use cases 

illustrated how a well-designed benchmarking framework can guide decision-making, 

especially in selecting and deploying suitable blockchain protocols based on empirical data 

rather than theoretical assumptions. 

6.3 The Revised Blockchain Benchmarking Framework 

Drawing from the empirical examination of the XRPL and Ethereum use cases, the researcher 

identified key lessons and insights. These serve as the basis for modifications and revisions to 

the BBF proposed in Chapter 3. In light of the lessons learned discussed in Section 6.2 and their 

direct implications for each architectural layer of the BBF- as detailed in Table 6.1 - this section 

introduces detailed revisions for the proposed revised BBF. These revisions, spanning Sections 

6.3.1 – 6.3.5, aim to enhance the framework’s applicability towards the aim of this thesis. 
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Table 6.1: Alignment of Lessons Learned with BBF’s three-layer Architecture 

Layer Lessons Learned 

Infrastructure Layer 

Lesson 1: Emphasizes the need for BBF's flexibility to 

adapt to diverse blockchain characteristics, as shown in the 

distinct CAs of XRPL and Ethereum. 

Execution Layer 

Lesson 2: Highlights the importance of a comprehensive 

approach to evaluate blockchain features beyond basic 

metrics.  

Lesson 3: Demonstrates the significant impact of different 

transaction submission methods on blockchain 

performance. 

Execution Layer 

Lesson 4: Indicates the necessity for advanced, protocol-

specific stress testing methods, as revealed by the varied 

responses of XRPL and Ethereum under stress. 

Visualization Layer 

Lesson 5: Calls for a wide-ranging inclusion of 

performance factors to ensure a thorough benchmarking 

process. 

Visualization Layer 

Lesson 6: Illustrates how a well-designed BBF can guide 

decision-making by providing empirical data for selecting 

appropriate blockchain protocols. 
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Table 6.1 establishes a direct link between the architectural layers of the BBF and the 

empirical lessons derived from the examination of the XRPL and Ethereum use cases. This 

alignment allows a systematic framework for the next sections, whereby particular revisions to 

the BBF are outlined. Sections 6.3.1 through 6.3.5 analyze these revisions, outlining specific 

enhancements guided by these empirical findings. Consequently, this process results in the 

introduction of the revised BBF, as depicted in Figure 6.1, which illustrates a more 

comprehensive version of the initially proposed BBF, and the architectural enhancements 

discussed in detail in the forthcoming sections. 

 

Figure 6.1: Revised Conceptual BBF 
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6.3.1 Execution Layer 

6.3.1.1 Revised Monitoring System Capabilities  

The necessity for flexibility and adaptability in the benchmarking framework, as Lesson 1 

highlights, has led to the proposal of significant enhancements in the BBF’s Monitoring System 

(MS). The proposed revised MS includes a suite of advanced data visualization tools that would 

aid in the interpretation of the benchmarking outcomes. 

Proposed changes: The design of the visual analytics layer is proposed to be more intuitive 

and interactive. Users would be able to adjust settings in real-time and understand the 

implications of these adjustments on benchmarking outcomes. This would be facilitated using 

dynamic graphs, heatmaps, and other visual aids that present complex blockchain data in an 

easily understandable format. Furthermore, the interface would allow users to customize their 

view and focus on specific aspects of the data, enhancing the user's ability to interpret and 

interact with the information. 

Examples: For instance, a user would be able to interact with the impact of transaction load 

on network performance through a simple slider interface and observe the effects in real-time 

on a dynamic graph. The graphs – as would be depicted in Figure 6.2 and Figure 6.3 - would 

display key performance metrics such as TPS, latency, and network resilience, clearly 

illustrating the impact of the transaction load. 

Implications of proposed changes: These proposed changes would enhance the 

accessibility and usability of the BBF, empowering users to interact effectively with the system 

and gain deeper insights into blockchain performance. As such, the RBBF MS aims to support 

more informed decision-making processes, catering to both technical and non-technical users.  
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Figure 6.2: Enhanced Visual Analytics Layer of RBBF – Part A 

Figure 6.2 illustrates the enhanced visual analytics layer, showcasing the sophisticated data visualization capabilities proposed 

for the RBBF. It features dynamic graphs that provide real-time insights into disk I/O performance and network traffic, enabling 

users to immediately grasp the impact of different benchmarking scenarios on system resources. 
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Figure 6.3: Enhanced Visual Analytics Layer of RBBF - Part B 
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Figure 6.3 offers a comprehensive view of the system's performance, with detailed 

visualizations of CPU usage, memory allocation, block processing, and transaction pool metrics. 

It demonstrates the RBBF's proposed ability to monitor and analyze complex interactions within 

the blockchain environment, facilitating an in-depth understanding of protocol behavior under 

various load conditions.  

6.3.1.2 Flexibility and Precision in Performance Testing 

Considering Lessons 3 and 4, it is proposed to enhance the execution layer of the BBF. The 

proposed changes focus on accommodating different transaction submission approaches and 

diverse data types, recognizing their substantial impact on blockchain performance, as identified 

in the empirical evaluations of Section 5.4 and Section 5.5. 

Proposed changes: The Benchmarking Engine (BE), a key component of the execution 

layer, would include a more flexible and comprehensive suite of tools for transaction 

submission, aligning with Lesson 3’s emphasis on the impact of transaction strategies. This 

would enable testing under various real-world scenarios. Additionally, the BE is proposed to 

feature options for handling diverse data types – as illustrated in  Figure 6.4, – reflecting Lesson 

5’s call for a broad range of performance factors. The MS is also planned to undergo a redesign, 

making it more dynamic for efficient data storage, access, and visualization. 

Examples: The revised BE would simulate both uniform and non-uniform transaction 

submission rates, addressing Lesson 3 by reflecting varied real-world conditions. It could also 

test the impact of different data types, like value transfers or smart contracts, on network 

performance, offering insights aligned with Lesson 5. 

Implications of proposed changes: These proposed enhancements aim to provide a more 

accurate and comprehensive evaluation of blockchain protocols. By enabling a more detailed 

analysis, the framework would enhance users' understanding of blockchain performance under 

different conditions, facilitating more informed decision-making, in line with Lesson 6.  
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Figure 6.4: Updated execution layer of RBBF 

6.3.1.3 Broadening the Evaluative Scope of BBF 

The architectural components of the BBF are proposed to be revised in response to insights 

from Lessons 2 and 5. The RBBF is planned to expand beyond standard metrics such as 

Transactions Per Second (TPS) and latency, incorporating evaluations of blockchain-specific 

features like smart contract functionality and network latency, as well as other distinct 

characteristics particular to each blockchain protocol. These enhancements aim to ensure a more 

comprehensive evaluation of different blockchain clients. 

Proposed changes: The changes to the architectural components of the BBF include the 

addition of new metrics and the enhancement of existing ones to achieve greater precision. For 

instance, the RBBF includes proposed metrics for evaluating the performance of smart 

contracts, recognizing their increasing importance in blockchain systems like Ethereum. It also 

includes proposed metrics for evaluating network latency, which is identified as a critical factor 

in the performance of blockchain protocols. Moreover, users would be able to include custom 

metrics by developing custom metrics exporters compatible with the monitoring system. The 

corresponding updates on the RBBF are depicted in Figure 6.5. This figure visualizes the 

RBBF's enhanced architecture, showing the integration of custom metrics exporters like the 

Smart Contract Metrics Exporter, which feeds into a monitoring system composed of Grafana 

and Prometheus. It illustrates the flow from custom and standard metric exporters to the 
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Prometheus Monitoring Server and then to Grafana for visualization, underlining the 

framework's capacity for extensive and adaptable performance analysis. 

 

Figure 6.5: RBBF's Enhanced Architecture with Custom Metrics Integration 

Examples: For example, the revised framework would now be able to evaluate the time it 

takes to execute a smart contract on Ethereum, considering factors like gas costs and network 

congestion. Similarly, it could assess the impact of network latency on the performance of 

XRPL, considering factors like the number of nodes and their geographical distribution. 

Implications of proposed changes: These enhancements allow the BBF to support a wider 

spectrum of blockchain protocols, thereby aiding users in making informed decisions about the 

selection and utilization of different blockchain clients. Moreover, by introducing the capability 

to incorporate and analyze custom metrics, such as those for smart contract performance, the 

framework opens up new avenues for empirical research. It encourages detailed investigation 

into how specific blockchain features can influence overall system performance, potentially 

driving innovation in blockchain technology optimization and application. 
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6.3.2 Infrastructure Layer 

6.3.2.1 Streamlining for Efficiency and Scalability 

The infrastructure layer of the BBF is proposed to be streamlined to better accommodate the 

diverse nature of blockchain protocols, as highlighted in Lesson 6. The proposed modifications 

to this layer aim to simplify the configuration and deployment of different blockchain protocols, 

thereby reducing the time and effort required to set up benchmarking tests. 

Proposed changes: The infrastructure layer is envisioned to undergo a redesign to facilitate 

a smoother deployment of different blockchain clients. This redesign includes the integration of 

pre-configured templates for common blockchain configurations, simplifying the initial setup 

process for various blockchain clients. Furthermore, the interface for custom configurations is 

proposed to be more user-friendly, enhancing ease of use for a broader range of users. 

Additionally, the implementation of automated scripts for deploying and dismantling test 

networks is planned to streamline the overall process, reducing the technical overhead for users 

of the BBF. These enhancements would contribute significantly to the ease of managing and 

executing benchmarking tests, reflecting the updated architecture of the RBBF as depicted in 

Figure 6.6. The architecture illustrated in Figure 6.6 provides a visual representation of these 

enhancements to the infrastructure layer. It depicts the interconnectivity between the pre-

configured templates, the user-friendly configuration interfaces, and the automated scripting 

processes, all designed to streamline the deployment of blockchain networks. This figure also 

emphasizes the modular design of the RBBF, showcasing how each component of the 

infrastructure layer contributes to a cohesive benchmarking environment that can be easily 

adapted to various blockchain protocols and testing scenarios. 
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Figure 6.6: RBBF Proposed Revised Architecture 
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Examples: For instance, the infrastructure layer could handle the deployment of both public 

and private blockchain protocols, accommodating different CAs and network sizes. It would 

also allow for the configuration of various parameters such as block size, transaction rate, and 

network latency, providing a more realistic testing environment that aligns with real-world 

conditions. 

Implications of proposed changes: The updates introduced in the infrastructure layer aim 

to enable the BBF to accommodate a broader range of blockchain clients, reflecting their unique 

characteristics and attributes. By simplifying the configuration and deployment process, the 

framework reduces the barrier to entry for users who wish to benchmark different blockchain 

protocols. This, in turn, can contribute to a more widespread and informed use of blockchain 

technology. 

6.3.3 Visualization Layer 

6.3.3.1 Graphical User Interface: A Redesign for Enhanced User Experience 

The proposed enhancements to the GUI in this chapter are a continuation of the BBF's 

developmental journey. They are built upon the foundational ideas presented in Chapter 3 and 

are directly informed by the empirical insights and user interactions observed during the testing 

phase detailed in Chapter 5. The GUI of the RBBF is proposed to be significantly redesigned, 

leveraging modern web technologies, and adhering to material design principles, aligning 

closely with updated Lesson 5, which emphasizes the importance of user experience and ease 

of use for the effective adoption and utilization of blockchain benchmarking tools. 

Detailed changes: The GUI will continue to be divided into modules such as the dashboard, 

users’ section, testing and benchmarking, and monitoring system. However, each of these 

modules is proposed to be improved for better usability and extended applicability. For example, 

the dashboard is envisioned to provide a more comprehensive overview of the benchmarking 

results, displaying key metrics in an easy-to-understand format. The testing and benchmarking 

module includes advanced features proposed for configuring and running benchmarks, making 

it easier for users to tailor the benchmarking process to their specific needs. These enhancements 

are to be depicted in Figure 6.7. 
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Figure 6.7: Proposed Revision for the GUI of RBBF
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Examples: Specifically, within the RBBF, the MS module, to be integrated into the GUI, 

would provide real-time visualization of key performance indicators. This functionality would 

enable users to precisely measure and understand transaction finality, system throughput under 

varying loads, and the impact of network latency on transaction propagation. Real-time data 

visualization would also assist in promptly identifying and diagnosing system bottlenecks or 

performance degradation during benchmark execution. 

Implications of proposed changes: The proposed enhancements to the GUI would not only 

improve the overall user experience but also make the BBF more accessible. For instance, the 

GUI would be designed to simplify the process of initiating and monitoring benchmark tests by 

abstracting the complexities of blockchain metrics collection and analysis. By providing 

straightforward mechanisms to initiate benchmarks and interpret results, the updated GUI would 

facilitate a more inclusive user engagement, extending the RBBF's reach to include a diverse 

range of users, from blockchain developers who may leverage the system for performance 

tuning to organizational decision-makers who require clarity on blockchain technology's 

viability for their specific use cases. 

6.4 Conclusions 

This chapter focuses on the analysis of findings from the application of the BBF to the XRPL 

and Ethereum use cases, leveraging these insights to propose enhancements for the framework. 

The lessons learned, as outlined in Section 6.2, inform the identification of both the strengths 

and areas for improvement in the BBF’s application to real-world blockchain clients, 

highlighting the necessity for an adaptable and dynamic benchmarking tool. 

The RBBF, as detailed in Section 6.3, encompasses proposed revisions that aim to elevate its 

functionality and relevance across various blockchain settings. The RBBF would feature an 

advanced visual analytics layer for more effective data interpretation, a refined execution layer 

for flexible benchmarking, an optimized infrastructure layer for simplified setup, and 

augmented architectural components that expand its evaluative scope. In addition, the user 
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interface is proposed to be redesigned for greater usability, making it accessible to a wider 

audience, including those without extensive technical expertise in blockchain technology. 

The proposed revisions to the BBF address the immediate findings from the use case studies 

and also set a foundation for the ongoing development of blockchain benchmarking tools. The 

RBBF stands as a proposed robust, adaptable, and inclusive framework, poised to make a 

significant contribution to the field of blockchain technology. It is expected to support 

comparison and evaluation of diverse blockchain protocols, aiding stakeholders in making 

informed decisions about the adoption and implementation of blockchain systems as well as 

validating the design decisions of different blockchain clients. In essence, this chapter 

consolidates the research journey, showcasing how empirical findings catalyze the evolution of 

a benchmarking framework to meet the current and future demands of blockchain technology. 

To this end, it is worth nothing that the revised BBF needs to be tested in the practical arena 

before adopted. 
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Chapter 7: Novel Contribution and Future Work 

The only limit to our realization of 

tomorrow will be our doubts of today. 

------------------------------------------------------- 

Franklin D. Roosevelt (1882 - 1945) 

 

Summary 

Chapter 7 concludes the research presented in this thesis, highlighting its achievements, 

contributions, and potential areas for future work. Section 7.1 provides an overview of the thesis, 

integrating insights from both the literature and the empirical studies. Section 7.2 assesses the 

fulfillment of the thesis's objectives, while Section 7.3 presents the main findings, notably the 

practical refinement of the BBF informed by two use case studies involving blockchain 

protocols such as the XRPL and Ethereum's Besu client. The contributions of this research are 

discussed in Section 7.4 while Section 7.5 addresses the research limitations, providing context 

for the interpretation of results, with a particular focus on the evaluation of blockchain 

performance metrics. This thesis concludes with Section 7.6, where the researcher discusses 

future research directions, highlighting avenues for advancing different blockchain 

benchmarking methodologies.
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7.1 Research Overview 

This thesis focuses on the development and validation of a BBF, with an emphasis on 

analyzing XRPL and Ethereum, two prominent blockchain protocols. Chapter 1 sets the stage 

for the entire thesis, introducing the research problem by highlighting the critical impact of CAs 

on blockchain’s functionality. Furthermore, Chapter 1 outlines the research aim and objectives, 

which center on understanding the influence of CAs on blockchain performance and the 

development of a robust benchmarking framework.  

In Chapter 2, a systematic literature review surrounds blockchain technology, CAs, and 

existing benchmarking methods is conducted. This review highlights the need for a robust and 

adaptable framework for blockchain benchmarking, as summarized in Figure 2.3 . Based on 

these findings, an initial BBF is developed. Chapter 3 maps the development of the BBF with 

the research goals outlined in Chapter 1. The BBF is designed to assess the performance and 

robustness of different blockchain technologies, with key performance indicators such as 

transaction speed, scalability, security, decentralization, and sustainability. The BBF's 

construction and the role of these components are detailed in Section 3.5. 

In Chapter 4, the research methodology is described and justified. The experimental research 

strategy is identified as the most suitable approach to test the BBF, with XRPL and Ethereum 

serving as the use case studies. The BBF is put to the test in Chapter 5, where it is applied to the 

XRPL and Ethereum use cases. The results of this application, as detailed in Sections 5.2 and 

5.3 respectively, provide valuable insights into the strengths and weaknesses of each blockchain 

technology, as well as the applicability and limitations of the BBF itself. 

Chapter 6 focuses on the interpretation of the use case findings and the revision process of 

the BBF. Based on the lessons learned from the use case studies, the BBF is revised and 

improved to form the revised version of the initially proposed BBF. The revised framework 

addresses the limitations of the original BBF and provides a more robust and dynamic tool for 

benchmarking blockchain protocols. The revised BBF contributes to the body of knowledge by 

providing a comprehensive framework for benchmarking blockchain protocols. 
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7.2 Meeting the Objectives of this Thesis 

To realize the aim of this thesis, specific objectives are set out in Chapter 1 and have been 

systematically addressed in the subsequent chapters. These objectives are itemized in Table 7.1 

and are further discussed in the following paragraphs: 

Table 7.1: Meeting the Objectives of this Dissertation. 

Objective Chapter Chapter Element 

Objective 1: To conduct a 

systematic literature 

regarding the performance of 

blockchain CAs. 

Chapter 2 
Systematic Literature Review 

(SLR) 

Objective 2: To design and 

implement a conceptual 

framework for measuring the 

performance of the CAs. 

Chapter 3 Proposed Conceptual BBF 

Objective 3: To evaluate the 

proposed conceptual 

framework. 

Chapter 4, Chapter 5 

& Chapter 6 

Research Methodology, Empirical 

Data and Revision of the BBF  

Objective 4: To extrapolate 

conclusions and provide 

novel contributions regarding 

the performance of 

blockchain CAs. 

Chapter 7 
Novel Contribution and Future 

Work 
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• Objective 1: To conduct a systematic literature review regarding the performance of 

blockchain CAs. 

A systematic literature review is conducted to gain a comprehensive understanding of 

performance evaluation methods for blockchain CAs, as presented in Chapter 2. This review 

analyzes the existing literature and identifies challenges in assessing the performance of CAs. 

It reveals a research gap regarding the lack of a standardized and adaptable benchmarking 

framework that can evaluate blockchain CAs, guiding the development of the proposed BBF 

discussed in Chapter 3. This finding lays the foundation for the thesis's aim, as this is defined in 

Section 1.2.1, to create a framework that not only benchmarks the performance of CAs but also 

validates their design decisions in the context of different blockchain protocols. 

• Objective 2: To design and implement a conceptual model for measuring the 

performance of the CAs. 

Grounded on the findings from the literature review, a BBF is developed as this is described in 

Section 3.4. This framework is designed and developed to fill the gap identified in the literature, 

offering a novel way to assess the performance of blockchain CAs and thus the blockchain 

protocol itself. The BBF is presented and explained in Chapter 3, outlining its components and 

architecture. 

• Objective 3: To evaluate the proposed conceptual model. 

A research methodology –Chapter 4-, is employed to test and validate the BBF, employing a 

quantitative, experimental strategy that aligns with the thesis's positivist stance. This approach 

ensures a systematic evaluation of the proposed framework. The BBF undergoes a 

comprehensive examination in Chapter 5 through its application to the blockchain protocols of 

XRPL and Ethereum, outlined in Sections 5.4 and 5.5. The outcome of these use case studies 

provides critical insights into the operational efficacy and versatility of the BBF, demonstrating 

its ability to assess and differentiate the performance of blockchain protocols based on their 

consensus algorithms.  

• Objective 4: To extrapolate conclusions and provide novel contributions regarding the 

performance of blockchain CAs. 
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The insights gathered from the BBF's application to XRPL and Ethereum, as presented in 

Chapter 5, inform the theoretical development of the revised BBF outlined in Chapter 6. This 

thesis proposes a set of enhancements for the BBF, anticipating a holistic approach to 

benchmarking blockchain CAs. Although the revised BBF remains untested within the scope of 

this thesis, it constitutes a significant theoretical contribution to the field, proposing a framework 

designed to overcome the challenges identified in the empirical analysis. The revised BBF is 

poised to provide a robust tool for future empirical validation and benchmarking of blockchain 

protocols, reflecting a deepened understanding of the dynamics of blockchain CAs. 

7.3 Main Findings 

This research aimed to develop and validate a BBF for evaluating and comparing different 

blockchain protocols. Two significant blockchain protocols, XRPL and Ethereum, are used as 

use case studies to test the BBF. The main findings of this experimental research are as follows: 

Finding 1 

Building upon the blockchain trilemma, which outlines the challenges of 

achieving decentralization, security, and scalability simultaneously, the 

literature review conducted in this thesis (Chapter 2, Sections 2.4 to 2.4.1) 

reveals that current CAs often struggle to uniformly address these three 

aspects. While many CAs aim to balance these challenges, the literature 

review reveals that a universally applicable solution excelling in all three 

aspects remains elusive. This finding, discussed in the context of existing 

blockchain CAs, underscores the ongoing need for research and innovation 

in developing CAs that can more effectively harmonize these critical 

features. 

 

Finding 2 

Grounded on the review of the normative literature, identified significant 

gaps between the theoretical advantages of blockchain technology and its 

practical implementation challenges are identified. Despite the enthusiasm 

surrounding blockchain's potential for mainstream adoption, technical 
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issues among others like stability, operational efficiency, and security 

require further advancement. Scalability remains a critical challenge, as 

detailed in the comparative analysis of CA properties in Table 2.4. 

 

Finding 3 

The literature review, as conducted in Chapter 2, reveals a gap in the 

availability of comprehensive benchmarking tools for blockchain 

protocols, a point also underscored in Observation C of Section 2.4. This 

gap highlights a broadly acknowledged need for advanced benchmarking 

tools to address the current limitations in evaluating blockchain 

performance. The scarcity of such tools, along with the lack of complete 

frameworks and thorough documentation, is emphasized as a critical 

barrier to the effective assessment and analysis of blockchain protocol 

performance. 

 

Finding 4 

The application of the BBF to the XRPL and Ethereum use cases, as 

detailed in Chapters 5.4 and 5.5, confirms its effectiveness in assessing the 

performance of blockchain protocols. Its strengths lie in its comprehensive 

consideration of key performance indicators such as transaction speed, 

scalability, security, decentralization, and sustainability. The effectiveness 

of the BBF in capturing these performance metrics is further supported by 

the data presented in Table 5.3, which provides a detailed comparison of 

these key indicators across the two blockchain protocols. 

 

Finding 5 

The use case studies conducted on XRPL and Ethereum, as detailed in 

Sections 5.4 and 5.5, provide valuable insights into the strengths and 

weaknesses of each blockchain client. For instance, XRPL demonstrated 

superior transaction speed (Section 5.4.2.1.2), while Ethereum showcased 

greater decentralization (Section 5.5.2.1.2). These findings illustrate the 

trade-offs inherent in blockchain design and emphasize the importance of 
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aligning the choice of blockchain technology with specific use-case 

requirements. 

 

Finding 6 

The research conducted in this thesis highlights the significant impact of 

CAs on the performance of blockchain protocols. The distinct differences 

in the CAs of XRPL (RPCA) and Ethereum (PoA), as examined in 

Sections 5.4.2.1 and 5.5.2.1, are found to significantly influence their 

performances in various aspects. This finding underscores the pivotal role 

of CAs in determining the efficiency and effectiveness of blockchain 

networks. 

 

Finding 7 

The empirical outcomes, as those are derived from Chapter 5, led to the 

identification of Lessons learned described in Chapter 6. The lessons 

learned highlighted the need for revisions to the initially proposed BBF. 

Finding 8 

The revised BBF, as proposed in Chapter 6, is shown to be a valuable tool 

for various stakeholders in the blockchain industry. It can aid developers 

in optimizing blockchain design, help investors make informed decisions, 

and assist regulators in understanding and assessing blockchain protocols. 

This utility of the revised BBF across different areas of blockchain 

development and deployment showcases its potential as a comprehensive 

tool for the blockchain community. 

7.4 Novel Contribution 

This thesis enriches the body of knowledge in blockchain protocols by presenting the revised 

BBF as its main theoretical contribution. The revised BBF is proposed as a versatile and robust 

tool, aiming to advance the framework for the practical assessment of blockchain technologies 

and contribute to the academic dialogue surrounding their evaluation. The novelties stemming 

from this research are systematically elaborated within this section, emphasizing the BBF's 

potential impact on the discipline. 



 

179 

 

 

Novelty 1: The Evolution 

and Adaptability of the 

BBF 

The development of the BBF and its subsequent revision into 

the revised BBF represent significant advancements in the 

field of blockchain benchmarking. These improvements, 

specifically designed to address the limitations observed 

during the XRPL and Ethereum use cases, contribute to the 

framework's robustness and dynamism. Additionally, the 

BBF's adaptability is a crucial feature, considering the rapid 

technological advancements in blockchain protocols. This 

adaptability positions the BBF as an appropriate tool for the 

assessment of a diverse and evolving range of blockchain 

clients, making it a theoretically evolved tool for 

benchmarking blockchain protocols. 

 

Novelty 2: Innovative 

Comparative Use Case 

Approach in Blockchain 

Benchmarking with the 

BBF 

The development of an approach that integrates comparative 

use cases, as illustrated through the application of the BBF 

to XRPL and Ethereum in Chapters 5.4 and 5.5, serves as a 

foundational method for future benchmarking endeavors. 

This approach demonstrates how different blockchain 

protocols can be evaluated under a unified framework, 

providing insights into their respective strengths and 

weaknesses. The inclusion of these comparative use cases 

enriches the benchmarking process and offers a model for 

future empirical evaluations in the field. 

 

Novelty 3: Comprehensive 

Review and Analysis of 

The thesis provides an extensive review and critical analysis 

of blockchain protocols and benchmarking techniques, 

addressing the gap in existing scientific literature. This 
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Blockchain Protocols and 

Benchmarking Techniques 

examination is not only confined to the literature review in 

Chapter 2 but also extends to Appendix III, where a detailed 

background on blockchain technology is presented, 

alongside a critical analysis of various blockchain CAs. This 

exploration contributes to the academic understanding of 

blockchain technologies and benchmarking methods, filling 

a notable gap of the literature.  

  

Novelty 4: Introducing a 

Multi-dimensional 

Perspective for Assessing 

Blockchain Protocols 

A perspective in blockchain protocol assessment is 

suggested, emphasizing the critical evaluation of transaction 

speed, scalability, security, decentralization, and 

sustainability, thereby enriching the body of knowledge 

within the thesis’s domain. 

  

Novelty 5: Enhancing the 

Blockchain Benchmarking 

Process - Streamlining and 

Expanding Capabilities 

The thesis proposes a set of enhancements to the blockchain 

benchmarking process, as detailed in Chapter 3, Section 3.3. 

These enhancements aim to streamline the benchmarking 

process for various blockchain protocols by increasing the 

number of supported blockchains, introducing a 

methodology to simplify the integration of new protocols, 

expanding the range of monitored metrics, and focusing on 

real benchmarking scenarios. Furthermore, the proposed 

BBF includes a dynamic monitoring system to facilitate easy 

storage, access, and visualization of data. These 

improvements, illustrated in Figure 3.2, reduce technical 

barriers and simplify the benchmarking process, making it 

more accessible and applicable to a wider audience, 

including newcomers and non-experts to the blockchain 

field. 
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7.5 Research Limitations 

Despite the significant contributions and findings of this research, acknowledging certain 

limitations encountered during the study is important. The research limitations of this thesis are 

as follows: 

Limitation 1: Need for Wider 

Testing Across Various 

Blockchain Protocols with the 

BBF and RBBF 

A larger sample of diverse blockchain protocols need to be 

tested using the BBF and RBBF. Also, the RBBF should 

be tested on the same use cases as the BBF (XRPL and 

Ethereum).  

 

Limitation 2: Limitations in 

Generalizing Findings from 

XRPL and Ethereum to All 

Blockchain Protocols 

The focus on two blockchain protocols, XRPL and 

Ethereum, to test and refine the BBF, offered valuable 

insights, yet these findings may not fully extend to all 

blockchain protocols. Each blockchain platform features 

distinct characteristics and constraints that might not be 

comprehensively addressed by the RBBF. For example, 

empirical evaluations of the XRPL client centered on 

specific types of Byzantine faults like double-spend 

attacks and node failures, which do not represent the full 

spectrum of potential issues in blockchain protocols. 

Similarly, the insights from the Ethereum client's analysis, 

conducted in a private network setting, may not directly 

translate to the behavior of Ethereum's public network. 

 

Limitation 3: Context-Specific 

Insights - The Constraint of 

Focusing Solely on XRPL and 

Ethereum Use Cases 

The research strategy, focusing on comparative use case 

studies of XRPL and Ethereum, provided in-depth insights 

but may also limit the broader applicability of the findings. 

These results are context-specific and may not be entirely 

applicable to other blockchain protocols. 
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Limitation 4: Challenges in 

Keeping Pace with the Rapid 

Evolution of Blockchain 

Technology in Benchmarking 

The rapidly evolving nature of blockchain technology 

presents a challenge for benchmarking frameworks like 

the RBBF, which, despite its adaptability, may need 

continuous updates to account for advancements in the 

field. The experimental setup in Ethereum, with a limited 

number of validator nodes, might not fully represent the 

complexities of larger, operational networks. 

 

Limitation 5: Constraints of 

Limited Scale Simulations in 

Reflecting Real-World 

Network Dynamics 

The scale of simulations in both the XRPL and Ethereum 

use cases, including the number of transactions and nodes, 

is limited to manageable levels. This may not fully reflect 

the dynamics and scalability challenges of larger real-

world networks. This aspect underlines the need for future 

iterations of the RBBF to incorporate a wider range of 

network conditions for enhanced reliability and 

applicability. 

 

However, these limitations as discussed in Section 7.6 present opportunities for future 

research. They underline areas where the RBBF can be expanded and adapted to a broader range 

of blockchain environments. 

7.6 Future Research Work 

The limitations identified in the previous section open numerous avenues for future research to 

enhance the understanding and applicability of the BBF. 

Applying the BBF to a broader range of blockchain protocols would provide more diverse data 

for validation and refinement. This approach not only enriches the understanding of different 

blockchain protocols' performance and characteristics but also tests the revised BBF’s 

adaptability. For instance, extending the empirical evaluation to encompass a wider variety of 
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Byzantine faults, especially in the context of the XRPL client, could offer a more comprehensive 

picture of its robustness. Similarly, replicating experiments on public Ethereum networks or 

larger private networks would give a clearer understanding of Ethereum's performance under 

various conditions. 

Considering the dynamic and rapidly evolving nature of blockchain protocols, regular updates 

and revisions to the revised BBF will be necessary. Monitoring developments in the blockchain 

space and assessing their implications for the BBF is crucial. This could involve incorporating 

new benchmarking tests or modifying existing ones to account for new features, improvements, 

or trends in blockchain technology. Exploring the integration of machine learning techniques 

within the BBF to predict and mitigate Byzantine faults in real-time, based on empirical data, 

could be another promising area of exploration. 

Future research could also explore the impact of external factors, such as regulatory changes or 

economic conditions, on blockchain performance. This involves broadening the scope of the 

BBF to include these contextual factors for a more comprehensive understanding of blockchain 

performance. 

Additionally, increasing the complexity and scale of experiments, such as testing with a greater 

number of nodes or different node configurations, would provide insights into scalability and 

fault tolerance capabilities of different blockchain protocols. This is particularly relevant for 

understanding the resilience of Ethereum and other blockchain platforms to various adversarial 

conditions. 

Moreover, the integration with other blockchain clients for comparative studies would enhance 

the understanding of performance differences across various blockchain technologies. This 

aligns with the need to adapt and refine the BBF for a wider array of blockchain protocols, 

considering the distinct needs of various blockchain architectures and their consensus 

algorithms. 

Lastly, alternative research strategies or methodologies, such as longitudinal design or mixed-

methods approaches, could be explored to address the limitations of the experimental strategy 
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used in this study. These methods could combine quantitative benchmarking with qualitative 

analysis for a more holistic understanding of different blockchain protocols. 

In conclusion, while notable progress has been achieved in developing benchmarking tools for 

blockchain protocols, there continues to be room for further refinement and exploration in the 

evolving and dynamic field of blockchain. The BBF, with its modular architecture, is well-

positioned to adapt and evolve in response to these future research directions. 
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Appendix I: Blockchain Glossary  

51% Attack: A 51% attack refers to a situation in which a single entity or group gains control 

of more than 50% of the computing power in a cryptocurrency network. This majority control 

can enable the entity to manipulate the network by issuing conflicting transactions or attempting 

to harm its integrity and security. 

Address: In the context of cryptocurrencies, an address is a unique identifier used for sending 

and receiving transactions on the blockchain protocol. It is typically represented as a string of 

alphanumeric characters and serves as a destination or source for digital assets. 

ASIC: Short for 'Application Specific Integrated Circuit,' an ASIC is a specialized hardware 

device designed for a specific purpose, such as cryptocurrency mining. ASICs are often 

employed in mining operations due to their efficiency and significant power savings compared 

to general-purpose hardware like GPUs. 

Bitcoin: Bitcoin, the pioneering decentralized cryptocurrency, operates on a global peer-to-peer 

network without the need for intermediaries or a central issuing authority. It was the first 

cryptocurrency to gain widespread adoption and remains the most well-known and widely used 

digital currency. 

Block: A block is a package of data containing a set of transactions that are permanently 

recorded on the blockchain. Each block is linked to the previous block, forming a chain of blocks 

that serves as a secure and immutable ledger of all the transactions within a cryptocurrency 

network. 

Blockchain: A blockchain is a distributed and decentralized ledger that maintains a record of 

all transactions ever executed on a network. It consists of a chain of blocks, with each block 

containing a collection of validated transactions. The blockchain's design ensures transparency, 

security, and immutability, making it suitable for various applications beyond cryptocurrencies. 
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Block Explorer: A block explorer is an online tool that allows users to browse and view 

information about transactions, blocks, and addresses on a blockchain. It provides a transparent 

and comprehensive overview of the blockchain's activity, including details such as transaction 

histories, network hash rate, and transaction growth. 

Block Height: Block height refers to the number of blocks that have been successfully added 

to the blockchain from its genesis block. It represents the chronological order of blocks in the 

blockchain, with each new block incrementing the block height by one. 

Block Reward: A block reward is an incentive provided to miners who successfully validate 

and add a new block to the blockchain through the process of mining. Miners are rewarded with 

a certain number of newly created cryptocurrency tokens, which are generated as part of the 

consensus mechanism and transaction verification process. 

Central Ledger: A central ledger is a traditional form of ledger maintained and controlled by a 

central authority or agency. Unlike distributed ledgers used in blockchain systems, central 

ledgers are centralized and require trust in the controlling entity. 

Confirmation: Confirmation refers to the successful act of hashing a transaction and adding it 

to the blockchain. Once a transaction receives multiple confirmations (i.e., being included in 

subsequent blocks), it becomes increasingly secure and less prone to being reversed or altered. 

Consensus: Consensus is the collective agreement among participants in a blockchain protocol 

regarding the validity of transactions and the state of the ledger. Consensus mechanisms ensure 

that all copies of the blockchain are synchronized, and that the ledger's integrity is maintained. 

Cryptocurrency: Cryptocurrencies, also known as tokens, are digital representations of assets 

that utilize cryptographic techniques to secure transactions and control the creation of new units. 

Cryptocurrencies operate on decentralized networks and are typically not controlled by any 

central authority. 

Cryptographic Hash Function: A cryptographic hash function is a mathematical algorithm 

that takes an input (such as transaction data) and produces a fixed-size and unique output (the 



 

187 

 

hash value). Cryptographic hashes are used in blockchain systems for various purposes, 

including transaction verification and data integrity. 

Dapp: A decentralized application (Dapp) is an application that operates on a blockchain or 

distributed ledger system. Dapps are open-source, autonomous, and often incentivized through 

cryptographic tokens. They leverage the blockchain's transparency, security, and immutability 

to provide innovative solutions in areas such as finance, gaming, and decentralized governance. 

DAO: Decentralized Autonomous Organizations (DAOs) are organizations or entities that 

function without centralized control or human intervention. DAOs operate based on pre-defined 

business rules encoded on the blockchain, allowing for transparent and trustless decision-

making and governance processes. 

Distributed Ledger: A distributed ledger is a type of ledger where data are stored across a 

network of decentralized nodes. Unlike centralized ledgers, distributed ledgers are not 

controlled by a single entity and often utilize CAs to ensure data consistency and integrity. 

Distributed ledgers can be both permissioned (restricted access) or permissionless (open to all 

participants). 

Distributed Network: A distributed network refers to a network architecture where processing 

power, data storage, and decision-making authority are distributed across multiple nodes instead 

of being concentrated in a central data center. Distributed networks offer enhanced resilience, 

scalability, and fault tolerance compared to centralized systems. 

Difficulty: Difficulty in blockchain mining refers to the level of computational effort required 

to successfully mine a new block on the blockchain. The difficulty is adjusted dynamically to 

ensure that blocks are added at a consistent rate, maintaining the blockchain's security and 

stability. 

Digital Signature: A digital signature is a cryptographic code generated using public key 

encryption. It is attached to an electronically transmitted document to verify the document's 

contents and the identity of the sender. Digital signatures provide authentication, integrity, and 

non-repudiation for digital transactions. 
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Double-Spending: Double-spending occurs when a digital asset, such as a cryptocurrency, is 

spent more than once, resulting in a loss of transactional integrity and potential fraud. 

Blockchain technology prevents double spending by ensuring that transactions are recorded and 

verified in a transparent and immutable manner. 

Ethereum: Ethereum is a blockchain-based platform designed to support the development and 

execution of decentralized applications (Dapps) and smart contracts. It aims to address 

limitations associated with censorship, fraud, and third-party interference by providing a 

programmable blockchain infrastructure. 

EVM: The Ethereum Virtual Machine (EVM) is a Turing complete virtual machine that enables 

the execution of smart contracts on the Ethereum blockchain. The EVM ensures consistency 

and consensus across the Ethereum network by executing bytecode instructions. 

Fork: In the context of blockchain, a fork occurs when a blockchain splits into two separate 

paths, resulting in two distinct versions of the blockchain running simultaneously. Forks can be 

temporary or permanent, and they may occur due to protocol upgrades, consensus rule changes, 

or disagreements among network participants. 

Genesis Block: The genesis block is the first block in a blockchain. It serves as the foundation 

for subsequent blocks and contains unique information that distinguishes it from other blocks 

in the chain. 

Hard Fork: A hard fork is a type of blockchain fork that introduces changes to the protocol, 

rendering previously invalid transactions valid and vice versa. Upgrading to the latest version 

of the protocol software is typically required for all nodes and users to participate in the forked 

blockchain. 

Hash: Hashing refers to the process of applying a cryptographic hash function to input data, 

resulting in a fixed-size output (the hash). Hashes are commonly used in blockchain systems for 

transaction verification, block integrity, and data storage purposes. 
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Hash Rate: Hash rate is a measurement of the computational power expended by mining 

hardware in a blockchain protocol. It quantifies the number of hash calculations performed per 

second and serves as an indicator of mining efficiency and network security. 

Hybrid PoS/PoW: A hybrid Proof of Stake/Proof of Work (PoS/PoW) consensus mechanism 

combines elements of both PoS and PoW algorithms. This hybrid approach aims to strike a 

balance between the influence of miners (work-based) and stakeholders (stake-based) in the 

governance and consensus of the blockchain protocol. 

Mining: Mining is the process of validating and adding new transactions to the blockchain. 

Miners utilize computational power to solve complex mathematical problems, and in return, 

they are rewarded with cryptocurrency tokens for their contributions to securing the network 

and maintaining transactional integrity. 

Multi-Signature: Multi-signature, or multi-sig, addresses require multiple cryptographic 

signatures (from different parties or private keys) to authorize a transaction. Multi-signature 

technology enhances security and prevents unauthorized access to funds by introducing 

additional layers of verification and approval. 

Node: In a blockchain protocol, a node refers to a computer or device that maintains a copy of 

the blockchain's ledger and participates in the network's consensus process. Nodes are 

responsible for validating transactions, storing data, and relaying information to other nodes, 

ensuring the integrity and decentralization of the blockchain. 

Oracles: Oracles are systems or services that provide real-world data to smart contracts on the 

blockchain. They act as bridges between the blockchain and external sources of information, 

enabling the execution of smart contracts based on real-time or off-chain data. 

Peer to Peer: Peer-to-peer (P2P) refers to a decentralized interaction model where participants 

in a network interact directly with each other without the need for intermediaries or central 

authorities. P2P networks enable direct communication, data sharing, and resource exchange 

among peers, fostering decentralization and resilience. 
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Public Address: A public address is a cryptographic hash of a public key in a cryptocurrency 

system. It serves as a public identifier or destination for receiving funds and can be shared 

openly. Public addresses are used to send transactions to specific recipients on the blockchain. 

Private Key: A private key is a confidential and securely stored piece of information that 

enables access to the tokens or assets associated with a specific address or wallet. Private keys 

are used to sign transactions and prove ownership, and they must be kept secret and protected 

to maintain the security of digital assets. 

Proof of Stake: PoS is a consensus distribution algorithm in which the probability of creating 

or validating new blocks is based on the stake (ownership or holding) of a participant in the 

network. The more tokens a participant holds, the more likely they are to be chosen to create 

the next block and earn rewards. 

Proof of Work: PoW is a consensus distribution algorithm in which participants (miners) must 

perform computational work, often involving high computational power and electricity 

consumption, to validate transactions and create new blocks. The difficulty of the work ensures 

security and prevents malicious actors from manipulating the blockchain. 

Scrypt: Scrypt is a cryptographic algorithm commonly used in cryptocurrencies like Litecoin. 

Compared to the SHA-256 algorithm, Scrypt is designed to be computationally faster and 

consume less processing time, making it more suitable for certain mining operations. 

SHA-256: SHA-256 (Secure Hash Algorithm 256-bit) is a cryptographic hash function used by 

several cryptocurrencies, including Bitcoin. It produces a fixed-size hash value and is known 

for its computational complexity, requiring significant processing power and time to compute, 

ensuring the security and integrity of blockchain transactions. 

Smart Contracts: Smart contracts are self-executing agreements encoded as computer 

programs deployed on the blockchain. They automatically enforce the terms and conditions 

defined within them, eliminating the need for intermediaries and enabling trustless and 

transparent interactions. Smart contracts facilitate automated and secure transactions, reducing 

costs and increasing efficiency in various industries. 
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Solidity: Solidity is a programming language specifically designed for developing smart 

contracts on the Ethereum platform. It provides developers with a syntax and framework to write 

secure and reliable smart contracts that can be executed on the Ethereum Virtual Machine 

(EVM). 

Testnet: A testnet is a separate blockchain protocol specifically created for developers to test 

and experiment with new features, applications, or upgrades without using real assets or 

affecting the main blockchain. Testnets allow developers to identify and resolve issues before 

deploying their applications on the live network. 

Transaction Block: A transaction block is a collection of individual transactions that are 

bundled together and added to the blockchain as a single unit. Blocks are formed through the 

mining process, and once added to the blockchain, they are permanently recorded and become 

part of the immutable transaction history. 

Transaction Fee: A transaction fee is a small amount of cryptocurrency paid by the sender of 

a transaction to incentivize miners to include the transaction in a block and prioritize its 

validation. Transaction fees contribute to network security and serve as a reward for miners who 

dedicate computational resources to process and verify transactions. 

Turing Complete: Turing complete refers to a system or programming language's ability to 

perform any computation that a universal Turing machine can execute. In the context of 

blockchain, Turing complete languages like Solidity enable the development of complex and 

programmable smart contracts capable of executing a wide range of computations and logic. 

Wallet: A wallet in the context of blockchain is a software application or device that stores 

private keys and enables users to manage their digital assets, such as cryptocurrencies. Wallets 

provide a user-friendly interface for securely sending, receiving, and storing digital tokens, and 

they may support multiple blockchain protocols and assets. 

Scalability: Scalability refers to a blockchain system's ability to handle increasing transaction 

volumes and growing network demands without compromising performance, speed, or 

decentralization. Scalable blockchain solutions aim to optimize consensus mechanisms, 
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network infrastructure, and protocols to support a higher throughput and accommodate a larger 

user base. 

Security: In the context of blockchain, security encompasses various measures and techniques 

employed to protect the network, user data, and digital assets from unauthorized access, 

manipulation, or attacks. These include cryptographic algorithms, private key management, 

consensus mechanisms, secure coding practices, and robust network infrastructure. Ensuring 

security is crucial for maintaining trust and integrity in blockchain ecosystems. 
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Appendix III: Blockchain Protocols - Background 

Blockchain Protocols 

The terms "blockchain protocols" and "blockchain networks" are often utilized 

interchangeably, given their reference to the underlying technical rules and mechanisms that 

steer the function of blockchain-based systems. Such protocols can be largely divided into four 

central categories. 

To begin with, there are public networks (Zhao, Yang and Luo, 2019) —a category where 

any individual with a computer and internet access can freely contribute to the network. 

Contrarily, private networks are restricted, demanding an invitation and authentication, typically 

handled either by the network's originator or a pre-set rule mechanism. 

Hybrid blockchains bring another dimension, offering a blend of public and private 

blockchain characteristics (Kiayias and Zindros, 2018). Their operation varies depending on the 

selected features of centralization and decentralization. 

Lastly, we have Sidechain blockchains, a system operating in parallel with the primary 

blockchain. Interconnections must exist between entries from the main blockchain and the 

sidechain, or else the sidechain runs independently. For instance, the Liquid Network, a Bitcoin 

sidechain, provides faster, more private transactions, yet remains tethered to the main Bitcoin 

blockchain. Alternatively, the Plasma sidechain, a scalability solution for Ethereum, runs 

independently, although it periodically commits its state to the Ethereum main chain for added 

security. 

Despite their differences, all types of blockchains carry risks and challenges (Dinh et al., 

2017; Salman et al., 2019; Edwards, Mashatan and Ghose, 2020). Further categorization 

emerges when considering permissioned and permissionless blockchains. The former, 

permissioned blockchains (Vukolić, 2017), require an access control layer to regulate network 

access. On the contrary, public or permissionless networks (Neudecker and Hartenstein, 2019) 

don't necessitate access control, nor do they need to ward off malicious actors. Here, anyone 
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with the requisite hardware and internet connectivity can join the network, even functioning as 

an active node generating transactions. 

In the early stages of cryptocurrencies (e.g., 2009-2010), transactions were primarily for 

transferring a digital asset to another's wallet. Nowadays, however, transactions can serve a 

multitude of purposes thanks to the additional metadata that can be embedded (Faisal et al., 

2018). Blockchain protocols entertain various stakeholders—users, miners/validators, 

developers, node operators, and regulators—all working in concert to maintain the network's 

integrity and security. 

Transactions, once logged and verified on a blockchain, get associated with the subsequent 

block. Every new block's authenticity must be validated by a consensus mechanism, ensuring 

its legitimacy and preventing double-spending. In Proof-of-Work (PoW) blockchains, miners 

expend computational power to resolve complex puzzles to validate a new block. In Proof-of-

Stake (PoS) blockchains, validators are selected based on their stake in the network and are 

tasked with validating new blocks. 

Block time—a key feature of blockchain systems—is vital for transaction rates, especially in 

cryptocurrencies. For instance, Ethereum can generate one validated block every 15 seconds 

(Home | Ethereum.org, 2013), while Bitcoin averages a new block every 10 minutes (Bitcoin - 

Open source P2P money, 2008). At times, two blocks might be generated simultaneously, 

creating a temporary fork—a split of the chain into two separate ones. A consensus must be 

reached to determine which chain to continue with. A fork might also occur with changes to the 

blockchain's source code. 

Forks are divided into two types: hard forks (Jeffery Atik, 2018), where there's no interaction 

between the old and new versions, and soft forks (Lin and Liao, 2017b), which render previously 

valid blocks/transactions invalid. An example of a fork is the Ethereum blockchain in 2016, 

where a code flaw in the decentralized autonomous organization (DAO) led to a hard fork, 

resulting in the creation of Ethereum and Ethereum Classic. 
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The Evolution of Blockchain 

Since the launch of Bitcoin in January 2009 until now, there has been a significant 

improvement in blockchain technology. Initially, with the introduction of blockchain in Bitcoin, 

the world often equated the technology with the cryptocurrency itself. However, it was soon 

recognized that blockchain is bringing about a profound transformation in the very nature of the 

Internet. For some time, blockchain was the technology serving Bitcoin’s needs, such as 

decentralization of currency and financial transactions, decentralization of data storage using a 

distributed decentralized database, eliminating the need for “trusted” 3rd parties to verify 

transactions etc. Soon after, it was realized that Bitcoin could not fulfill the expectations of 

having a Turing Complete system (What exactly is Turing Completeness? - Evin Sellin - 

Medium, 2017), meaning that it was not possible to maintain scripts’ state, or perform recursive 

loops.  

In 2014, Ethereum project (Home | Ethereum.org, 2013) was introduced aiming to allow a 

level of scripting on top of the blockchain platform forming the so-called dApps. The technology 

behind Ethereum also allowed micro-payments so it could handle small value transactions while 

at the same time simulation of the human behavior was now possible. Ethereum also pioneered 

the concept of Decentralized Autonomous Organizations (DAO), a type of decentralized 

enterprise that operates entirely based on smart contracts (Sato and Himura, 2018).  

At a later phase, numerous researchers and organizations turned their attention towards 

enhancing the scalability of the blockchain system. This led to the introduction of several 

solutions that could facilitate a higher transaction rate. As of now, Bitcoin can process about 7 

transactions per second, while Ethereum can handle between 15 to 20. Litecoin (Litecoin - Open 

source P2P digital currency, 2011) handles about 56 transactions per second and finally Ripple 

XRPL can handle about 1500. However, the goal of most blockchain protocols, is the 

achievement of more transactions than the Visa payment protocol(Visa.com, 2017).  

Blockchain 1.0 - The Origin of the Modern Blockchain: As previously stated, Blockchain 

1.0 was the first use of Nakamoto's invention. This is the most basic type of a decentralized 

ledger for recording transactions and storing data across several computers. To put it simply, 
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the information recorded in the first blockchains was confined to the values of a 'thing' that 

changed ownership over time. In most situations, the 'thing' in question is a digital money. This 

form of Bitcoin is essentially an automated electronic currency transfer system that operates 

without the requirement for human participation as a trusted authority between transactions. 

Users can use this method to convert currencies without the involvement of a bank (either from 

the private or government sector). The concept allowed users to transfer monies anonymously 

via wallets while providing everyone connected to the blockchain with access to the whole 

transactional record. It was completely transparent. Early technology also allowed miners (users 

who assisted in transaction verification by doing cryptographic tasks on their computers) to earn 

rewards via the PoW methods built into the protocols. As a result of these factors, blockchain 

technology has become the foundation of cryptocurrency trading platforms. Bitcoin was the first 

cryptocurrency to be introduced in 2009, and it was quickly followed by numerous others, 

including Dogecoin (Dogecoin - An open-source peer-to-peer digital currency)(Dogecoin - An 

open-source peer-to-peer digital currency). Because cryptocurrencies were not previously 

subject to government restrictions or a high level of financial inspection, they were a viable 

alternative to trade with fiat currencies such as US dollars. 

Blockchain 2.0 - Smart Contracts: The following advancement in blockchain technology 

enhanced the capabilities of blockchain protocols. Four years after Bitcoin's emergence, Vitalik 

Buterin unveiled the notion of Ethereum, a blockchain-based platform with several major 

advancements over the previous generation. Ethereum was the first blockchain to include smart 

contracts into its technology. In layman's terms, smart contracts are a collection of programs 

that are executed automatically when specific circumstances are satisfied. These contracts let 

two people or businesses to do more than just exchange bitcoin. Ethereum, for example, is a 

multi-component platform that includes a virtual computer with numerous layers of information, 

user accounts, contracts, and cost accounting (a measure known as 'gas'). As a result, smart 

contracts enable two parties to execute complicated activities automatically while also enabling 

the exchange of digital currency. As a result, Blockchain 2.0 offers a number of new options 

that were previously unavailable owing to the limited scope of first-generation blockchains. 
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Blockchain 3.0 - Decentralized Enterprise Level Applications: The next level of 

blockchain technology is less defined. However, experts agree that Blockchain 3.0 has a greater 

potential in terms of industries and sectors that it may encompass. This suggests that Blockchain 

3.0 has uses in fields other than finance and economics. Sustainability, scalability, cost-

effectiveness, more decentralization, and increased security are the primary objectives for this 

generation of blockchains. Healthcare (smart contracts for medical services and EMR storage), 

cybersecurity (multi-factor authentication), supply chain (smart delivery contracts), and 

manufacturing are examples of these uses. The technique may also be used to power computing 

programs such as Folding@home (Front Page - Folding@home) and supercomputers. These 

sectors rely on enterprise-grade technologies for business process planning and execution. 

Enterprise-level databases may be readily linked into decentralized systems using Blockchain 

3.0 for safe and transparent documentation. Furthermore, the new technology enables the 

interoperability of various blockchain protocols throughout the world. COSMOS (What is 

Cosmos? - Cosmos Network) and Chainlink (Chainlink, 2021)ecosystems are examples of this, 

as they are built on the Inter-Blockchain Communication (IBC) protocol (Qasse, Talib and 

Nasir, 2019) and allow data transmission between multiple blockchains without undermining 

their sovereignty. As a result, Blockchain 3.0 necessitates creative methods to combine various 

technology. These include IoT devices and Application Specific Integrated Circuits (ASICS) 

(Rieger, 2003) designed for processing, storing, and linking blockchains. 

Blockchain 4.0 – Industry Adoption: Blockchain 4.0 refers to the fourth generation of 

blockchain technology. It claims to give blockchain as a business-usable environment for 

developing and executing applications, pushing the technology to the forefront. Previous 

incarnations of blockchain technology have demonstrated clear potential benefits for businesses, 

including security, automatic record-keeping, and immutability, as well as the ability to pay 

invoices, bills, and salaries inside a completely secure framework. Unfortunately, blockchain 

has previously failed to overcome three fundamental challenges: speed was simply too slow, 

and only a tiny number of individuals possessed the specialized expertise necessary to work on 

the blockchain. Consumers, employees, and companies want web 2.0-like user experiences; 

blockchain was trying to offer web 1.0, with issues comparable to the first generation of online 
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pioneers. Blockchains like Bitcoin are referred to as 'blockchain 1.0,' since they were designed 

with a specific purpose in mind (supporting a cryptocurrency), are sluggish, and difficult to 

operate. Blockchain 2.0 would be one of the first post-Bitcoin blockchains designed to do more 

than just support bitcoin; 'blockchain 3.0' would be a blockchain designed specifically to support 

a wide range of activities and applications. Blockchain 4.0 takes that desire and makes it a 

reality. If it’s been able to create apps that look and feel like web 2.0 apps, operate as quickly, 

and retain the unique benefits of blockchain technology, blockchain 4.0 is achieved. 

Blockchain 5.0 – Web3.0: Blockchain 5.0 is the newest iteration of a decade-old technology, 

and Relictum Pro (Relictum Pro is Built on Next-Gen Blockchain 5.0) intends to use it to 

organize and legitimize people's economic life. The objective is to eliminate the intermediaries 

engaged in many areas such as transportation, lodging, banking, and so on, ensuring that 

transactions are faster and safer than ever before. The following are some of the reasons why 

Relictum Pro is poised to usher in a new era with blockchain 5.0: 

Reduced Block Size: The block size of Blockchain 5.0 is just 120 bytes, which is 8,000 

times less than the block size of Bitcoin, which is 1,024,000 bytes (1 MB). This allows for a 

significant increase in data transport and processing speed. It also expedites network 

information lookup. 

Increased Transaction’s Finality: To execute a transaction on today's blockchain, it can 

take up to 30 minutes to load all nodes with blocks. However, Blockchain 5.0 completes the 

operation in less than 2 seconds, allowing customers to transfer payments in record time. 

Higher Throughput: The average number of transactions performed per second on 4th 

generation blockchain is between 1,000 and 900,000 per second. However, blockchain 5.0 

enables transactions to exceed one million. 

Blockchain Challenges 

As various entities seek to incorporate blockchain technology into their existing 

infrastructures, emerging innovators have designed their businesses with blockchain as the core 

from their inception. In theory, this foundational inclusion of blockchain technology provides 



 

246 

 

them with greater adaptability and versatility compared to their more traditional competitors, 

and simultaneously allows them to bypass certain roadblocks that often hinder larger, more 

established companies in their adoption process. As blockchain technology continues to evolve, 

spawning diverse applications, businesses across all industries should prepare themselves to 

navigate an ever-changing landscape replete with new challenges and potential controversies. 

These challenges are explored further in the following bullet points. 

• Inefficient Technological Design: Although blockchain technology offers many 

advantages, it still has a number of fundamental flaws that prevent it from gaining 

widespread acceptance. Bitcoin, as well as other blockchains, are well-known for their 

inefficient technological architecture, which results in limited scalability, network 

slowness, high energy consumption, and, as a result, high transaction costs (Gaur, 2020). 

Aside from that, there is a lack of standards and interoperability, which makes it difficult 

for different blockchains to connect with one another. Ethereum attempted to hide a lot 

of these flaws, but it was insufficient. Moreover, the decentralized applications, built with 

Ethereum blockchain help developers build dApps for a plethora of use cases. Some of 

them, however, seem to have a question of miscoding and loopholes, leading to 

vulnerabilities and hack-issues.  

• Scalability: Scalability poses a major challenge when it comes to integrating blockchain 

into realistic business use-cases (Khan, Jung and Hashmani, 2021). The capabilities of a 

blockchain system primarily depend on the number of transactions each block can handle. 

Take the Bitcoin blockchain as an example: creating a block takes approximately 10 

minutes, and the quantity of transactions each block can contain is determined by its size, 

which in Bitcoin's case is one Megabyte (MB). Hence, to accommodate a massive volume 

of real-world transactions, the system needs to be carefully designed to optimize 

throughput. Furthermore, in a traditional blockchain system, each node processes and 

stores the entire transaction history, right back to the genesis block. Therefore, it's 

impractical to directly extend blockchain into actual business settings where nodes have 

limited storage and computational capabilities. Therefore, learning how to store data 

efficiently in resource-constrained blockchain nodes is crucial. Lastly, networking is the 



 

247 

 

third determinant of blockchain and Distributed Ledger Technology (DLT) systems' 

scalability. The traditional blockchain protocol operates like a "broadcast medium", 

where every node disseminates all transactions. In the early stages of Bitcoin, the "block 

size debate" became a well-known instance highlighting the scalability challenge. The 

network's original protocol had a block size limit of 1MB, which was put in place as an 

anti-spam measure. However, as Bitcoin gained popularity, and transaction volumes 

grew, the 1MB limit started causing congestion and slow transactions. Several proposals 

were made to increase the block size, but disagreements over the proposals led to 

significant debates within the community. These disagreements ultimately resulted in a 

hard fork and the creation of Bitcoin Cash, which had a larger block size.  

• Energy Consumption: Energy consumption is another significant barrier to blockchain 

acceptance (Hasib Anwar, 2018). The mining process demands substantial computational 

power to resolve intricate equations, thereby escalating the energy requirement. 

Presently, miners utilize about 0.2% of the total global electricity. If this trend continues 

unabated, then the power consumption by miners may exceed the world's total energy 

production. This issue is fast becoming one of the most critical challenges faced by this 

network. 

• Cost and Efficiency: The swift and dependable execution of peer-to-peer transactions 

via blockchain protocols is accompanied by a considerable cumulative cost, which is 

more substantial for certain types of blockchain compared to others (Deloitte, 2019). This 

inefficiency occurs because in an effort to be the first to find a solution each node 

executes the same functions as any other node on its own copy of the data. For example, 

the Bitcoin network, which uses a PoW CA, the overall operating costs associated with 

the validation and exchange of public ledger transactions are projected to be as high as 

$600 million per year and rising. It should be also taken in mind that this amount does 

not include the capital costs associated with the purchase of specialist mining equipment. 

• Privacy and Security: Security issues linked to blockchain technology have been 

rigorously debated. Numerous professionals and academic experts suggest that 

blockchain technology is incompatible with privacy laws such as the European Union's 

General Data Protection Regulation (GDPR) (Otto, 2018). Although digital currencies 
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like Bitcoin offer pseudonymity, future blockchain implementations that allow smart 

transactions and contracts could be directly linked to verified identities. This raises 

significant concerns regarding privacy and data protection of information stored and 

accessible on the public ledger. Participants who transfer personal data to the 

blockchain are more likely to be classified as GDPR controllers, given they define the 

processing information, while blockchain nodes that merely gather personal data are 

more likely to be identified as processors as they merely facilitate the operation of the 

blockchain protocol. 

• Regulation and Lack of Adequate Skill Sets: Regulation is a key challenge facing the 

adoption of blockchain technology, as organizations implementing blockchain solutions 

without clear guidelines may potentially circumvent existing regulations (Cunha, Soja 

and Themistocleous, 2021). However, regulation can also be a driver of mass adoption 

of blockchain technology. Clear regulatory frameworks can provide legal certainty and 

facilitate the integration of blockchain technology into existing systems. Regulatory 

sandbox programs, which allow for the testing of blockchain-based solutions in a 

controlled environment, can also help drive innovation and adoption. In addition to 

regulatory challenges, the lack of adequately skilled personnel remains a major hurdle 

in the adoption of blockchain technology. As the technology is still evolving, few 

individuals possess the necessary skill sets to support its implementation. Addressing 

this challenge requires investment in education and training programs to develop a 

skilled workforce capable of supporting the growing demand for blockchain-based 

solutions. 

• Public Acceptance: Last but not least, a key challenge facing the adoption of blockchain 

technology is the lack of public acceptance and understanding, particularly in non-

banking sectors. Despite the potential benefits of blockchain technology, many 

individuals are still unfamiliar with how it functions and are not aware of its future use 

cases. This lack of knowledge and awareness can hinder adoption and limit the potential 

impact of blockchain solutions (Profile et al., 2023). Even though this technology is 

creating a significant impact and drawing in more users, it is essential to enhance 



 

249 

 

education and awareness campaigns to boost public comprehension and acceptance of 

blockchain. 

Blockchain Consensus Algorithms 

Achieving consensus in distributed systems, is at the heart of this technology, including 

blockchain. Since by nature such systems do not rely on a central authority for the validation 

process of transactions, the consensus mechanism plays a crucial role towards that goal. That is 

to say, such a system would confirm the legitimacy of each transaction by reaching an agreement 

between all the network participants. Consensus mechanisms existed long before the advent of 

blockchain. Starting from the “Byzantine Generals Problem”, that is a term carved from the 

definition of a situation in which two or more parties involved need to agree on a single strategy 

to avoid total failure, but where some of the parties involved are unethical and disseminate false 

information or are otherwise unreliable. In 1980, several system architectures were developed 

forming a distributed system, where Byzantine Fault Tolerance (BFT) consensus mechanisms 

where adopted. Such mechanisms include Draper’s FTMP, Honeywell’s MMFCS and SRI’s 

SIFT(Hopkins, Smith and Lala, 1978; Goldberg and J., 1981; Computer Safety, Reliability, and 

Security: 22nd International Conference ... - Google Books, 2003).  With the advent of 

blockchain though, several CAs have been implemented while each one of them aims to similar 

but at the same time different goals. Throughput refers to the rate at which a network can process 

transactions, which directly impacts its ability to cater to a high volume of users. Scalability 

denotes the capacity of the consensus mechanism to handle an increasing number of 

participants, ensuring the network's growth without incurring significant performance 

bottlenecks. Security is of paramount importance, as it safeguards the network from malicious 

attacks and preserves the immutability of the blockchain. Finality signifies the assurance that 

once a transaction is recorded on the blockchain, it becomes irreversible, thereby providing a 

stable and reliable environment for users. Finally, energy efficiency is an essential property for 

the sustainable operation of blockchain protocols, as it minimizes the environmental impact and 

ensures the long-term viability of the system. 
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Proof of Work (PoW): Central to the creation of new blocks in certain blockchain systems, 

the Proof of Work CA stands as the backbone of cryptocurrencies like Bitcoin. The underlying 

idea that drives this algorithm is the resolution of a mathematical problem of the utmost 

complexity, followed by the generation of a solution that is very simple to verify. The intensity 

of this computational "puzzle" is contingent on several factors - the volume of network 

participants, the overall computational capabilities at play, and the current level of network 

traffic. Every block's hash incorporates the hash of the preceding block, a feature that heightens 

security measures and acts as a robust defense against any potential violation of individual 

blocks. Furthermore, the nature of this computational challenge is such that it demands 

considerable resources and computational prowess. This intensity of demand ensures that the 

node, which successfully deciphers the puzzle, is granted the privilege of mining the succeeding 

block. Such a mechanism promotes fair competition and just rewards while maintaining the 

integrity and security of the entire blockchain protocol (Lucas and Paez, 2019). 

Proof of Stake (PoS): PoS presents itself as a popular alternative to PoW, most notably 

exemplified by Ethereum's transition from PoW to PoS. Instead of pouring resources into 

expensive hardware to solve complex mathematical puzzles, as seen in PoW, validators within 

the PoS model invest directly in the native cryptocurrency of the network. They accomplish this 

by 'staking' or locking up a portion of their coin holdings. These staked validators engage in the 

validation of new blocks. Rewards, distributed in relation to the number of blocks validated and 

added to the blockchain, are directly proportional to their respective stakes, thereby enriching 

their holdings over time. The selection of a validator for the generation of a new block is 

influenced by their economic stake within the network. The PoS model fosters a sense of 

consensus among validators through a process that is inherently incentivized. It promotes 

efficiency and participation, as well as an economic balance within the network. Validators, by 

staking their coins, demonstrate a vested interest in maintaining network integrity and 

functionality, effectively minimizing any malicious behavior within the blockchain ecosystem 

(Vasin and Co, 2017). 

Tindermint: A prominent variation of the PoW model, Tendermint, addresses crucial areas 

like transaction speed, scalability, and environmental impacts. It leverages the Byzantine Fault 
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Tolerance (BFT) algorithm to achieve its goals. A notable feature of the Tendermint blockchain 

is its resilience to tolerate up to a third of byzantine players in the network, making it robust in 

the face of potentially malicious activities. This CA showcases a broad compatibility with all 

programming languages, reinforcing its versatility. Validators in the Tendermint network 

undertake the tasks of transaction verification and the addition of new blocks to the blockchain. 

These validators play a crucial role in consensus-building by broadcasting cryptographic 

signatures that act as votes in favor of blockchain extension. To attain the status of a validator 

in Tendermint's system, a user must possess a certain amount of funds, which is then locked in 

as voting power. 

Tendermint also incorporates the concept of delegation. This mechanism allows delegators 

to stake their tokens with a chosen validator. However, the staked tokens run a risk of being lost 

if the chosen validator fails to adhere to the protocol's regulations. The Tendermint consensus 

mandates a minimum of four validators, while the maximum limit is unrestricted. As part of the 

Cosmos project, Tendermint serves as the consensus protocol with a working model of 100 

validators, set to increase to 300 in future iterations. Block finality is contingent upon the 

number of validators, and a completed block typically takes around 3 seconds, although it can 

be quicker. One of the main issues of the PoS model, the 'nothing-at-stake' problem, is 

effectively addressed in Tendermint through the bond deposit system. Releasing bond deposits 

involves an 'un-bonding' period, usually spanning two to three months. A potential drawback is 

the possibility of a fork, particularly if one-third of the validators sign multiple blocks 

simultaneously. Validators causing such forks face significant penalties, losing one-third of their 

locked stake, thereby further enhancing the protocol's security (Lei, Lan and Lin, 2020) (Baliga, 

2017c). 

Proof of Luck (PoL): Primarily employed within the Trusted Execution Environment (TEE) 

of Intel SGX platforms, the Proof of Luck CA could potentially be adapted for other systems 

exhibiting comparable TEE characteristics. This protocol was designed to address a series of 

challenges associated with conventional CAs, including their slow transaction speeds, excessive 

energy consumption, and time-intensive nature. A point of contention with PoL, however, is its 

reliance on specialized hardware, a requirement that may not be accessible to all and could 
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disproportionately favor those equipped with such devices. Despite this, the protocol offers 

robust security measures courtesy of the TEE, which thwarts any attempt at blockchain 

manipulation unless an attacker controls the majority of CPUs and disrupts the TEE platform. 

In the context of PoL, each round commences with the participant invoking the PoLRound 

function and submitting the most recent block to a designated chain. Upon the conclusion of the 

ROUND TIME, the participant activates the PoLMine function to create a new block. This 

newly minted block is then linked to its predecessor via the new block's headers. The protocol 

stipulates an inspection for parent blocks in cases where the preceding block deviates from the 

round block. 

The PoL model ensures that participants observe the ROUND TIME interval between block 

mining sessions. Concurrently, it also allows them the flexibility to pivot to a 'luckier' block 

should they come across one in the waiting period. The PoLMine function, following a uniform 

distribution, generates a random value within the range [0,1] to identify the winning block 

amongst all blocks mined by participants in a given round. 

Interestingly, the wait time here acts as a determinant of the winning block - a shorter delay 

signifies the 'lucky' block, while a longer one implies an 'unlucky' outcome. Consequently, 

there's no requirement for a participant to declare a lucky block until the completion of the 

mining process, thereby maintaining a fair and competitive environment (Milutinovic et al., 

2016) . 

Proof of Disease (PoD): Designed specifically for application within the healthcare 

blockchain, the Proof of Disease CA seeks to facilitate rapid, cost-effective access to high-

quality medical care. This innovative system bifurcates miners into two distinct categories: 

currency miners and medical miners. Medical miners undertake the task of validating the 

authenticity and adequacy of medical transactions and health status entries on the healthcare 

blockchain ledger. Concurrently, currency miners are responsible for scrutinizing financial 

transactions to preempt and prevent potential threats like Sybil and double-spending attacks. 

PoD's underlying foundation is based on the Ethereum platform. Consequently, the transaction 

fee structure and reward mechanisms for currency miners align with Ethereum's established 

systems. On the other hand, medical miners receive compensation from users who have 
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procured tokens through the medical blockchain system. This unique approach ensures that each 

type of miner is appropriately incentivized for their crucial roles in maintaining the integrity and 

efficacy of the blockchain. The PoD consensus system thus presents a synergistic model that 

brings together the best of healthcare and blockchain technology (Talukder et al., 2018). 

Raft: The Raft CA (Huang, Ma and Zhang, 2018) serves as a methodology for distributed 

systems, designed with a keen emphasis on simplicity and ease of understanding. Its primary 

function is to address the challenge of achieving agreement on a shared state across multiple 

servers, even in scenarios where one or more servers experience failures. The shared state is 

typically maintained via a replicated log, which is, in most instances, a data structure. The 

system's full functionality is assured, provided that a majority of the servers remain operational. 

In the Raft model, consensus is achieved by electing a leader within the cluster. The leader 

bears the responsibilities of processing client requests and managing the replication of the log 

to other servers within the network. This structure results in a unidirectional flow of data - solely 

from the leader to the other servers. 

Raft breaks down the complexity of consensus into three separate, manageable sub-

problems: 

1. Leader Election: In the event of the incumbent leader's failure, the protocol necessitates 

the election of a new leader. 

2. Log Replication: The leader must ensure the synchronization of all servers' logs with 

its own through replication. 

3. Safety Ensurance: If a server has committed a log entry for a particular index, it must 

be guaranteed that no other server can apply a different log entry for the same index. 

By effectively addressing these aspects, the Raft algorithm offers a comprehensive and easy-

to-understand approach to achieving consensus in distributed systems. 

Proof of Personhood (PoP): PoP (Borge et al., 2017) is an innovative system devised with 

the specific goal of mitigating security vulnerabilities, including Sybil and double-spending 

attacks. PoP assures pseudonymous accountability by tying real-world identities to the coin 
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minting process. This system employs a combination of the RandHound algorithm, the 

Pseudonym party concept, and the ByzCoin protocol. Aspiring coin minters must initially join 

the PoP as members of the Pseudonym party. Membership requires physical attendance at a 

specific location where the Pseudonym party is held. It's important to note that without attending 

these gatherings, an individual cannot engage in the minting process within this blockchain 

system. 

Participants of the Pseudonym party are each provided with a token. This token serves 

multiple purposes, including authentication, validation, and functioning within the RandHound 

algorithm. The token possesses a predetermined validity period, during which its holder is 

permitted to mint. Interestingly, each member of the minting pool is allocated only one token, 

ensuring an equal opportunity for all minters to be rewarded for block creation. This egalitarian 

approach continues until every token holder has been granted the chance to mint a new block 

and reap the associated benefits. Thus, PoP offers a unique blend of physical and digital 

participation, enhancing security and fairness within the blockchain system. 

Proof of Authority (PoA): In networks utilizing the PoA consensus mechanism (Tomlinson, 

2013) transactions and blocks are validated by designated validators or authorized accounts. 

Using specific software, these validators compile transactions into blocks. While this process is 

largely automated, requiring little active monitoring from validators, it does necessitate stringent 

security measures for the computer system hosting the authority node. The term "Proof of 

Authority" was coined by Gavin Wood, co-founder of Ethereum and Parity Technologies. 

Through PoA, individuals earn the right to become validators, which inherently incentivizes 

them to preserve and enhance their reputational standing. With their identities tied to their 

validator status, they are motivated to faithfully facilitate the transaction process, lest their 

reputations become tarnished. This design is considered to offer higher security than Proof of 

Stake. While PoS may establish equal stakes between parties, it doesn't account for the totality 

of a party's holdings, potentially leading to skewed incentives. PoA circumvents this issue by 

enforcing a rule that a single validator cannot validate consecutive blocks, thereby mitigating 

the risk of significant damage to the authority node. 
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PoA is a versatile CA, applicable to both private and public networks where trust is 

decentralized. An example of this is the POA Network, which leverages this protocol to 

maintain security and efficiency. 

Proof of Trust (PoT): The PoT CA (Zhu et al., 2020) selects transaction validators based 

on the trust levels attributed to participants within the network. It employs the RAFT leader 

election method and Shamir's secret sharing techniques to facilitate this process. PoT was 

designed to overcome some of the key limitations associated with existing consensus models. 

Specifically, it seeks to address the low throughput and high resource consumption associated 

with Bitcoin's PoW protocol. Simultaneously, it confronts the scalability challenges endemic to 

classical Paxos- and Byzantine Fault Tolerance (BFT)-based algorithms. Furthermore, PoT 

extends its scope to tackle dishonest behaviors, an issue typically overlooked by conventional 

BFT algorithms. As such, it introduces a practical and robust accountability framework for 

online services. 

Overall, the PoT CA presents a refined approach to achieving network consensus that is less 

resource-intensive, more scalable, and more capable of managing untrustworthy actions within 

the network, showing promise for various applications in the online service sector. 

Proof of Contribution (PoC): The Proof of Contribution CA(Song et al., 2021) blends 

concepts from both Proof of Work (PoW) and Proof of Stake (PoS) models, adding novel 

elements such as the "Success Time" notion and "Success Time Value" which serves as the 

stake. In PoC, the difficulty value for a miner's task is dynamically adjusted based on their 

Success Time Value. If a miner possesses a high Success Time Value, their assigned mining 

difficulty decreases, effectively establishing a dependency of mining effort on the Success Time 

Value. This results in miners with high Success Time Values having a greater probability of 

earning the reward for generating a new block. Contrasting with PoW and PoS, PoC has a built-

in mechanism to penalize fraudulent actions. Should a miner engage in deceitful behavior, their 

Success Time Value is set to zero, and their address is added to a publicly accessible blacklist. 

Any blocks associated with a blacklisted address are disregarded by other miners, and no 

transactions are conducted with the blacklisted address. 
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This way, PoC introduces a unique CA that not only rewards contributions but also 

implements robust measures to discourage and penalize dishonest behavior within the network. 

Ripple Protocol Consensus Algorithm (RPCA): The Ripple protocol (Amores-Sesar, 

Cachin and Micic, 2020) was designed with the Ripple cryptocurrency in focus, paying 

particular attention to the latency issues brought about by Byzantine failures. In this system, 

each node engages with others in its "Unique Node List" (UNL), a server hosting an array of 

other Ripple nodes used for reaching consensus. The configuration of this UNL is node-specific. 

In the Ripple ecosystem, achieving consensus is a multi-round process. In the initial round, 

every node gathers transactions, incorporates them into a publicly available list known as the 

"candidate set", and broadcasts this set to all nodes within its UNL. The nodes within the UNL 

then engage in a voting process to validate these transactions, and the results of these votes are 

propagated across the UNL. 

Each node produces a candidate set and the transactions that secure the most votes move 

forward to the subsequent round. When a candidate set garners approximately 80% or more of 

the votes from all the active nodes within the UNL, it wins the vote and is ratified as a legitimate 

block within the Ripple environment, referred to as the "Ledger". This ledger is termed the "Last 

Closed Ledger (LCL)", and every node within the UNL appends it to the Ripple blockchain. 

Transactions that do not qualify, alongside new ones, are included in the next round of 

consensus. This iterative process continues until all transactions are verified and incorporated 

into the LCL.  

Dynamic Practical Byzantine Fault Tolerance (DPBFT): The Dynamic PBFT (Hao et al., 

2018) is a consensus mechanism that draws from its PBFT base while bringing additional 

benefits to the table. DBFT possesses the same degree of security and liveliness as its PBFT 

counterpart. Like PBFT, it hinges on weak synchrony assumptions - a significant feature that 

makes it applicable over the internet. Further, as suggested by its name, Dynamic PBFT 

facilitates a network where replicas and nodes can join or exit the consensus network with 

minimal disruptions. It incorporates a mechanism to eject nodes that exhibit malicious behavior 

or long periods of downtime, thus amplifying the robustness of the system. A new concept, 

termed 'Participation Degree,' is introduced in DBFT. This measure evaluates whether a node is 
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sufficiently active within the network. By raising the costs of evading consensus, this makes 

nodes more likely to participate, thereby enhancing the system's security. Moreover, by placing 

malicious nodes on a blacklist, DBFT amplifies the consequences of malicious behavior, further 

bolstering the security of the network. 

Stellar Consensus Protocol (SCP): The Stellar Consensus protocol (Mazieres, 2015) 

employs the concepts of quorums and quorum slices. A quorum is a large enough group of nodes 

required to reach consensus, while a quorum slice is a subset of a quorum that can convince a 

particular node to agree with it. Individual nodes can appear in multiple quorums. Quorum slices 

were introduced in Stellar to allow each node to select a set of nodes in its slice, enabling open 

membership in the network. The formation of these quorums and quorum slices draws on real-

world commercial relationships between various entities, capitalizing on existing trust in 

business relations. Quorums must intersect to achieve global consensus across the system. The 

collective decision of individual nodes forms the global consensus. 

The Stellar consensus protocol operates as follows: Each node casts an initial vote on 

transactions or statements in a process known as federated voting. In this stage, each node picks 

its own statement and does not accept a conflicting one. However, it can switch to a different 

statement if its quorum slice has already accepted it. 

The next stage is acceptance. The node accepts a statement if it has not received a conflicting 

statement, and every node in its v-blocking set has accepted that statement. A v-blocking set is 

a group of nodes that can veto the decision of the current node in each quorum slice. Quorum 

slices interconnect, leading to quorums agreeing on a set of propositions. When all members of 

a quorum concur with the statement, it's referred to as confirmation. The last step in the voting 

process is ratification, which indicates agreement at the system level. This step ensures that 

nodes send confirmation messages to each other until they all agree on the final state value of 

the system. 

Proof of Stake Velocity (PoSV): Proof of Stake Velocity (Ren, 2014) was developed in 

2014 for Reddcoin, a digital social currency. This CA allows for both stake ownership and 

activity (velocity). It was designed as an alternative to the PoW and PoS algorithms used in 
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popular digital currencies like Bitcoin and Ethereum, addressing some of the social and 

economic issues found in PoW and PoS networks. A major problem in PoS systems is that they 

incentivize minters to hold onto their stake for longer periods, based on a linear coin-age 

function. This preference typically benefits passive holders over active network participants. 

PoSV addresses this issue by replacing the linear coin-age function with an exponential decay 

function. The exponential decay function suggests that the longer a stake is held without being 

used for validating transactions, the less it contributes to the owner's chances of creating the 

next block. This modification encourages stakeholders to actively participate in the network and 

frequently move their stakes. It also incentivizes participants to remain online and validate 

transactions, as doing so increases their chances of earning rewards. In essence, PoSV combines 

the concepts of coin ownership (stake) and participation (velocity) to create a more balanced 

and active network. 

 Proof of Stake Casper (PoS Casper): Casper the Friendly Finality Gadget Protocol (Sheth 

et al., 2019) is a Proof of Stake (PoS) protocol developed to address some of the core issues that 

plague other consensus mechanisms in blockchain protocols, such as the "Nothing at stake" 

dilemma, which is prevalent in PoW and PoS systems. Designed for Ethereum's Fair Validation 

Consensus, the Casper PoS protocol strives to eliminate the unfair advantage of wealthier miners 

and ensure a fair transaction validation process. The Casper PoS protocol introduces several key 

improvements to the traditional PoS algorithm, including: 

• Accountability: Casper easily identifies any violations of rules, and the guilty parties are 

penalized by the slashing of their deposits. 

• Dynamic validators: Validators are given the flexibility to join and leave the validator 

set with a certain notice period. 

• Defenses: Casper can fend off a variety of attacks, including long-range revision attacks 

where more than one-third of validators are offline. 

• Modular Overlay: Casper is built as a modular overlay on top of the existing Proof of 

Work chain, allowing for an easy and straightforward implementation. 

In the Casper protocol, the criterion for transaction validation requires a supermajority (more 

than 2/3) of the validators' stakes and at least 1/2 of the validator votes. If these conditions are 
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satisfied, the transaction is considered validated; otherwise, the voting continues. Validators 

who validate incorrect transactions are penalized by having their stakes slashed, while those 

who identify the validators' mistake are rewarded. The protocol also introduces the concept of 

"checkpoints," each consisting of a set of 100 blocks to improve efficiency. 

While the Casper PoS protocol holds much promise, it is still under development and has yet 

to be fully implemented. There is significant uncertainty regarding its practical application and 

potential issues, such as a scenario where a validator's stake is slashed causing them to leave 

and subsequently rejoin the validator set. These challenges are being actively explored and 

addressed by the Ethereum development community. 

Proof of Participation and Fee (PoPF): The Proof of Participation and Fees (PoPF) (Fu et 

al., 2018) method is a blockchain-based consensus protocol typically used in cooperative cloud 

computing. The PoW concept is utilized, but unlike traditional PoW methods, there is no 

competition amongst all users for each block creation. In PoPF, a percentage of top-ranking 

users are selected as accountant candidates for each block generation. The ranking is determined 

based on users' participation and fees in the preceding transaction. The PoPF protocol only 

activates after certain criteria are met, involving a specific number of users as well as their level 

of participation and fee contribution. Until then, the PoW concept is used.  

CloudPoS: Cloud Proof of Stake (CloudPoS) (Tosh et al., 2018) is a consensus protocol 

designed for a combination of blockchain and cloud environments. Unlike the traditional PoS 

concept, the CloudPoS changes the notion of stake from cryptocurrency to resources (CPU 

power, network, and memory) held by Cloud Service Providers (CSP). CloudPoS operates in 

epochs, each having several stages: stake determination, resource staking and confirmation, 

leader election, block replication and verification, and reward distribution. 

Delegated PoS (DPoS): Delegated Proof of Stake (DPoS) is a CA specifically designed for 

the BitShares blockchain. Unlike Proof of Work (PoW) and PoS, DPoS does not rely on a 

competitive process for block creation. Instead, stakeholders within the network select a 

predetermined number of nodes, known as witnesses, to produce blocks for a designated period 

of time. Additionally, there are standby nodes ready to take over if a witness fails to create a 
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block within a certain timeframe. The block creation process in DPoS follows a round-robin 

method, where each elected witness takes turns producing blocks one at a time. This rotation 

ensures that all witnesses have an equal opportunity to contribute to the blockchain. The 

authorized witnesses generate blocks at regular intervals, typically every three seconds, and the 

list of witnesses is rotated every 21 blocks. 

To maintain the integrity of the network, DPoS has measures in place to address non-

performance by witnesses. If a witness fails to produce a block within the designated time or is 

unable to fulfill their role, they can be replaced by a standby node from the backup list. This 

mechanism ensures that block production remains continuous and uninterrupted. In the DPoS 

CA, active participation and reliability are key factors. Witnesses are responsible for validating 

transactions and securing the blockchain. If a producer fails to produce blocks for a consecutive 

24-hour period, they are temporarily removed from consideration as a witness. They can resume 

producing blocks once they notify the blockchain protocol of their intention to continue. DPoS 

offers faster block generation and transaction confirmation times compared to PoW-based 

systems, making it suitable for high-throughput applications. By delegating block production to 

a select group of trusted nodes, DPoS aims to achieve greater scalability, energy efficiency, and 

network performance (Saad and Radzi, 2020). 

Proof of Burn (PoB): Proof of Burn (PoB) (Karantias, Kiayias and Zindros, 2020), is a 

consensus algorithm that involves validators willingly 'burning' or making unusable, a certain 

number of coins. This is accomplished by sending the coins to a 'burn' address, which is 

essentially an address from which coins cannot be spent or retrieved. The act of burning coins 

is seen as proof of the validators' commitment to the network. The principle behind this 

algorithm is that validators demonstrate their commitment by making a sacrifice. In the case of 

PoB, the sacrifice is financial, as validators destroy a certain number of coins. In exchange for 

this sacrifice, they increase their chances of being selected to mine the next block. The more 

coins a validator burns, the higher the probability of being chosen. This helps secure the network 

and deter malicious behavior by making attacks costly. However, it's worth noting that PoB 

might not be as environmentally friendly as it sounds because it still encourages validators to 

purchase and then burn coins, potentially leading to unnecessary resource consumption. 
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Proof of Capacity (PoC): Proof of Capacity (PoC) (BiKi.com, 2020) is another consensus 

algorithm where validators use their available hard drive space to participate in the mining 

process. This approach makes the process more energy-efficient and accessible because it 

doesn't require specialized, energy-consuming hardware like Proof of Work (PoW). Validators 

pre-generate large data sets known as 'plots' and store them on their hard drive. These plots are 

used during the mining process to find the solution to the next block. The more hard drive space 

a validator dedicates to storing these plots, the higher their chances of finding the next block. 

However, PoC also has its challenges, such as the potential for centralization due to the cost of 

hard drive space and the wear and tear on hardware from constant reading and writing.. 

Proof of Elapsed Time (PoET): Proof of Elapsed Time (PoET) (Chen et al., 2017) is a 

consensus mechanism that offers a fair and efficient process for selecting the next block creator. 

It works by assigning each participating node a random wait time. The node that gets the shortest 

wait time – i.e., the node whose timer runs out first – gets the right to create the next block. This 

system is energy efficient and fairly distributes the opportunity to create a block among all 

network participants. The main downside to PoET is that it requires a trusted execution 

environment to ensure that nodes cannot cheat the system by altering their wait times, which 

can lead to centralization issues. 

practical Byzantine Fault Tolerance (pBFT): Practical Byzantine Fault Tolerance (pBFT) 

is a consensus mechanism designed for resilience and reliability in asynchronous systems. 

Developed by Barbara Liskov and Miguel Castro in the late 90s, it provides a solution to the 

Byzantine Generals' Problem, a situation in distributed computing where components of a 

system fail and give incorrect information, leading to system failure. In a pBFT system, each 

node in the network maintains an internal state. When a request comes in, the nodes 

communicate with each other to agree on the service execution order based on their internal 

state. After a number of nodes (greater than two-thirds of the total number of nodes) agree on 

the order, the request can be processed. This allows the system to function correctly and reach 

consensus even if some nodes are faulty or malicious. However, pBFT can be resource-intensive 

and doesn't scale well to large networks due to the high volume of communication required 
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between nodes. It's often used in consortium or private blockchain protocols where the number 

of nodes is relatively small and more controlled. 

Proof of Activity (PoA): PoA (Bentov et al., 2014) is a CA that combines elements of both 

PoW and PoS consensus mechanisms. It aims to leverage the advantages of both approaches to 

create a more efficient and secure system. The mining process in PoA initially operates similar 

to PoW, where different miners compete to find a new block by solving computational puzzles 

and providing higher processing power. Once a new block is discovered, the system transitions 

to PoS. At this point, the newly found block only consists of a header and the miner's reward 

address. 

In the PoS phase, a random set of validators is chosen from the blockchain protocol based on 

the header data of the new block. These validators are responsible for validating or signing the 

new block. The selection process considers the number of coins held by each validator, favoring 

those with a larger stake. The participation of validators ensures the integrity and authenticity 

of the new block. To complete the block and add it to the blockchain protocol, all validators 

must sign off on it. Once the required number of validators have signed, the block is recognized 

as a full block, and transactions can be recorded on it. The mining fees or rewards associated 

with the block are then divided among the miner and the validators who contributed to its 

validation. However, PoA has faced criticism for resembling a hybrid approach that still requires 

significant computational power during the PoW phase. It has been argued that this can lead to 

excessive energy consumption and favor those who hold a large amount of coins, potentially 

concentrating power in the hands of a few. 

Proof of Weight: Proof of Weight (PoWeight) (Peter Compare, 2018)  is a blockchain 

consensus technique that assigns a 'weight' to users based on the number of tokens they own 

within the network. PoWeight is a consensus model that originated from research conducted at 

the MIT Computer Science & Artificial Intelligence Laboratory and has been implemented in 

the Algorand cryptocurrency. In the PoWeight consensus mechanism, the network forms a 

committee of randomly selected network members for each transaction. The committee 

members are chosen based on their token holdings, with those holding more tokens assigned a 

higher weight. This weight reflects their influence and importance within the consensus process. 



 

263 

 

The purpose of assigning weights is to protect the network from potential double-spending 

attacks. As long as the majority of weighted users are trustworthy, the consensus mechanism 

can ensure the integrity of transactions and prevent malicious activities. When a transaction 

occurs on the blockchain, the committee of randomly selected network members uses their 

weights to collectively validate and confirm the transaction. By centralizing the consensus 

process within this committee, PoWeight aims to achieve efficient and secure transaction 

confirmation. 

It's important to note that PoWeight is specifically designed to address the double-spending 

problem, providing protection and security in decentralized systems. The allocation of weights 

based on token holdings allows for a fair and reliable consensus mechanism that enhances the 

overall robustness of the network. 

Proof of Importance (PoI): Proof of Importance (PoI)  (Hazari and Mahmoud, 2019) is a 

CA that was first introduced in the NEM blockchain. It is designed to address some of the issues 

inherent in the PoS mechanism, specifically the concern that PoS systems can favor the rich 

(those who own more coins) and lead to a concentration of power. The central idea of PoI is that 

a participant's influence on the network should not be determined solely by their coin holdings 

but also by their network activity. It introduces a scoring system (the Proof of Importance score) 

that takes into account three factors: 

• Vesting: A certain number of coins (in NEM, at least 10,000 'vested' coins) should be 

held in the account. The process of vesting means that the coins have been held in the 

account for a certain period of time. The more vested coins a user has, the higher their 

PoI score. 

• Transaction partners: The diversity of a user's transactions also impacts their PoI score. 

If a user transacts with many different users, their score is likely to be higher. This 

encourages network activity and discourages "hoarding" of coins. 

• Transaction volume and frequency: The size and number of transactions made in the 

last 30 days also contribute to the PoI score. This incentivizes active participation in the 

network. 
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This system encourages active participation in the network, not just passive investment. It 

rewards users who make transactions and interact with different participants. This way, even if 

someone doesn't hold a significant number of coins but is an active participant, they can still 

have a chance to become a validator and contribute to the network's security. However, the PoI 

algorithm has checks in place to ensure that participants cannot "game" the system by 

transacting back and forth among a small group of accounts. If two or more people complete 

the same transaction among themselves, it won't lead to an increase in the PoI score. 

Leased Proof of Stake (LPoS): Leased Proof of Stake (LPoS) (Salimitari and Chatterjee, 

2018) is a variant of the Proof of Stake CA that offers solutions for certain challenges and 

limitations that might be encountered in a network. In particular, it's beneficial in situations 

where running a full node capable of verifying on-chain transactions can be technically 

demanding. One key feature of LPoS is that it incentivizes smaller users (those who may not 

have enough resources to run a full node themselves) to support more capable validators in the 

network. These validators are usually more efficient and reliable in handling transactions, 

making the network more robust and secure. Unlike the Delegated Proof of Stake (DPoS) 

system, in LPoS, token holders can lease or lend their tokens directly to these validators, thereby 

participating in the block creation process. This enables them to earn a portion of the rewards 

generated from block validation, thus serving their interests in the long term. In DPoS, on the 

other hand, validators are selected based on the number of votes they receive from other network 

members, where the weight of each vote is proportional to the number of tokens held by the 

voting member. While this system also incentivizes token holders to participate in the network 

governance, it does not offer the same kind of direct participation in the block creation process 

as LPoS. 

Comparative Analysis 

To further elaborate on the key characteristics of the CAs, a comparative analysis has been 

conducted considering several important evaluation criteria. These criteria are as follows: 

• Decentralization: The extent to which decision-making authority is distributed among 

nodes in the network. 
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• Scalability: The ability of the algorithm to handle increasing workloads effectively as 

the network grows. 

• Security: The algorithm's resilience against potential attacks, vulnerabilities, and failure 

scenarios. 

• Energy Efficiency: The algorithm's resource requirements, specifically with regard to 

energy consumption. 

• Fairness: The equal opportunity for all nodes in the network to contribute to the 

consensus process. 

Proof-based Algorithms 

Proof-based algorithms, including Proof of Work (PoW), Proof of Stake (PoS), and their 

derivatives, prioritize security and decentralization. These algorithms inherently disincentivize 

malicious behavior due to the significant resources required to perform successful attacks (e.g., 

a 51% attack in PoW) (Dziembowski, 2015). However, their limitations are also apparent: PoW 

algorithms, for instance, are notorious for their high energy consumption and can foster 

centralization over time due to the formation of mining pools (Chen and Liu, 2017). PoS 

mechanisms, while more energy-efficient, may lead to wealth centralization, where the rich get 

richer, and suffer from the 'Nothing at Stake' problem (David Mazières, 2022). 

To mitigate these issues, innovative proof-based algorithms have been proposed. Proof of 

Capacity (PoC) and Proof of Space (PoSpace), for instance, leverage storage space instead of 

computational power or wealth, reducing energy consumption and allowing more equal 

participation. However, these approaches may still face centralization risks if larger entities can 

afford more storage space. Proof of Elapsed Time (PoET) employs a fair lottery system for 

mining rights but requires a trusted execution environment, potentially limiting its 

decentralization (Snider, Samani and Jain, 2018). 
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Voting-based Algorithms 

Voting-based algorithms such as the Practical Byzantine Fault Tolerance (pBFT) and its 

derivatives provide rapid consensus and strong fault tolerance. They typically offer high 

security, as they can tolerate up to 1/3 of nodes being faulty or malicious (Hao et al., 2018) 

.However, these algorithms often face scalability issues due to their high communication 

complexity in large-scale networks. 

Federated Byzantine Agreement (FBA)-based algorithms, such as the Stellar Consensus 

Protocol (SCP) and the Ripple Protocol Consensus Algorithm (RPCA), address scalability 

limitations through the concept of quorum slices, allowing faster consensus with open 

membership. However, their dependence on trusted nodes may compromise the degree of 

decentralization. 

Hybrid Approaches 

Hybrid CAs, including Delegated Proof of Stake (DPoS) and Dynamic Practical Byzantine Fault 

Tolerance (DPBFT), combine elements from both proof-based and voting-based algorithms to 

capitalize on their strengths and mitigate their weaknesses. 

DPoS offers high transaction throughput and energy efficiency while maintaining a degree of 

decentralization through stakeholder voting. However, it remains vulnerable to collusion and 

centralization on the part of the chosen delegates [103]. DPBFT blends pBFT with a dynamic 

validator set determined by a PoS mechanism, enhancing both scalability and security while 

preserving decentralization [104]. Its implementation complexity, however, could be a 

hindrance to widespread adoption. 
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Assessment and Discussion of Findings 

The analysis in the table below provides a comprehensive snapshot of how each CA performs 

against the evaluation criteria. It is evident that no single CA stands out as the superior choice 

across all criteria, each exhibits unique strengths and weaknesses. 

Proof-based algorithms excel in security due to their inherent disincentives against attacks but 

often falter in terms of energy efficiency and fairness, especially in the cases of PoW and PoS. 

On the other hand, voting-based algorithms offer strong security and fairness but may struggle 

with scalability due to the high communication overhead, especially for traditional pBFT. 

Hybrid algorithms present an interesting compromise, combining strengths from both categories 

to overcome their respective limitations. However, their increased complexity might pose 

integration challenges. 

This analysis underscores the fact that the choice of CA is not a one-size-fits-all solution; it 

depends on the specific requirements and context of each blockchain application. Further 

research should focus on innovating more efficient CA that better balance these criteria, 

fostering the development of more effective, inclusive, and sustainable blockchain systems. 
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Consensus 

Algorithm 
Decentralization Scalability Security 

Energy 

Efficiency 
Fairness 

Proof of Work 

(PoW) 

High (Risk of 

centralization over 

time due to mining 

pools) 

Limited due to 

high 

computational 

requirements 

High (subject to 

51% attack) 

Low (high energy 

consumption) 

Limited (favors 

entities with higher 

computational 

resources) 

Proof of Stake 

(PoS) 

High (But can lead to 

wealth centralization) 

High (Lighter 

computational 

requirements) 

High (subject to 

"nothing at 

stake" problem) 

High 
High (stake size can 

impact fairness) 

Delegated Proof of 

Stake (DPoS) 

Limited (Risk of 

centralization due to 

delegate system) 

High 

High (Potential 

risk of collusion 

among delegates) 

High 

Limited (Potential risk 

of centralization and 

delegate collusion) 

Proof of Capacity 

(PoC) 

High (Risk of 

centralization due to 

cost of storage space) 

Moderate 

(Limited by 

available storage 

space) 

High 
High (compared to 

PoW) 

High (Proportional to 

available storage 

space) 
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Proof of Elapsed 

Time (PoET) 

High (Requires trusted 

execution 

environment) 

Moderate 

High (If executed 

within a trusted 

environment) 

High (compared to 

PoW) 

High (Random 

process) 

Practical Byzantine 

Fault Tolerance 

(pBFT) 

High (Assuming 

honest majority) 

Limited 

(Communication 

complexity) 

High (Can 

tolerate up to 1/3 

of nodes being 

faulty) 

Moderate 
High (All nodes have 

equal voting power) 

Proof of Activity 

(PoA) 

Moderate (Depends on 

PoS and PoW 

combination) 

Moderate High 

Moderate (Still 

uses PoW for 

initial block 

discovery) 

Moderate (Combines 

PoS and PoW 

systems) 

Proof of Weight 

(PoWeight) 

High (Depending on 

distribution of tokens) 

High (Uses 

committee-based 

decision making) 

High High 
High (Based on token 

holdings) 

Proof of 

Importance (PoI) 

High (Includes 

network activity as a 

factor) 

Moderate 

(Depends on the 

specific 

implementation) 

High (Assuming 

honest majority 

of network 

activity) 

High 

High (Balances stake 

size and network 

activity) 

Leased Proof of 

Stake (LPoS) 

High (Assuming 

diversified leasing) 
High High High 

High (Allows smaller 

stakeholders to 

participate) 



 

270 

 

Federated 

Byzantine 

Agreement (FBA) 

Moderate (Depends on 

trust in validators) 
High High High 

Moderate (Depends 

on chosen validators) 

Stellar Consensus 

Protocol (SCP) 

Moderate (Depends on 

trust in validators) 
High High High 

Moderate (Depends 

on chosen validators) 

Ripple Protocol 

Consensus 

Algorithm (RPCA) 

Moderate (Depends on 

trust in validators) 
High High High 

Moderate (Depends 

on chosen validators) 

Dynamic Practical 

Byzantine Fault 

Tolerance (DPBFT) 

High (Depends on PoS 

mechanism for 

validator selection) 

High High High 

High (Depends on 

PoS mechanism for 

validator selection) 

Tendermint 

Consensus 

High (Assuming 

honest majority) 
High 

High (Can 

tolerate up to 1/3 

of nodes being 

faulty) 

High 

High (All validators 

have equal voting 

power) 

Proof of Authority 

(PoA) 

Limited (Centrally 

controlled validators) 
High 

High (Assuming 

trustworthy 

validators) 

High 
Limited (Centrally 

controlled validators) 

Proof of Burn 

(PoB) 

Moderate (Potential 

for wealth 

centralization) 

Moderate High 

High (Beyond 

initial coin 

burning) 

Moderate (Depends 

on resources for coin 

burning) 



 

271 

 

Proof of Reputation 

(PoR) 

High (Depends on 

transparent and fair 

reputation system) 

Moderate 

High (Assuming 

a reliable 

reputation 

system) 

High 
High (Assuming a fair 

reputation system) 

Proof of Space and 

Time (PoST) 

High (Risk of 

centralization due to 

cost of storage space) 

Moderate 

(Limited by 

available storage 

space) 

High 
High (compared to 

PoW) 

High (Proportional to 

available storage 

space) 

Proof of Space 

(PoSpace) 

High (Risk of 

centralization due to 

cost of storage space) 

Moderate 

(Limited by 

available storage 

space) 

High 
High (compared to 

PoW) 

High (Proportional to 

available storage 

space) 

Proof of History 

(PoH) 
High High 

Moderate 

(Depends on 

timestamp 

verification) 

High 

High (Assumes fair 

access to transaction 

history) 

Proof of 

Contribution (PoC) 

High (Depends on fair 

evaluation of 

contributions) 

Moderate 

(Depends on 

complexity of 

contribution 

evaluation) 

High (Assuming 

fair contribution 

evaluation) 

High 

High (Assuming fair 

contribution 

evaluation) 
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Proof of 

Assignment (PoA) 

High (Depends on task 

assignment 

mechanism) 

Moderate 

(Depends on task 

assignment 

mechanism) 

Moderate 

(Depends on task 

assignment 

mechanism) 

High 
High (Assumes fair 

task assignment) 

Proof of Trust 

(PoT) 

High (Assuming 

reliable trust 

measurement) 

Moderate 

High (Assuming 

reliable trust 

measurement) 

High 
High (Assuming fair 

trust measurement) 

Proof of 

Believability (PoB) 

High (Assuming fair 

believability 

measurement) 

High 

High (Assuming 

fair believability 

measurement) 

High 

High (Assuming fair 

believability 

measurement) 

Proof of Stake 

Velocity (PoSV) 

High (Assuming fair 

coin age measurement) 
High 

High (Assuming 

fair coin age 

measurement) 

High 

High (Assuming fair 

coin age 

measurement) 
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